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1. EU regulatory trends impacting corporate governance of U.S. based
multinational enterprises
2. Key features of GDPR and effective compliance
3. Handling cross-border investigations and areas of concern
4. Best practices for corporate governance of data privacy and security
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Increased Data Protection Regulation
The EU General Data Protection Regulation (“GDPR”)

▪
▪

Replaces the 1995 EU Data Protection Directive

▪

Imposes a generally uniform data protection law on all EU Member States

▪

Companies with an establishment in the EU or those who target EU customers or
monitor the behavior of EU residents are required to comply

▪

Enforcement begins May 25, 2018

▪

REMEMBER ePrivacy (later)!
ePrivacy Regulation – still in
approval process, but coming soon
after the GDPR

▪

▪

GDPR and ePrivacy are meant to work
together

▪

ePrivacy focused on electronic
communications, including cookies
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To What Does the GDPR Apply?
The EU GDPR applies to the processing of EU personal data (i.e., any data
that could be used to identify an EU resident).
▪ What Is Processing?
▪ Any actions performed on personal data whether or not by automated means, such

as collection, recording, organization, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, restriction, erasure or destruction.
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12 Steps to GDPR Compliance*

*This presentation highlights critical elements of the GDPR, and does not purport to cover every single
element of the law. There are countless nuances to the GDPR and other EU data protection laws for
which specific legal advise should be sought.

1 - Privacy Principles
Ingrain the GDPR privacy principles into company policies and practices. The
GDPR privacy principles are:
1.

Lawfulness, fairness, and transparency (adhere to the law, have privacy
practices that are fair to individuals, and provide transparent notices about data
practices)

2.

Purpose limitation (collect data only for specific purposes and do not use data for
purposes that are incompatible with the original purpose)

3.

Data minimisation (collect only data that is limited to what is necessary for the
processing)

4.

Accuracy (keep data up to date, and if inaccurate, erase or fix it)

5.

Storage limitation (keep data only as long as necessary for the original purposes;
have a retention policy)

6.

Integrity and confidentiality (ensure appropriate data security is used to protect
data from loss, misuse, or damage)

7.

Accountability (have a compliance program to demonstrate compliance with the
GDPR)
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2 - Legal Basis for Processing
• Have a legal basis for all EU personal data processing activities.
• One legal basis does not have to be chosen for all company processing
activities; the company can rely on distinct legal bases for different activities.
1.

Explicit consent

2.

Performance of a contract

3.

Compliance with EU legal obligations

4.

Necessary to protect vital interests of the EU data subject

5.

Necessary in the public interest

6.

Necessary for a legitimate interest of the company (and not overridden by the
rights and freedoms of the EU individuals)
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3 – Individual Rights
Have company policies and procedures in place to allow EU data
subjects to exercise their individual privacy rights under the GDPR:
1. Right of access
2. Right to rectification
3. Right to erasure, aka “right to be forgotten”
4. Right to restriction of processing
5. Right to data portability
6. Right to object
7. Right to not be subject to automated decision-making, including

profiling
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4 – Manage Third Parties
Put in place data processing agreements (contracts) with all third parties
(controllers and processors) who handle EU personal data for the company.
•

The contracts with “processors” must require the third party to:
•

Only process data on the instructions of the company;

•

Maintain confidentiality;

•

Provide appropriate data security;

•

Not engage subprocessors without authorization;

•

Assist your company with its GDPR compliance obligations (including when data
subjects exercise their rights);

•

Provide notification to your company immediately of any suspected data breaches;

•

Delete or return all data to your company at the end of the engagement; and

•

Be able to demonstrate compliance to your company.
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5 – Privacy Notices
Publically post GDPR compliant privacy notices and make them available at
data collection points:
1.

Privacy statements must include:
Identity of the company and contact details,
2. Purposes of processing and the legal basis for processing,
3. Legitimate interests of processing if applicable,
4. Categories of third party recipients of personal data,
5. Existence of data transfers out of the EU,
6. International data transfer mechanism in place for data transfers,,
7. Data retention periods or criteria for such,
8. Existence of the individual rights,
9. Right to lodge a complaint with the EU supervisory authorities,
10. Whether the provision of data is required (and consequences for not providing it), and
11. Existence of automated decision-making (if applicable).
1.

If the company wishes to use already collected data for new purposes
(unrelated to the original collection purpose), the company must provide
additional notice about that new purpose to the data subject.
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6 - Data Protection by Design and Default
• Ingrain “data protection by design and by default” into company practices
•

When contemplating any new data processing and when processing any data, your
company should look at the risks to data subjects and ensure that the privacy
principles are being adhered to and that data security is appropriate to the
sensitivity of the data.

• In addition, the company by default should only process data which is
necessary for each specific processing purpose.
•

Consider the amount of data collected, the extent of the processing, and the period
and accessibility of storage.
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7 – Data Security
• Provide data security which is appropriate for the sensitivity of data.
• Implement technical and organizational security measures appropriate to the
risks to data subjects rights, and consider at least the following where
appropriate:
1.

Encryption, pseudonymization, confidentiality, integrity, availability, resilience of
systems, the ability to restore and access personal data in the event of incidents,
and a process for regularly testing, assessing and evaluating the effectiveness of
security measures.

2.

Take account of the risks that would be posed by accidental or unlawful
destruction, loss, alteration, unauthorized disclosure or access.

3.

Ensure that any third party data processors acting on your behalf provide
appropriate data security.
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8 – Data Breach Response
• Implement a data breach/incident response plan which includes notification
of data breaches to EU supervisory authorities within 72 hours, and
notification to EU data subjects when appropriate.
•

Notification to regulators
•
•

•

Required unless the personal data breach is unlikely to result in a risk to the rights and
freedoms of natural persons.
Can be reported as information is learned (likely going the case given the tight deadline).

Notification to affected individuals
•
•

When the breach is likely to result in a high risk to the rights and freedoms of the
individuals.
Without undue delay.
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9 – Data Protection Impact Assessments
•

Conduct Data Protection Impact Assessments (“DPIAs”) to assess new
processing activities which are likely to result in a “high risk” to the rights
and freedoms of data subjects.
▪ GDPR Requirements For DPIAs

•

•

Systematic description of the processing operations, their purposes, and the interests
pursued by the company;

•

Assessment of the need for, and proportionality of, the processing;

•

Risk assessment with regard to data subjects’ rights;

•

Include safeguards and accountability measures to be adopted to protect personal data
and comply with the GDPR.

If processing would result in a high risk in the absence of proposed mitigation
measures, must consult Supervisory Authority (“SA”) before commencing
processing.
•

SA will provide written advice and may ban processing or transfers abroad, or take other
actions.
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10 – Data Protection Officer (DPO)
•

Designate a company Data Protection Officer (“DPO”) where EU data
subjects are regularly and systematically monitored on a large scale, or the
core activities of the company consist of processing special categories of
data (e.g., health racial, political, ethnic) on a large scale, or personal data
relating to criminal convictions and offences are processed.
•

Not all companies will have to designate a DPO.

•

In the absence of an official DPO, your company should consider designating a
responsible employee to monitor and maintain privacy governance for the
company anyway.
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11 – International Data Transfers
• If/when data is transferred outside of the EU, put in place valid
international data transfer mechanisms for any transfers of personal
data from the EU to any other jurisdiction.
•

e.g., EU approved standard contractual clauses, Privacy Shield
certification, explicit consent in limited circumstances, or performance of a
contract.
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12 – Special Categories of Data
•

Do not process “Special Categories of Data” without explicit consent or
another exception to the rule.
•

i.e., data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, genetic data, biometric data for
the purpose of uniquely identifying a natural person, data concerning health or data
concerning a natural person’s sex life or sexual orientation.
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GDPR Hot Topics and
Best Practices
Kirk J. Nahra
Wiley Rein LLP
Washington, D.C.
202.719.7335
KNahra@wileyrein.com
@kirkjnahrawork
(April 2018)

Today’s Presentation
•
•

•

Heard a broad overview of the key
provisions of GDPR
Recognition by companies across the globe
– large and small, and in all industries – of
the magnitude of the GDPR challenge
Will discuss today a few hot topics in the
area and then focus on some practical best
practices and key steps
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Investigations
•
•

•

Fundamental differences between US approach
and EU approach to investigations
Sarbanes-Oxley Hotlines – compliance
requirement to provide opportunity to report
misconduct
EU Approach – leads to reminders of Nazi
Germany and Soviet Russia and neighbors
turning in neighbors – a concern about the
rights of those being reported on
Page 26

Investigations
•
•
•

Major GDPR challenge today
Consider the impact of government
investigations and internal investigations
Both present major challenges and risks
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Government Investigations
•
•
•

In some situations, you may need to pick
your poison – where are your real risks?
US courts prefer more discovery
US investigators may not be particularly
sympathetic to privacy concerns (especially
from foreign laws)
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Internal Investigations
•

•

More significant compliance challenges,
particularly where need for investigations is
driven by US law
Also applies to internal audit activities

Page 29

Internal Investigations
•

From Corporate Counsel – A court in
Macau “is pondering the amount in
damages it should award a gaming
executive who sued the Wynn Macau
gambling resort for violating Macau’s data
protection law by disclosing the executive’s
personal information to its U.S. owners.”
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Internal Investigations
•

•
•

The Macau court ruled that the casino violated
the law by sharing and internationally
transferring the executive's information during
an internal investigation of an alleged bribery
scheme.
Investigation conducted by former FBI
Director.
Transfer, Consent, legitimate interest, forgotten
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Investigations
•
•
•
•
•

Know where the data is (country)
Know how it is stored (personal device,
company devices, third parties)
Where should you review it?
Is the personal data relevant?
Evaluate whether you need to have discussions
with outsiders about these issues
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The Health Care Industry
•

•
•

Lots of confusion over scope of GDPR impact
for health care industry
Part of the confusion stems from how you
define health care industry
Major impact from some elements; very little
from others
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The Health Care Industry
•
•
•
•

•

Pharmaceutical industry has significant impact
Tends to be a global industry
Has connections to an increasing volume of
personal information
Most of the personal information tends to be
“sensitive data”
Privacy programs vary – driven in part by
history
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Health Care Industry
•
•
•
•
•

Lots of US health care providers will have little
or no GDPR impact
Virtually nothing for doctors
Many hospitals will have no GDPR impact
Random patient from EU does not change
coverage
Does the provider target EU residents in any
meaningful way?
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Research
•

•
•
•
•

Significant complications because of varying rules
around the world
Lots of research involves sensitive data
Many research entities already have significant privacy
programs
Consent will always be an important element of
research
May bring into scope many health care institutions
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Big Data
•
•

•
•

Part of the overall global privacy debate
Recognition in many countries of potential
advantages to industry AND consumers
from big data
Concern about potential negative impact on
consumers
Desire to understand the landscape better
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Big Data
•
•
•
•

Identifiability of data is a key element
Concern in many countries about not
unduly hindering innovation
Some question about whether this is a
privacy issue or something else
Ongoing challenges – GDPR clearly makes
some big data analytics harder
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Big Data
•
•

•

Big data analytics – grab as much data as
you can, and figure out later how to use it
We don’t know until we try what data might
be relevant to what decisions/results
Fundamental tension with privacy rules –
especially GDPR (data minimization,
retention, notice)
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De-Identification
•
•

•

Standard under GDPR has been evolving, and
some meaningful ambiguities remain
US standards also are evolving – some
frameworks are precise (HIPAA), others less
clear
Key challenge involves desire to link data for
longitudinal purposes - typically without need
to know who an individual is
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De-Identification
•
•
•

Privacy Directive – Data was either personal
data or anonymous
GDPR adds some nuance to the discussion
Pseudonymous data is personal data that cannot
be attributed to a specific individual without
the use of additional information (which must
be kept separate and subject to additional
controls)
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De-Identification
•
•

Certain processing advantages for
pseudonymous data (also a security protection)
Benefits are limited if re-identification
techniques (risks) are “reasonably likely to be
used, such as singling out, wither by the
controller or by another person to identify the
natural person directly or indirectly.”
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De-Identification
•

•

Some additional opportunities (article 11) data where the data controller is “not in a
position to identify the data subject.”
Article 26 – anonymized data is “data rendered
anonymous in such a way that the data subject
is not or no longer identifiable.” This data is
no longer subject to GDPR.
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Universities
•

•
•
•

One of the most interesting and challenging
privacy areas – really interesting jobs and
issues
Research Projects
Applicants/Students – most schools clearly
have GDPR risk
Study Abroad
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Best Practices
•
•
•

•

Assess Your Current Baseline
What have you been doing about the EU
Privacy Directive?
Do you have current data transfer
mechanisms (and supporting programs) in
effect?
What else are you subject to today?
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Best Practices
•
•
•
•

What US law is relevant to you today?
What Privacy areas?
What security principles?
What data breach notification issues?
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Best Practices
•
•
•
•
•

Individual rights (e.g., portability)
What do you provide?
How do your processes work?
Have you had to test them?
What will need to be added?
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Data Security
•

•
•
•

GDPR creates data security requirements without a lot
of technical detail – appropriate measures to ensure
level of security appropriate to risk posed to personal
data
Evaluate your current programs
Many sophisticated current programs will be sufficient
to meet GDPR standards
Make sure you have evaluated both actual security and
your documentation and strategy/decision-making
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Breach Notification
•
•

•

New GDPR standard to notify DPAs in 72
hours
Different focus from most US law – where
primary focus is on consumer notification
Categories and approximate number of
subjects, contact details, likely
consequences and mitigation steps
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Breach Notification
•

•
•

Individual notification – if the personal data
breach is likely to result in a high risk for
the rights and freedoms of individuals
Encryption and effective mitigation
Pay attention to what is happening with
others
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Profiling
•
•
•
•

Do you know what your company does?
Do you understand what your company
does?
Where does your data come from?
How are you staying on top of your
company’s evolution on these issues
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Enforcement
•
•
•
•
•

No real grace period, but that doesn’t mean
enforcement starts on May 28
Be smart
Be thorough – understand where your
“riskiest” practices are being undertaken
Act quickly if there is a problem
Watch what is happening to others
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Privacy Shield/Data Transfer
•
•
•
•

Understand what data you receive from the
EU
In what role?
What have you already done o this issue?
What else do you need to do?
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Key Steps
•
•
•

Do an assessment to understand your data
What types of data do you have and who is
the data about
Identify how you use it, where you send it
and where it came from
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Acting Today
•

•

•
•

Know what you are actually doing – this is
much harder than it sounds (and changes
regularly)
Be appropriately transparent about what you
are doing
Make sure your security is reasonable
Be smart and responsible in your data practices
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Conclusions
•
•
•
•
•
•

This is a serious issue with serious implications
But don’t over-react
Know what you are doing
Generally be reasonable and don’t do stupid
things
Be prepared to act quickly and respond to
issues
Don’t forget about the rest of the world
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Conclusions
•
•
•
•
•

Understand your role under the GDPR
There is lots of low hanging fruit for the
regulators – don’t be low hanging fruit
Remember the enforcement history to date
Make sure someone is in charge – and your
people know where to go to get help
Get help where you need it
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Questions?
•

Kirk J. Nahra
Wiley Rein LLP
202.719.7335
Knahra@wileyrein.com
@kirkjnahrawork
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