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About the Presenter
• I am a licensed attorney service the DFW Metroplex, with our primary
office located in Dallas, Texas.
• I have focused exclusively on family law for the last four years.
• I specialize in tracing assets, and technological innovations in the field
of family law.
• I am a graduate of Southern Methodist University, Dedman School of
Law and the University of California, San Diego.
• I was president of the student government at SMU and my Fraternity at
UCSD.
• I have been building and programming computers since high school.
• Back then I participated in projects where I built servers utilized by
Stanford and SETI.
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Notable Publications
• Episode 3: Hiding/Parking Money with the VENMO app. (Currin Events)
• https://www.currinevents.com/podcast
• https://www.youtube.com/watch?v=lc41JuHl6Fg

• Using Venmo as a Vehicle for Hidden Assets and Fraud in Divorce
• https://www.dallastxdivorce.com/2018/04/articles/division-of-property/hidden-assets/usingvenmo-as-a-vehicle-for-hidden-assets-and-fraud-in-divorce/
• https://www.texasbartoday.com/2018/04/27/top-10-from-texas-bar-today-oil-blockchain-andvenmo/

• Cryptocurrency and Family Law: The Basics (Part 1)
• https://www.dallastxdivorce.com/2018/08/articles/articles/cryptocurrency-and-family-law-thebasics-part-1/
• https://www.lexblog.com/2018/08/31/top-10-in-law-blogs-psychedelic-mushrooms-night-shiftsand-grumpy-cat/

• Cryptocurrency and Family Law: Tracing Remainder Addresses on Exchanges (Part 2)
• https://www.dallastxdivorce.com/2018/09/articles/uncategorized/cryptocurrency-and-family-lawtracing-public-addresses-part-2/
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Upcoming Publications
• Dallas Bar Association-Pirating Private Keys (Crypto)
• Boston Bar Association Family Law Section-(Crypto)
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Why is Cryptocurrency Important?
• There was a crypto crash. Prices plummeted. However, the price of
Bitcoin after that crash has been stable for around $3,500.00 per unit.
The swings in price are much smaller now. This is one of the longest
period of stability in the history of Bitcoin. Bitcoin prices impact other
coin prices.
• This crash actually stabilized the crypto market, weeding out the
weaker and fraudulent coins.
• People can now buy cryptocurrency within apps, and it is becoming
easier and easier to purchase. Younger investors almost always hold a
percentage of their holdings in cryptocurrency. As they age, this will be
important.
• People are gifting their children cryptocurrency. They give
cryptocurrency for Christmas instead of opening savings accounts.
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What is Cryptocurrency?
• Cryptocurrencies are digital currencies. Popular ones
include Bitcoin, Ethereum (Ether), Ripple (XRP),
Monero, Dash, Iota, etc.
• “Privacy coins” will be discussed at the end of this
presentation.
• What makes a cryptocurrency a digital currency?
• Despite common presumptions, a cryptocurrency can
actually be printed out, and retain it’s value on a piece
of paper. Only the transfer, verification, and common
storage methods of the currency truly makes it digital.
• In the simplest terms, a unit of cryptocurrency consists
of two lines of text, consisting of numbers and letters.
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Uniqueness
• Why does something retain value? Gold? Silver?
Currency? It is unique. It cannot be at two places
at the same time.
• Does this apply to cryptocurrency? Yes*
• Two lines of text.
• A code can be copied.
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Code Examples
• Bitcoin:
• Line 1:
5Kb8kLf9zgWQnogidDA76MzPL6TsZZY36hWXMssSzNydYXYB9KF
• This is a “private address” or “private key.”
• Think of this as the “send code.”
• Bitcoin private codes always start with 5!

• Line 2: 1EHNa6Q4Jz2uvNExL497mE43ikXhwF6kZm
• This is a “public address” or “public key.”
• Think of this as the “receive code.”
• Bitcoin public addresses always start with 1 or 3!

• The terms “address” and “key” are interchangeable.
• That is it. That is all cryptocurrency is for family lawyers.
Focusing on other aspects might result in getting lost in the
weeds.
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What is a Private Address?
• The first line of code.
• Every dollar bill has a serial number on it, that is unique
to that bill. Every unit of a cryptocurrency has a serial
number on it too, called a private address, that is
unique to that unit of cryptocurrency. This special
number is what gives both items value. That is the only
dollar with that serial number, and for any particular
unit of cryptocurrency, is to the only unit with that
private address.
• Think of it as a deed to a house. Transferring the deed
is final. There is only one owner at a time.
• Deed has a self-destruct mechanism.
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Why is this a problem?
• Codes can be copied.
• This presents evidentiary issues and liability to lawyers.
• Never disclose a private address. Disclosure of public
addresses is ok.
• Don’t send private address in discovery.
• Don’t use the private address in materials given to a
jury, used as an exhibit in court, or put on a projector in
court.
• You may want to redact your records as well, staff could
be a liability. The summer intern could steal and
nobody would be the wiser.
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Private Addresses Continued
• Differences between a dollar’s serial number and a unit
of cryptocurrency.
• A private address could be the same for $100 of crypto
currency or $1,000,000 of cryptocurrency. Size is not a factor.
• A private address transforms when it changes hands. Every
single transaction causes one private address to expire, and
creates a new one. A dollar’s serial number does not change.
• You can make change with private addresses. If you sell to
two people, one private address expires, and two new ones
are generated.
• You can steal a private address without physically taking it.
• Good Morning America.
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Storage of Crypto and Private
Addresses
• There are four main methods of storage of cryptocurrencies.
• Exchange wallets (similar to keeping stock at TD Ameritrade).
•
•

Two types of exchanges. Fiat/Pure Crypto
Ask for statements in discovery, particularly from crypto/crypto exchanges. That type of conversion is
complex to trace.

• “Hot Wallets” are computers or computer programs dedicated to keeping cryptocurrency on it.
Think of this as a bank account, but one where you own the bank.
•

Dangers

• “Cold Wallets” are usb sticks that holds the private key on it. These normally cannot be hacked.
You can buy these with locks on them, or actually make your own with USB sticks. If they do not
lock, do not produce. Say withheld and request in camera review.
•

Dangers

• “Paper Wallets” which is literally hand writings or print-offs of a private key on paper.
Cryptocurrency ATM’s can take cash and print out private keys for you to keep in a safe. This is the
most secure for storing value, but in litigation they are also one of the most dangerous.
•
•

Dangers
International
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Evidentiary Issues with Private
Addresses
• Example of a private address (not real):
5x3fEi98xt8Fii0Vbew87r.
• How do you prove you own a dollar? You show someone
the dollar.
• How do you prove that the dollar is not a duplicate or fake?
You show the serial number.
• Never show a private address!
• Issues with paper wallets (NEVER SHARE OR PHOTOCOPY IN
DISCOVERY).
• If I know the private address, I can send it half-way across
the world without you knowing, and you will never get it
back. The address expires. If you request discovery and
opposing party provides you with a photocopy of a private
address, anyone who lays eyes on that address can steal it.
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What was that?
• A paper wallet.
• They can take many forms. Some are steel and
wood.
• Look for strange items with long strings of numbers
and letters engraved!
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• This is how to properly redact a paper wallet
• QR codes were invented to be able to be read if severely damages. They got their first major use in the
automobile manufacturing industry. You can scan them four ways. Use an asterisk formation.
• Keys tend to show up in exchanges and transfer programs by showign the first digits. Bank accounts focus on
the last four, in crypto focus on the first four digits. They tell you if it is a public or private address, and the
type of cryptocurrency.
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Cold Wallets
• Always ask to inspect safes and safe deposit boxes.
Look at EVERY USB Key that a party has.
• Someone can send to a cold wallet, and the cold
wallet receives it in real time, but it won’t update
until it connects to the internet.
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Cold Wallet Tips
• Ask for make and model. Pretend it is a car. Ledger Nano S vs. Ledger Nano X.
Ledger is the manufacturer, Nano S and Nano X are two different models.
• Ask for passcode. NEVER GUESS. Most have passcodes to unlock that are
normally 4-8 numbers. You only get 3 chances on a Ledger before it wipes. If
they won’t give you the passcode, have the owner or counsel log in and show
you the private and public addresses in person.
• All cold wallets need to connect to a computer of phone to send
cryptocurrency (not receive). Ask for screenshots of balances with the public
address from the computer or smartphone interface, while it is connected to
the internet. A public address on the blockchain explorer will show an
updated balance that may be different than the cold wallet if the cold wallet is
not connected to the internet. In person is best, but knowing that public
address can help you track the assets.
• Cold wallets hold private addresses, and have their own public addresses (wait
a few slides).
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What was that?
• A hot wallet
• This is how someone can steal your money! Notice
the import language. Do you see that camera?
That is how you steal via a QR code.
• Tips: Avoid hot wallets.
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Left: Send me money here
Right: Where should I send
my money?
Exchange handles private keys. You
never see them.
You want to spend your time
dealing with public keys if you trade
frequently.
Rule of thumb: 25/75 rule.
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Exchange Wallet Tips
• Most novices only have exchange wallets. Ask for statements just like it is a
bank.
• Examples: Binance, Coinbase, Gemini, Kraken.
• Novices won’t even know their public keys, it will be in the withdrawal section.

• The more advanced you get, the more likely you are to move away from
holding all assets on exchanges, and more likely to move items on a cold
wallet.
• Most moderate users are going to have to use exchanges to get money into
cold wallets. You can trace the assets deposited into cold wallets in most
scenarios. This is the most cost-efficient way to do so.
• Person to person, or local escrow exchanges make it VERY difficult to trace.
Some of these have high mark ups, some low. This will be discussed shortly
when I explain how some people may hide assets or make untraceable
purchases.
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Crypto Exchange Statement
Evidentiary Issues
• Do not inadvertently disclose a private address located on a
statement. They shouldn’t show the private key, but you
never know. You can get statements from cold wallets
sometimes too, depending on the manufacturer. Those
might have private keys.
• Bitcoin private addresses start with 5’s.
• Some transaction ID’s start with fives.
• As a general rule, if a string of numbers start with five,
redact the last 5 numbers. You can try and run the number
through a blockchain explorer to see if it is a transaction or a
private address, but you may also be able to determine this
by counting the number of characters in the string of text.
You will need to google what the proper length of characters
is for a particular cryptocurrency.
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The red could be a private address! Redact! Private keys come in super short forms sometimes, and this could be it. Ask the
exchange’s support if it is a transaction id, or a exchange id. It is better to be safe than sorry.
Blue is a public address of a recipient! This could be a sale/transfer. Don’t redact the blue. This will be discussed shortly.
Focus on red for now.
Black you can keep, because black looks just like transaction IDs. You can redact to be careful, but they likely are not private
31
keys.

Remember,
they could
import the
red from the
prior slide.
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Seeds
• Hot and cold wallets have a master code called a
“seed code,” holding all private and public keys in
that wallet. This is a list of words, usually twentyfour, in a specific order, all of which are more than
four letters long. Seeds are written down the first
time a wallet is used. They can be used to establish
that a person owns a hidden cold wallet.
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Seed
Example
NEVER
PRODUCE

34

35

Evidentiary Issues with Seeds
• If you obtain the seed, you can clone the wallet,
and transfer the private keys it
contains. Broadcasting that seed exposes a party to
risk. An attorney should never disclose unredacted
copies of seeds in discovery or in court. Redacted
copies should ALWAYS redact the first four letters of
each word in a seed code.
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Value
• If you can’t share a private address with anyone,
how do you know how much a private address is
worth? They can be worth $1 or $1,000,000.
• Public addresses establish value.
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Public Addresses
• The second line of code/characters!
• Public addresses establish value.
• They are also receptacles. You send your private
key to someone else’s public address. That is how
cryptocurrency is transferred. Suddenly a new
private key is generated.
• Public addresses are great, because you can show
you owned X at Y.
• Public addresses are dangerous because it is hard
to prove ownership without seeing them in person.
38

Transfers
• Everyone in the world can see public addresses.
They form a chain. You can see exactly where it
came from, and where it went to. You cannot
change this (absent highly sophisticated hacking).
• Public addresses do not establish ownership, and
can change.
• If a person has a private address, they can empty
out a public address.
• Public addresses do not offer any security. Only
validation at a specific point in time.
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Public vs. Private Addresses
• Whenever there is a transfer, a new private address
is created.
• When a partial transfer occurs, a new public
address is created.
• Whenever a new private address is created, the old
one expires. This of this as a self-destruct
mechanism. One and done.
• Whenever a new public address is created, or a
public address is emptied, the old address does not
get destroyed. It can be used again to receive.
They can be refilled.
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Remember This?
This is the seed code I made up. This is
actually what determines the public
address. The first four letters of each
word can generate numerous different
public addresses all linked together. It
can create two, on the same cold
wallet, and then you can send one
address to the other on the same cold
wallet. It looks like a transfer, but none
really occurred! It is self-dealing.
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What Judges Should Do when
Crypto is Involved
• Judges should order both parties to provide their own
attorneys with the passcodes to hot and cold wallets, the
usernames and passwords for hot wallets and exchanges.
• Judges should then order both attorneys to convene (if
necessary at an in camera review, but this is a last resort).
Each attorney is ordered to log in to the exchange, hot, or
cold wallet, and to provide the current balance and public
address for each exchange, hot, or cold wallet or exchange
to the other attorney.
• Then each attorney should monitor the public addresses.
This is the best way to track cryptocurrency in litigation. It is
the same as if both sides could check a bank account
balance daily. Judges could order all crypto be deposited in
a specific public address, and enjoin either party from
transferring it out of that address.
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Tracing
• What you need:
• A public address
• A blockchain explorer
• https://www.blockchain.com/explorer is an example.

• It is similar to tracing
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The red could be a private address! Redact! Private keys are short forms sometimes, and this could be it. This could be an exchange
ID. Be safe.
Blue is a public address of a recipient! This could be a sale of a transfer.
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Black you can keep, because black looks just like transaction IDs. You can redact to be careful, but they likely are not private keys.
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The Change Address Problem
• If you sell only part of a unit of cryptocurrency, two new public (and
private) addresses are created, and the old public address is zeroed
out. The problem is, I still own half a unit, but it looks like I own zero
units. This is what happens with change addresses.
• On an exchange, you can still see the remaining balance.
• Always request exchange balance statements.
• Self-Dealing is similar to the problem with cold wallets and seeds.
• If it is not on an exchange, when tracing, it looks like I sold two people
0.5 units. In reality I could have transferred it to my own offline wallets
or otherwise retained half.
• ALWAYS CHECK BANK ACCOUNTS for transfers on the date of cryptocurrency
transactions. There may be a withdrawal. Always check exchange statements
too.
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Verification
• A transfer must be verified
• Blockchain prohibits a trader from disputing a transfer. The private address stored in
public address 1 moved to public address 2. How do we know this happened? You
verify the transaction by comparing it with the rest of the block chain.
• In a VERY simplistic example, imagine there was only 1 Bitcoin ever. It was halved. That
halving is shown in the block chain. Then each half was halved. Now there are four
units in the economy. This can all be traced. Each unit of currency lists the where it
originated from, and therefore all transfers can be chained together to prove they
occurred. When any transfer happens, it is confirmed by the rest of the network.
• This verification of the chain of blocks creates new coins as a reward. Then these are
halved, etc., etc. The generation of new coins is also traceable.
• You can visualize it as a family tree, that verifies genetics. It prevents false paternity
and false heirs.
• Verification via Proof-of-Work
• Mining-Hidden assets
• Verification via Proof-of-Stake
• Nodes-Hidden interest bearing accounts
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NodesHidden Interest Yielding Accounts
• Cannot provide a public address for coins held in a
masternode pool.
• What is a node/masternode?
• What is a masternode pool?
• What would a transfer look like?
• Retained savings (escrow)
• Sale

• Alternatively, if you own your own node, a party may
be able to hide the fact that nodes generate income! By
verifying transactions, a node receives a payment. The
wallet is actually worth much more than it appears,
typically gaining 5% per year. To the other side, it
would look just like a normal wallet holding funds, not
something that essentially yields dividends.
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How a Nodepool Creates Problems
• If you were to try and trace asset movement, the
final public address would show you sending 1 ETH
to an address worth 32 ETH, or 1 DASH to an
address with 1,000 DASH. A party would be
mistaken that they are holding more funds than
they actually do, or that they sold the funds.
• Nodes disrupt tracing funds, particularly the end
point of the tracing.
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Node Example: Sending Into Node
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What is this?
• To buy certain coins, you need to buy BTC or ETH, and convert it on an
exchange to the preferred coin, like DASH.
• To put your DASH into a nodepool, you must transfer the DASH to a
cold or hot wallet. What we are seeing here is an exchange to wallet
transaction. This is nearly indistinguishable from a sale or trade on a
private local exchange or person to person trade. However, exchange
records would show nothing was received in return.
• If this is a private sale, where is the corresponding payment received in
the bank account? Without the corresponding payment, this looks a
lot more like a transfer to a wallet than a sale or conversion.
Conversions show up on exchange statements. Every time crypto
leaves an exchange you need to ask questions and pay attention.
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What is this?
• This is that hot or cold wallet transferring funds. This ALSO looks like a
sale or exchange. Where is the corresponding bank statement and
payment? Where is the corresponding wallet receipt of a different
cryptocurrency in a similar amount and in close proximity in time? If
those don’t exist, it raises red flags. It means the party likely still
retains an interest in the transferred asset!
• If they claim this is a gift, you need to assert a waste claim.
• Remember, moving cryptocurrency does not necessarily mean a sale or
transfer to a third party. It could be a move between exchanges.
• When looking at this, without similar transactions in bank accounts, it
is either another hidden wallet, or something else. . . .
• Whenever there is no corresponding cashout or exchange statement,
always go at least one transaction further in the block explorer.
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What Does it Look Like Happened?
• It looks like one of two things happened:
• 1. I sold my Dash to a person at the recipient address, meaning I received a
payment in my bank account or exchange for something close to the market
value of Dash at that time.
• 2. This also looks like someone cashed out of an exchange and transfers
cryptocurrency from an exchange to a savings “Hot Wallet” or “Cold Wallet,”
which they use as a savings account with 59 Dash in it. Maybe it is just a
consolidation of assets.
• Be careful though, notice the number of transactions. This looks more like a
sale than it does a savings cold wallet. However, if there is no corresponding
transaction of fiat or other crypto, it must be something else.
• Based on this, it appears that I transferred my funds into (1) another
exchange, or (2) a nodepool. If it is a nodepool, that means I am receiving
interest, and that I still own the amount transferred!
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What Actually Happened?
• Funds were actually transferred funds into a nodepool. That pool yields
interest. When I cash out, it will pay me the original number of Dash I put in,
plus interest.
• In a reimbursement claim, I get penalized with the sale of Dash at the market
price, but after the divorce if I can cash out at a higher or equal market price,
I have made a profit.
• 100 Dash in. 5 Dash in Interest. Reimbursement offset of 100 Dash. 105
Dash out. I made 5 Dash profit.
• If Dash was worth $1 when it went in, that is a reimbursement claim of $100.
If Dash is forth $1.50 when I withdraw, my revenue is $150 (100*$1.50) +7.5
(5*$1.50)=$157.50. My profit is now $57.50! THIS IS SCALABLE!
• If you order me to withdraw the funds, you need to make sure you withdraw
the interest too! That is community property!
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What is the point?
• Always go at least one point forward in the chain when
tracing. Don’t just accept it as a sale. However, this
could theoretically go on for every. After one link,
always check exchange and bank statements to see for
deposits.
• Send a request for admission or interrogatory asking
about node pools.
• Ask for the login information to any node pools.
• Check the transaction information for all recipients of
transfers of funds held by a party. If there are very few
transfers, it may be to a secondary “hot wallet” or “cold
wallet” still held by the party.
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What is a Mine?
• Produces an untraceable asset!
• Remember the blockchain and verifying
transactions.
• Untraceable because it generates brand new
cryptocurrency. You essentially are printing money!
• How to locate?
• Tracing and utility bills.
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Lessons from Mining?
• Always go back one transaction in the blockchain explorer, it might show
as a pool! If there is a pool, you know there is a miner somewhere
generating untraceable assets.
• Run a crypto public address through a few popular pools if you are
suspicious. You just copy and paste the public address into a bar on the
pool website.
• Who paid for the power? Always check electricity bills! Internet bills are
useless. Mining requires very little data.
• Reimbursement

• Did they sell the graphics cards? There may be hidden funds. Check
Paypal and Ebay for transactions. They are worth at least $100 a piece,
and a serious miner could have hundreds.
• You can mine to a cold wallet.
• You can mine at work! There is no electricity cost. Look for this!
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Untraceable Cryptocurrency
Purchases
• In the exchange section, I said it was possible to
purchase cryptocurrency in an untraceable manner.
• It is MUCH MORE DIFFICULT than it used to be. In 2017
and 2018, numerous laws and regulations went into
effect. Now almost every method of trading or
purchasing cryptocurrency requires you to submit your
full name, address, telephone number, and a picture of
the front and back of your driver’s license.
• However, there is still one way to obtain these assets
without providing identifying information.
• Local exchanges.
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Local Exchanges Appear VERY
SHADY
• There are two types that I know of.
• 1. Direct fiat-crypto local exchanges, which are more
legitimate.
• These are pretty straight forward.
• Bank drops.
• Exchange is basically an escrow account.

• 2. Hybrid crypto exchanges.
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Hybrid Exchanges
• What did you notice? They accept gift cards! HOW IS THIS
LEGAL?
• I am not a tax attorney, securities attorney, or have any
expertise to provide insight on this, but I am surprised this is
allowed. They seem to be regulated, so I assume this fits
through some loophole and is allowed.
• There is a VERY HIGH mark up on these. Just browsing
prices show that you are going to pay at least over 15% in
markup.
• You can actually use Visa gift cards, iTunes gift cards,
Amazon gift cards, etc.
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How Hybrid Exchanges Work
• First the seller deposits crypto into the escrow account. You
send pictures of the front and back of the gift card, and all
details of the card through the chat function on these
through the exchange. They also make you write a phrase
or number by hand and send a picture of this.
• Sellers get very angry when they find out you actually don’t
want to buy crypto but were just trying to see how it works.
• If you were to pull out $500 in petty cash a month and buy
gift cards, you could amass a big chunk of crypto over the
years that nobody would know about. You could print it as a
paper wallet, or even buy a cold wallet with a gift card, and
it would be untraceable. Nobody would know until years
later. If you did this enough, you could host your own node,
and have a hidden asset generating hidden dividends.
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Privacy Coins
• These are more complicated. Sometimes there are actually three or four lines of text you need
to know.
• If you need to know about these, it will require a different presentation. You can contact me
directly.
• The simplest way to think about these, is to think that there are actually multiple sets of private
keys. They independently include things like value, destination, etc.
• Then imagine each key is sent with 10 other keys in the same transaction to ten people. So it is
a 1/10 shot the first private key is correct, and 1/10 to the second private key is correct. They
include fake numbers too. Even if you get one of them correct, you have no clue the other one
exists or where it is.
• However, with the address of the wallet you can log in to see holdings, so always demand
logins and passcodes again. You need screenshots with privacy coins. You can’t track it like
normal crypto. There is an address to log into to check balances, but you must login to see the
actual value.
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The End
• Please feel free to contact me with any questions.
• andrew@owlawyers.com
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