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What is Cyber Risk?
• Exposure of personal, business or
financial data due to a failure or
breach of a computer network or IT
system
• May result in significant financial
loss and damage to reputation
– Liability to customers and third
parties
– System recovery costs
– Notification expenses
– Regulatory fines
– Class action lawsuits
– Public relations costs
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Who is at Risk?

• Any business that:
– Keeps paper or electronic
information of clients’ private
information
– Operates a website
– Accepts credit cards
– Has employees or that could
compromise customer information
– Uses desktop or laptop computers,
iPhones, tablets or portable devices
to store information
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Who is at Risk?

•
•
•
•

•

•
•
•
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Government entities
Public utilities
Financial institutions
Professional services
– Lawyers
– Accountants
– Architects
– Engineers
Large publicly owned companies
– Defense & oil industries
– Chemical companies
Retailers
Healthcare companies
IT firms

Some quick states from 2018 . . .
• The Identity Theft Resource Center reports that in 2018 over 1,200 incidents have exposed
440 million records of personal information, an increase of 126% over 2017.

• CyberSecurity Ventures reports that ransomware cost businesses $5 billion worldwide in 2017
and upwards of $8 billion in 2018. And a recent report from the Insurance Industry
Cybercrime Task Force noted that ransomware payment demands have significantly
increased. “Demands of $250,000 to $500,000 were non-existent six months ago and are now
a weekly occurrence.”
• According to the 2018 Verizon Data Breach Investigations Report, 59% of all cyberattacks
targeted small businesses. Costs to respond and recover from these attacks averaged almost
$385,000.
• While the nature and extent of attacks on small business vary greatly, 67 percent of small
businesses experienced a cyberattack and 58 percent experienced a data breach in the last
12 months.
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Cyber Risk Tops October 2019 Travelers Report
• Cyber risks cited as top concern among businesses of all sizes in 2019
• Of the 1,200 business leaders who participated in the survey, 55% said they worry some or
a great deal about cyber risks, ahead of medical cost inflation (54%), employee benefit
costs (53%), the ability to attract and retain talent (46%) and legal liability (44%).
• 2019 was the first year in the survey’s history that cyber has been the top concern among
businesses of all sizes.
• As concerns about cyber threats have grown, a higher percentage of businesses reported
taking proactive measures to safeguard against cyber risks. The steps taken included
purchasing a cyber insurance policy – 51% of survey participants reported purchasing cyber
insurance, up from 39% in 2018.

10

Cyber Risk Tops Allianz Risk Barometer for First Time
• In 2020, cyber incidents (39% of responses) ranks as the most important business risk in the
Allianz Risk Barometer

• Compare this with 2013, when it finished 15th with just 6% of responses
• Significant increase in the number of ransomware incidents is helping to drive up the
frequency of losses for companies
• Cyber attacks becoming more sophisticated and targeted as criminals seek higher rewards
with multimillion dollar extortion demands
• As companies collect and use ever greater volumes of personal data, data breaches are
becoming larger and costlier (i.e., July 2019, Capital One data breach impacts 100 million
customers; 2018, Marriott, 300 million customers; 2017, Equifax, 140 million customers)
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Georgia Supreme Court: Risk of Future Identity Theft
Supports Data Breach Negligence Claim
• Collins v. Athens Orthopedic Clinic, Supreme Court of Georgia, December 23, 2019
• In June 2016, hacker stole personal identifiable information of at least 200,000 current and
former patients of the clinic
• Hacker demanded ransom, but clinic refused to pay. Plaintiffs sued and alleged that the
hacker offered some of the stolen data for sale on the “dark web”
• Three patients initiated a class action for damages against the clinic, alleging negligence,
breach of contract and unjust enrichment.
• The lower trial granted the clinic’s motion to dismiss, and the plaintiffs appealed. The Court
of Appeals affirmed, concluding that “the fact of compromised data is not a compensable
injury by itself in the absence of some loss or damage to the plaintiff’s legally protected
interest as a result of the alleged breach of a legal duty” and therefore the plaintiffs do not
“allege a legally cognizable injury.”
• The plaintiffs filed a writ of certiorari to the Georgia Supreme Court, which was granted.
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Georgia Supreme Court: Risk of Future Identity Theft
Supports Data Breach Negligence Claim
• Georgia Supreme Court reversed the appellate court and remanded the case for the further
proceedings.

• The court noted that the plaintiffs had alleged that the “criminals are now able to assume
their identifies fraudulently and that the risk of such identity theft is ‘imminent and
substantial.’” According to the court, this “amounts to a factual allegation about the
likelihood that any given class member will have her identity stolen as a result of the data
breach.”
• “Plaintiffs allege that their data was stolen by a criminal whose alleged purpose was to sell
their data to other criminals,” and “class members now face the imminent and substantial
risk of identify theft given criminals’ ability to use the stolen data to assume the class
members’ identities.”
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Where there’s exposure, there’s insurance…
• Global cyber market poised for explosive growth – insurance premiums expected to reach $10
billion this year.

• Direct premiums written for both standalone and packaged cyber policies grew about 12
percent in 2018 from $1.8 billion to $2.0 billion
• The $2.0 billion in DPW is more than double what was written in 2015.
• Of the $2.0 billion in premium in 2018, about $1.1 billion was package policies. In 2017, $813
million of the $1.8 billion total was packaged.
• Overall, the line remains profitable, with 2018 direct paid loss and defense and cost
containment expenses ratios below 25 for both standalone and packaged cyber.
• In 2018, 528 U.S. insurers reported writing cyber insurance, up from 471 in 2017.
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Cyber insurance
• Generally speaking, cyber insurance covers loss arising out of first-party and third-party
claims involving:
– Damages arising from network security and privacy failures caused by cyber attacks,
disclosing various forms of confidential information to the public (i.e., social security
numbers, credit/bank account numbers, protected health information, financial
information).
– Damages and costs arising from the use of attorneys and forensics investigators to
respond to a cyber breach.
– Business interruption losses incurred by the insured due to income lost as a result of
failed systems compromised by a cyber attack.
– The costs of defending and settling lawsuits brought by third parties alleging harm
caused by a cyber attack.
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Interplay with other lines of insurance
• Commercial General Liability Insurance (“CGL”)
• Directors and Officers Liability Insurance (“D&O”)

• Professional Liability Insurance (“E&O”)

16

What is Silent Cyber?
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•

“Silent cyber” refers to potential cyber
exposures in non-cyber policies, which
neither include nor exclude cyber risks

•

Cyber attacks can cause disruption and
damage in the form of property damage and
bodily injury

•

Traditional property and liability policies
typically do not exclude cyber attacks as a
cause of loss

What is Silent Cyber?

• Unlike specialized, standalone cyber insurance,
which clearly defines the scope of cyber coverage,
traditional insurance policies were not designed with
cyber exposure in mind
• In most cases, traditional policies will not specifically
refer to cyber; policyholders have advanced
arguments seeking coverage for cyber losses in
certain circumstances
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Addressing Silent Cyber Risks
Coverage Options
• Affirmatively provide cyber coverage and charge for it
• Maintain status quo
• Expressly exclude coverage for cyber-related loss
Industry-wide meetings
• Identify coverage gaps
• Potential exclusionary language
• High-risk industries and coverage areas
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Commercial General Liability (CGL)
• A standard insurance policy issued to business organizations to protect against liability claims
for bodily injury and property damage arising out of premises, operations, products, and
completed operations; and advertising and personal injury liability.
• “Coverage A” agreement of the CGL policy provides coverage for claims for bodily injury or
property damage as those terms are defined in the policy.

• “Coverage B” agreement of the CGL policy provides coverage for claims for “personal and
advertising injury” defined in past as injury arising out of “oral or written publication, in any
manner, of material that violates a person’s right of privacy”.
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Looking back: Historical coverage issues under CGL policies
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•

While some earlier CGL policies included provisions for cyber events, newer CGL policies tend to
exclude coverage for cyber-related losses

•

The “bodily injury” issue:
– A Virginia court held that a CGL policy covering “physical damage to tangible property” did not
cover AOL’s damage to customer’s software because software and data were not “capable of
being touched or perceptible to the senses.” America Online, Inc. v. St. Paul Mercury Ins. Co.,
207 F.Supp.2d 459 (E.D. Va. 2002).
– A federal judge in Oklahoma ruled that an insurer owed no duty to defend against claims alleging
its insured caused computer data loss because “computer data…is not tangible property.” State
Auto Prop. & Cas. Ins. Co. v. Midwest Computers & More, 147 F.Supp.2d 1113, 1116 (W.D. Okla.
2001)

•

The “property damage” issue:
– In Cincinnati Ins. Co. v. Prof’l Data Services, Inc., 2003 WL 22102138, at *7 (D. Kan. July 18,
2003) the court held that a CGL policy did not cover “loss of use of…the lost or corrupted patient
account data” as “property damage” because neither “has any physical substance and neither is
perceptible to the senses.”

Cyber Exclusion: Access or disclosure of confidential or personal
info and data-related liability exclusion (CG 21 06 05 14)
Coverage A: Damages arising out of:
1) Any access to or disclosure of any person’s or organization’s confidential or personal
information, including patents, trade secrets, processing methods, customer lists, financial
information, credit card information, health information or any other type of non-public
information; or

2) The loss of, loss of use of, damage to, corruption of, inability to access, or inability to
manipulate electronic data…
As used in this exclusion, electronic data means information, facts or programs stored as or
on, created or used on, or transmitted to or from computer software, including systems and
applications software, hard or floppy disks, CD-ROMs, tapes, drives, cells, data processing
devices or any other media which are used with electronically controlled equipment.
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Cyber Exclusion: Access or disclosure of confidential or personal
info and data-related liability exclusion (CG 21 06 05 14)
Coverage B:

23

•

“Personal and advertising injury’ arising out of any access to or disclosure of any person's or
organization's confidential or personal information, including patents, trade
secrets,…financial information, credit card information, health information or any other
type of non-public information.”

•

“This exclusion applies even if damages are claimed for notification costs, credit monitoring
expenses, forensic expenses, public relations expenses or any other loss, cost or expense
incurred by you or others arising out of any access to or disclosure of any person's or
organization's confidential or personal information.”

Directors and Officers Liability Insurance (D&O)
• The principal purpose of D&O insurance is to protect the personal assets of corporate
directors and officers.

• The D&O insurance policy typically contains three insuring agreements:
• The “Side A” insuring agreement covers loss directly incurred by directors and officers that
the corporation is not required or permitted to pay as indemnification to the directors and
officers.
• The “Side B” insuring agreement covers loss the corporation pays, or is required or permitted
to pay, as indemnification to its directors and officers.
• The ‘Side C” insuring agreement covers loss incurred by the corporation itself, commonly
only for securities claims if the insured is a public corporation.
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Is there a “securities claim” made against the company?
• Public company D&O policies only provide coverage for “securities claims” against the
insured company, i.e., claims alleging a violation of federal, state, or local securities laws, or
claims arising out of the purchase or offer to purchase or sell securities.
• Third-party liability claims arising from a cybersecurity incident that are alleged against the
company will not trigger coverage under D&O policies unless they are “securities claims.”

• Many cyber policies now contain exclusions for “securities claims.”
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The intersection between D&O and cyber
• Many recent large-scale data breach events have caused public company’s stock prices to
plunge on the day the breach is disclosed.

• This type of “stock-drop” claim, though caused by a cybersecurity incident, may trigger D&O
coverage when shareholder plaintiffs allege that the company made misrepresentations
regarding the company’s cybersecurity practices and procedures.
– Madrack v. Yahoo! Inc., et. al. (N.D. Cal. 2016)
– Kuhns v. Equifax, Inc., et. al. (N.D. Ga. 2017)
• Consumer class actions against the Insured company only will not be covered by D&O
insurance.
• What is a director or officer’s obligation under the securities laws with respect to
cybersecurity? Obligations with respect to a merger?
• Plaintiffs must prove loss causation, i.e., that the share price declines are attributable to
public revelations of the falsity, rather than to investors reacting to negative information
regarding criminal theft of data, and scienter.
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Cyber/D&O policy exclusions
• Conduct exclusion – “final adjudication” requirement and severability.
• Professional services exclusions and contractual liability exclusions – cyber-related claims
by the third-party vendors may involve contractual breaches and/or professional services –
“arising out of” exclusionary language construed broadly.
• Insured v. insured exclusion – bars coverage for claims brought by one insured against
another insured (consider carvebacks for customers/vendors/services).
• Prior acts exclusion/retroactive date – a cyber attack may be underway for a long period of
time (average of 200 days) before it’s detected – pay close attention to Prior Acts Date and
broad lead-in language (“based upon or arising out of”) – allocation for pre and post-act
Wrongful Acts.
• “Loss” may not include fines or penalties and/or “matters uninsurable under the law”.
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Coverage for regulatory investigations?
• Increased cyber regulations = increased likelihood of regulatory investigations.
• D&O policies typically only provide regulatory investigation coverage for individuals (not the
entity) and only once those individuals receive a subpoena or similar document identifying
them as the target of the investigation.
• But companies may seek coverage for these investigations at an earlier stage, and even when
no individuals are targeted – a “hot button” D&O coverage issue, i.e., whether a subpoena is
a “demand for non-monetary relief.”
• Policyholders may therefore look to both D&O and stand-alone cyber policies for regulatory
investigation coverage.
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Professional liability insurance
• In the cyber insurance space, the product offered by most carriers is typically called
“Technology & Media Errors & Omissions Insurance” (Tech E&O).

• Tech E&O insurance provides coverage for claims by customers or business
partners/associates arising out of the services the insured provides, such as software
services, consulting services, data storage/processing services, etc.
• Will typically include broad definitions of “professional services,” and may include coverage
for breach of contract.
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Coverage issues: Cyber and E&O
• Tech E&O policies will typically provide third-party coverage only, not first-party coverage
such as business interruption.

• Does the third-party claim/cybersecurity incident arise out of the Insured’s “professional
services” for a “customer or client?”
• E&O policies will typically include “bodily injury” and “property damage” exclusionspotential argument that one or both of these exclusions applies (but CGL Policy will typically
contain “professional services” exclusion, resulting in potential coverage gap)
• Coverage for fines or penalties?
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Other Lines Of Insurance to Consider
• Property / Business Interruption
• Crime
• Marine Cargo
• Computer Fraud Policies
• Kidnap & Ransom
• Indemnification from other third parties
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Practical Considerations

1. Silent cyber
2. Navigating the cyber
policy application
process

3. Negotiating policy
wordings

4. Monetizing policies
when claims arise
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What is silent cyber?

Affirmative cyber
liability coverage
vs.

Non-affirmative /
Silent cyber
liability coverage
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Examples of potential silent cyber coverage

All risk first party policies:
–
–
–

property
cargo
crime

CGL/umbrella policies
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Marine Cargo Example
All-risk forms
Often include
express coverage
for fraudulent
shipping
documents

Usually no cyber
exclusions

37

AGCS Marine Insurance Co. v. World Fuel
Services, 14 Civ. 5902, S.D.N.Y. 2016
• World Fuel Services tricked into selling $17 million of fuel
to an imposter based on fraudulent contract
• Court grants summary judgment for policyholder finding
theft fell within all risk insuring agreement and rejects
insurer “fait accompli” argument
Key takeaways:
Fraudulent bill of lading clause
As thefts at high seas and from warehouses become more
sophisticated, and enter cyberspace, policies may become more
valuable source of coverage
Choice of law and forum key
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Don’t Leave CGL Policies on the Table!
CGL Insurance provides coverage for “Property
Damage” (credit cards) and “Personal and Advertising
Injury” (consumer class actions).
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Case Study: Obtaining Data Privacy
Coverage under CGL policies
•

2011 hacking of Sony’s PlayStation gaming system’s online services ~
$171 million in losses

•

Sony seeks “advertising injury” coverage under CGL

•

Zurich: no coverage because Sony did not “publish” the material that
violated a person’s right to privacy; the third-party hackers’
“publication” did not trigger coverage.

•

Trial court agreed with Zurich. Zurich American Insurance Co. v. Sony
Corp. of America et al., Index No.: 651982/2011, N.Y. Sup. Ct., Feb.
21, 2014

•

Sony appealed on the grounds that under the plain language of the
policy, publication “in any manner” included publication by a party
other than Sony, such as the “hacker.”

•

The case settled while on appeal.
40

Case Study: Obtaining Data Privacy
Coverage under CGL policies
Travelers Indem. Co. of Am. v. Portal Healthcare Solutions, L.L.C., 644 F.
App’x 245 (4th Cir. 2016)
• Class action: Portal’s patients’ medical records were accessible on the internet
by unauthorized persons.
• Portal sought “advertising injury” coverage
• Trial court: exposing material constituted a “publication”
• “Publication” occurred when information is made public, not when a member
of the public reads the information.
• Fourth Circuit affirmed: lawsuit alleging confidential records were accessible
to the public triggered insurer’s duty to defend.
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Target coverage litigation for pre-2014 breach
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Is the Loss of Use of Credit Cards “Property
Damage?”
Facts:
•
•
•

Target breach exposed data of over 110 million consumers
Target paid $138 million to settle claims with banks and credit card
issuers.
$74 million of settlement was to replace credit cards.

Key Issue:
•

Are costs to pay for new credit cards = “loss of use of tangible
property that is not physically injured” within meaning of CGL property
damage definition
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Insurance market is actively trying to limit
“silent cyber” coverage
Lloyd’s July 4, 2019 Market Bulletin Ref No. Y5258:
•

“Lloyd’s is mandating that all policies provide clarity regarding cyber
coverage by either excluding or providing affirmative coverage.”

•

First party property policies incepting after January 1, 2020 must
affirm or exclude cyber coverage.

•

New reinsurance market requirements will further restrict coverage.

Beware new exclusions in first party forms
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Beware of CGL Data Breach
Exclusions
➢ Since 2014, CGL insurers
have increasingly attempted
to eliminate data breach
coverage
➢ While these exclusions
limit coverage, they tend to
confirm coverage is available
under earlier forms
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Navigating the Cyber Policy Application Process
• According to NAIC, over 500 insurers now offer some
form of cyber insurance

• No standardized form in the marketplace
• No one-size fits all policy
• Work with broker who knows your business and to ensure
proper benchmarking
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Navigating the Cyber Policy Application Process

Broad topics:
•
•
•
•
•

Overall security organization and resources
Reporting structure
General policies, procedures, and controls
Specific technical decisions and controls
Overall competency and culture
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Navigating the Cyber Policy Application Process

Key questions to expect from underwriters:
✓Specific controls that are appropriate for your industry:
HIPAA, HITECH, GDPR
✓Frequency of vulnerability scans and remediation
✓Patch management policies?
✓Integration of IT systems post mergers
✓PCI compliance?
✓Penetration testing?
✓Table top exercises?
✓Number of records?
✓Where is data stored?
✓BYOD policies?
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Case Study: Application Process and
Policy Rescission
Columbia Casualty Co. v. Cottage Health System, (C.D.
Cal. 2015)
• Cottage Health, an operator of a hospital network, suffered
a data breach resulting in public disclosure of patients’
private medical information; resulted in $4.125 million in
losses.
•

Columbia denied coverage and sought to rescind its policy
due to the insured’s alleged failure to comply with the
cybersecurity practices described in its application.

•

Alleged coverage voided because insured failed “to
continuously implement the procedures and risk controls
identified in the Insured’s application.”
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Case Study: Application Process and
Policy Rescission
Columbia Casualty Co. v. Cottage Health System,
(C.D. Cal. 2015)
•

Columbia relied on alleged misstatements in the “Risk
Control Self Assessment,” which included the following:
❑

Do you check for security patches to your systems at least weekly and
implement them within 30 days?

❑

Do you replace factory default settings to ensure your information security
systems are securely configured?

❑

Do you re-assess your exposure to information security and privacy threats
at least yearly, and enhance your risk controls in response to changes?

❑

Do you outsource your information security management to a qualified firm
specializing in security or have staff responsible for and trained in
information security?
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Case Study: Application Process and
Policy Rescission
Columbia Casualty Co. v. Cottage Health
System, (C.D. Cal. 2015)
•

Case was dismissed without prejudice due to a
requirement in the policy that the parties attempt to
mediate first.

•

However, the parties failed to reach an agreement in
mediation and the dispute ended up back in litigation.

•

Case is currently pending in California state court.
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Navigating the Cyber Policy Application Process
Goal:
―
―
―

Policyholder: give underwriters confidence in your company’s security and privacy
practices – help ensure underwriters know your company
Avoid creation of harmful, non-privileged documents.
Insurers: help policyholder eliminate exposures that could result in a claim

Participation:
―
―
―

Underwriters: increasingly technical, hiring or outsourcing security expertise.
Client team: CISO, legal, risk management team.
Broker: responsible for flow, coach / guide discussion as needed.

Preparation:
―

―

Prep call to talk through the flow of the meeting.
Rehearsal to practice delivering the content of the meeting, if needed.

Presentation:
―
―
―

Q&A led by client, broker, or the underwriters.
Discussion about policy application
Beware of warranties and representations
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Negotiating Policy Wordings
Cyber policy wordings are negotiable
Work with your broker and counsel to
improve the terms and conditions of your
policy
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Negotiate Best Possible Wordings
Focus on the big picture items first:
•

Which coverages are actually included?
• Many cyber policies include 6 or more insuring agreements.

•

Retention / Time limits / waiting periods

•

Sublimits?

•

Accept the new form or amend the old form at renewal

•

Control over response

•

Interplay with other lines of coverage
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Negotiate Best Possible Wordings
Ask for preapproved counsel
Be careful about enumerating
and vendors with agreement on laws and regulators in
rates
definitions of key terms like

“Privacy Law.”

Cyber-terrorism exceptions to
war and state actor exclusions

Broadest “foreign law”
coverage possible
Fines/penalties

Biometric information
Limit contractual liability
exclusions
Bricking coverage

Bodily injury / property damage
and the “internet of things”
The “Cloud”
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Negotiate Best Possible Wordings
Request the same types of cyber policy enhancements frequently
requested at annual D&O renewals:
•
narrow prefatory language of exclusions
•
most favorable jurisdiction language
•
final adjudication language in conduct exclusions
•
definitions of key words like “Claim,” “Loss”
•
consent “not to be unreasonably withheld”
•
late notice/prejudice
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Negotiate Best Possible Wordings
Enhancements to consider in other lines of coverage:
D&O –

Broaden regulatory coverage
Review “Claim” and “Loss” definitions with an eye toward
emerging cyber regulators
Revisit definition of “Insured Person” annually
Obtain ”Securities Claim” carve-backs to privacy
exclusions
Shareholder Derivative Demand Investigation Coverage

Property –

Ensure coverage for damage caused by the introduction
of malicious code
Ensure coverage for temporary interruptions caused by
taking networks down to investigate attacks
Shorten time limits
Off-premises coverage, satellites
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Other Wording Issues to Consider
• Aggregation of claims and sub-limits
• Overbroad language may allow grouping all losses into
a single sublimit

• Interrelated claims / interrelated losses
• “Other insurance” clauses

58

Maximizing Coverage for Claims
Good news – we know from public filings that cyber insurers are
paying claims.
Tips to remember:

• Proactively manage consent issues and provide regular
updates
• Negotiate common interest agreements with insurers to better
protect privileged communications
• Pay attention to any proof of loss deadline and request
extensions as needed
• Don’t forget about other lines of coverage besides cyber!
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Cyberattack and War Exclusion Litigation
Mondelez International v. Zurich American Insurance Co., 2018 L
011008, Cook County Chancery, Ill.
Issue: Coverage for $100 million + in damages under property policy
stemming from “NotPetya” cyber attack

Does War Exclusion apply: “for hostile or warlike action in time of
peace or war, including action in hindering, combating or
defending against an actual, impending or expected attack by
any: (i) government or sovereign power . . . (ii) military, navel, or
air force; or (iii) agent or authority of any party specified in i or ii
above.
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Coverage for New Laws Protecting Biometric
Information

Illinois Biometric Information Privacy Act,
740 ILCS 14/15

Rosenbach v. Six Flags Entertainment
Corporation, 2019 IL 123186

Patel v. Facebook, Inc., No. 18-15982,
2019 WL 3727424 (9th Cir. Aug. 8, 2019)
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Cyber Policies: PCI Assessments and Contract
Exclusions
P.F. Chang's China Bistro, Inc. v. Fed. Ins. Co., No. CV15-01322-PHX-SMM (D. Ariz. May 31, 2016)
•

Held P.F. Chang’s had no cyber coverage for over $1.9
million in credit card assessments that it had to pay as a
result of a data breach.

•

Federal cyber policy did not cover claim for
reimbursement of card brand assessments (PCI costs)
because the policy required that the compromised
confidential records at issue be the claimant’s.

•

The payment card information stolen by the hackers
belonged to customers and the card-issuing banks, not
the acquiring bank that made the actual claim.
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Cyber Policies: PCI Assessments and Contract
Exclusions
P.F. Chang's China Bistro, Inc. v. Fed. Ins. Co., No. CV15-01322-PHX-SMM (D. Ariz. May 31, 2016)
•

Court also found that Federal’s contractual liability
exclusion applied to other aspects of the underlying
claim.

•

The exclusion lacked customary carve-outs, and the
court strictly construed the policy language excluding
liability “assumed . . . under any contract or agreement.”

•

Ruled that this language barred coverage because P.F.
Chang’s liability arose from an indemnification agreement
with its acquiring bank.
63

Recent Computer Fraud Coverage Decisions

InComm v. Great American Insurance Co., 2018 WL 2149769 (11th Cir.
May 10, 2018)
• Third party manipulation of public facing interactive voice response
computer systems constitutes “use” of a “computer”
• No coverage because $10.7 million loss did not result “directly” from
use of the computer.
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Phishing/social engineering
Medidata Solutions, Inc. v. Federal Ins. Co.,729 F. App’x 117 (2d Cir. 2018)

American Tooling Center v. Travelers Ins. Co., 895 F.3d 455 (6th Cir. 2018)
• Phishing/social engineering constitutes use of a computer system
• “Direct loss” requirement in policies satisfied
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GDPR & California Consumer Privacy Act
• Coverage issues with respect to Cyber, CGL, D&O, and E&O policies are rapidly evolving as
new statutory regimes and standards of care are established for corporations’ cybersecurity
measures and protocols.
• The EU’s GDPR and California’s Consumer Privacy Act are good examples of how governments
are starting to regulate private cybersecurity behavior.

• This new statutory framework will impact the scope and availability of cyber coverage
moving forward.
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GDPR – key highlights
• Corporations must appoint a “Data Protection Officer” who must “implement appropriate
technical and organisational measures” taking into account “the state of the art and the
costs of implementation” and “the nature, scope, context, and purposes of the processing as
well as the risk of varying likelihood and severity for the rights and freedoms of individuals.”
• In the event of a personal data breach, data controllers must notify the appropriate
supervisory authority “without undue delay and, where feasible, not later than 72 hours
after having become aware of it.” If notification is not made within 72 hours, the controller
must provide a “reasoned justification” for the delay.

• Numerous types of information must be made available to the “data subject” upon request to
the company.
• Enforcement and fines are priced at 4% of worldwide revenues or 20 million EUR,
whichever is higher.
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GDPR – coverage considerations
• Privacy breach vs. privacy violations: definition of “privacy law” generally limited to laws
regulating privacy breaches. GDPR imposes rules regarding much broader set of privacy
issues, including how data is stored, managed, and accessed. Insurers expanding coverage to
include claims related to these exposures (i.e., “wrongful collection” coverage, but may
need even broader coverage expansion).

• Scope of regulatory coverage: trigger for regulatory fines and penalties may need to be
expanded to include privacy violations related to all aspects of the handling of data. Cyber
policies may not cover some GDPR violations such as failing to hire a Data Protection Officer.
• Most favorable venue wording for fines and penalties: Policies typically provide coverage
for fines and penalties, but should also include “most favorable jurisdiction” language to
determine insurability of fines and penalties.
• Adequate limits?
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California Consumer Privacy Act of 2018
• Companies around the world must comply with the California Consumer Privacy Act if they
receive personal data from California residents and if they - or their parent company or a
subsidiary - exceed one of three thresholds:
a) annual gross revenues of $25 million;
b) obtains personal information of 50,000 or more California residents, households or
devices annually; or
c) 50 percent or more annual revenue from selling California residents’ personal
information.
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California Consumer Privacy Act - requirements
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•

Prepare data maps, inventories or other records of all personal information pertaining to California
residents, households and devices, as well as information sources, storage locations, usage and
recipients, to add newly required disclosures to privacy policies, to prepare for data access, deletion,
and portability requests, to secure prior consent for data sharing from parents and minors and to
comply with opt-out requests to data sharing.

•

Make available designated methods for submitting data access requests, including, at a minimum, a
toll-free telephone number, pursuant to Cal. Civ. Code §1798.130(a).

•

Provide a clear and conspicuous “Do Not Sell My Personal Information” link on the business’ Internet
homepage, that will direct users to a web page enabling them, or someone they authorize, to opt out
of the sale of the resident’s personal information, per Cal. Civ. Code §1798.135(a)(1).

•

Companies that become victims of data theft or other data security breaches can be ordered in civil
class action lawsuits to pay statutory damages between $100 to $750 per California resident and
incident, or actual damages, whichever is greater, and any other relief a court deems proper, subject to
an option of the California Attorney General's Office to prosecute the company instead of allowing civil
suits to be brought against it.

Increased regulation & the policy application process
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•

In light of GDPR and increased state regulatory schemes, insurers will likely be asking more
detailed questions on the policy application with respect to compliance.

•

Policyholders should make sure to read these questions carefully, and determine:
– Does the individual executing the application possess the requisite knowledge to respond?
– Has he or she consulted with the necessary people at the company?
– Is the application severable, or does one person’s knowledge get imputed to the entire
company?

•

Material misrepresentations in a policy application may provide insurers with a basis to rescind the
policy and/or deny a specific claim.

•

Disclosures with respect to compliance likely to be deemed “material” given potential for
regulatory fines / investigations.

Focused Underwriting

Questions for policyholders:
• Is your personal information secure?
• Is your software up to date?
• Do you lock electronic devices when
not in use?
• Do you back up your data?
Suggestions for policyholders:
• Do not share login or password
information
• Beware of suspicious emails and phone
calls
• Beware of public Wi-Fi and hotspots
• Use cation at ATMs and gas stations
• Use Bluetooth sparingly
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