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I. Introduction to ESIGN and UETA:
A Brief History of Electronic Transactions

A Brief History of Electronic Transactions
• In the early 1970s Stanford students used their university’s
ARPAnet accounts to transact business with students at MIT
and arranged a sale of an undisclosed amount of marijuana,
although the consideration for the sale changed hands in
person.
• The first electronic transaction whereby consideration was
transmitted online occurred in August 1994 when Dan Kohn,
via his website called NetMarket, sold a Sting CD for $12.48
(plus shipping) using data encryption software to securely
communicate credit card information.
• In 1995 Jeff Bezos launches Amazon.com as a bookselling
website.
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A Brief History of Electronic Transactions
• With this rise of e-commerce, states were making their own
electronic signature laws.
• Circa 1999, National Conference of Commissioners on
Uniform State Laws drafted the Uniform Electronic
Transactions Act (“UETA”) to avoid non-uniformity and
urged the states to adopt it.
• Some states (NY, IL, and WA) insisted on their own laws
rather than follow NCCUSL, or otherwise varied from UETA.
• Concerned that state e-commerce law was not going to be
uniform enough, the federal government enacted in 2000
the Electronic Signatures in Global and National Commerce
Act (“ESIGN”)
• ESIGN pre-empted state e-commerce laws that varied in
certain ways from UETA.
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UETA and ESIGN Main Points
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1.

A record or signature may not be denied legal effect or
enforceability solely because it is in electronic form.

2.

A contract may not be denied legal effect or enforceability
solely because an electronic record was used in its formation.

3.

If a law requires a record to be in writing, an electronic record
satisfies the law.

4.

If a law requires a signature, an electronic signature satisfies
the law.

5.

In a proceeding, evidence of a record or signature may not be
excluded solely because it is in electronic form.

UETA and ESIGN: Scope and Application
PLEASE NOTE: ESIGN/UETA applies only to “electronic records
and electronic signatures relating to a transaction.”
“Transaction” means “an action or set of actions
occurring between two or more persons relating to the
conduct of business, commercial, or governmental
affairs.”
PLEASE FURTHER NOTE: ESIGN/UETA applies “only to
transactions between parties each of which has agreed to
conduct transactions by electronic means.”
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Exclusions under UETA and ESIGN
• Laws regarding wills, codicils, and testamentary trusts.
• The UCC, except Section 1-107 (Waiver of Renunciation of
Claim or Right After Breach), Section 1-206 (Statute of Frauds
for Kinds of Personal Property Not Otherwise Covered),
Article 2 (Sales), and Article 2A (Leases).
• Certain other laws (e.g., notice of the cancellation or
termination of utility services; certain notices of default, etc.,
in consumer transactions; notice of the cancellation or
termination of health or life insurance benefits; and notice of
the recall of a product, or material failure of a product, that
risks endangering health or safety, among others).
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UETA and ESIGN v. Contract Law
• UETA and ESIGN do not change contract law.
• They simply supplement contract law, to permit parties to
transact business electronically.

• As supplemented by UETA and ESIGN, the law of contract
formation, the basic elements of validity and verification of
inked signatures continue in the electronic signature realm,
albeit with some additional considerations.
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ESIGN/UETA and the UCC
The UCC contains several of its own e-signature provisions.
• Article 4A covers funds transfers not covered by EFTA and
does not necessarily require any written agreement, with
most transfers occurring via a “commercially reasonable
security procedure” (UCC 4A 202) and most other agreements
relating thereto being capable of performance within 1 year.
• Revised Article 5 permits the issuance of letters of credit as
electronic records in a fashion similar to ESIGN/UETA, as well
as drafts or other documents that are presented for a draw.
• Revised Article 7 permits the issuance of documents of title
as electronic records, plus in connection with ESIGN/UETA to
constitute transferrable records, and further allows them to
be converted to and from one medium to another medium.
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ESIGN/UETA and the UCC
• Revised Article 8 covers investment securities. With the
exception of certificated securities, Article 8 permits
securities to be evidenced and transferred via electronic
means.
• Revised Article 9 covers security interests in personal
property. A security interest may attach to personal property
when a security agreement becomes effective, that is, when,
under UCC 9-203(b)(3)(A): “The debtor has authenticated a
security agreement that provides a description of the
collateral ….” “Authenticate” means: (A) to sign; or (B) with
present intent to adopt or accept a record, to attach to or
logically associate with the record an electronic sound,
symbol of process. This language mirrors ESIGN/UETA.
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ESIGN/UETA and Real Estate Law
Real Estate Documentation
• A purchase agreement or mortgage is covered by

ESIGN/UETA.
• ESIGN/UETA considered excluding mortgages and other
real estate documents from its scope, but declined to do
so.
• However, to be enforceable against third parties,
including a trustee in bankruptcy, a mortgage must be
properly recorded in the applicable land records, which
usually requires a writing, with electronic filing not
available in all jurisdictions.
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II. Electronic Signatures: What Are They?
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Electronic Signatures: What Are They?
The heart and soul of UETA and ESIGN are these two points:
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1.

A signature, contract, or other record relating to a
transaction may not be denied legal effect, validity, or
enforceability solely because it is in electronic form.

2.

A contract relating to a transaction may not be denied legal
effect, validity, or enforceability solely because an
electronic signature or electronic record was used in its
formation.

Electronic Signatures: What Are They?
What is “electronic”?
• Relating to technology having electrical, digital, magnetic,
wireless, optical, electromagnetic, or similar capabilities.
What is an “electronic signature”?
• An electronic sound, symbol, or process attached to or
logically associated with a record and executed or adopted by
a person with the intent to sign the record. It includes a
digital signature.

What is a “record”?
• Information that is inscribed on a tangible medium or that is
stored in an electronic or other medium and is retrievable in
perceivable form
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Electronic Signatures: What Are They?
What is an “electronic record”?
• A record created, generated, sent, communicated,
received, or stored by electronic means.

Comment 6 to UETA Section 2:
“Information processing systems, computer equipment and
programs, electronic data interchange, electronic mail,
voice mail, facsimile, telex, telecopying, scanning, and
similar technologies all qualify as electronic under this
Act.”
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What is a “Transferable Record”?
“Electronic records" include as a subset thereof "transferable
records" defined in UETA Section 16(a) as "an electronic
record that:
1. would be a note under [Article 3 of the Uniform
Commercial Code] or a document under [Article 7 of the
Uniform Commercial Code] if the electronic record were
in writing; and

2. the issuer of the electronic record expressly has agreed is
a transferable record."
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What is a “Transferable Record”?
May “inked” paper notes be scanned and converted into
transferable records?
Official Comment 2 to UETA Section 16:
•
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“[C]onversion of a paper note issued as such would not be
possible because the issuer would not be the issuer, in such
a case, of an electronic record. The purpose of such a
restriction is to assure that transferable records can only be
created at the time of issuance by the obligor. The
possibility that a paper note might be converted to an
electronic record and then intentionally destroyed, and the
effect of such action, was not intended to be covered by
Section 16.” [Emphasis added]

Transferable Records as Collateral
Transferable records as collateral? Official Comment 6 to UETA
Section 16:
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•

“A transferable record under Section 16, while having no
counterpart under Article 3 of the Uniform Commercial
Code, would be an ‘account,’ ‘general intangible,’ or
‘payment intangible’ under Article 9 of the Uniform
Commercial Code.”

•

“Therefore, reading the UCC and UETA together it is clear
that under UCC Article 9 a secured party may perfect against
electronic records (including transferable records) by filing
under UCC Section 9-312(a) because electronic records
constitute either accounts or general intangibles.”

What is a Transferable Record--Control?
Following the lead of the drafters of UCC Section 9-105, the
drafters of UETA provided in UETA Sections 16(b) and (c) that a
party may obtain "control" over a transferable record thereby
granting such party (which may include a secured party) with
many of the rights of a holder in due course under UCC Article
3, if certain conditions are met, thereby constituting a form of
quasi-possession.
HOWEVER, this has led to some confusion since control under
UETA—unlike under UCC Article 9—does not create or perfect a
security interest in a transferable record under UCC Article 9.
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III. “Pre-Electronic” Signature Law—
Ensuring Validity
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“Pre-Electronic” Signature Law—Ensuring
Validity
When signatures are required:
Statute of Frauds
•

Certain contracts are enforceable only if “there is a written
memorandum” of the contract. Restatement (Second) of
Contracts (1979) § 110.

•

A written memorandum is “… evidenced by any writing,
signed by or on behalf of the party to be charged” Rest 2nd
§ 131.

General contract law requirement of assent
•
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Open-ended meaning, with focus on intention.

What is a signature?
Intention.
•

Key issue is intent, not the form the signature takes.

•

Restatement 2nd Contracts § 134: A “… signature may be any
symbol made or adopted with an intention, actual or apparent,
to authenticate the writing as that of the signer.”

•

UCC § 1-201 - has defined “signed” to mean “using any symbol
executed or adopted with present intention to [adopt or accept]
[authenticate] a writing.”

•

A signature stamp or machine, if authorized, is a signature.
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What is a signature?
Cases:
•

Smith v. Greenville County (South Carolina 1938).
“A
‘signature’ may be written by hand, printed, stamped,
typewritten, engraved, photographed, or cut, from one
instrument and attached to another…”

•

Griffith v. Bonawitz (Nebraska 1905). “A 'signature' is whatever
mark, symbol, or device one may choose to employ as
representative of himself.”

•

Joseph Denunzio Fruit Co. v. Crane (S.D. Cal. 1948). Office to
office teletype correspondence with negotiations and final
“acceptance” was “signed” in a manner sufficient to satisfy
statute of frauds.
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What is a signature?
Cases:
•

Parma Tile Mosaic & Marble Co., Inc. v. Estate of Short (Ct.
App. NY 1996). Fax transmission of a guaranty (with no
manual signature) with a name page header at the top of
each page not “subscribed” for purposes of the Statute of
Frauds.

•

However, there may be contexts where a stamp or facsimile is
not acceptable under traditional Statute of Frauds analysis.
See Gilmore v. Lujan (9th Cir. 1991).
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Attribution - Whose signature is that?
Attribution--Federal Rules of Evidence
― (1) Testimony of a Witness with Knowledge.
― (2) Nonexpert Opinion About Handwriting.

― (3) Comparison by an Expert Witness or the Trier of Fact.
Other Evidence
― Attribution demonstrated by notaries
― Attribution demonstrated by incumbency certificates
― Attribution demonstrated by legal opinions

30

IV. Electronic Signature Law--Provisions and
Practices to Ensure Validity
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Electronic Signature Law--Provisions and
Practices to Ensure Validity
UETA security procedures
• UETA Section 12-2-9 provides that:
― (a) An electronic record or electronic signature is attributable
to a person if it was the act of the person. The act of the person
may be shown in any manner, including a showing of the
efficacy of any security procedure applied to determine the
person to which the electronic record or electronic signature
was attributable.
― (b) The effect of an electronic record or electronic signature
attributed to a person under subsection (a) is determined from
the context and surrounding circumstances at the time of its
creation, execution, or adoption, including the parties’
agreement, if any, and otherwise as provided by law.
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UETA security procedures
“Security procedure" is defined broadly in UETA Section 10-122(14) to mean:
•

a procedure employed for the purpose of verifying that an
electronic signature, record, or performance is that of a
specific person or for detecting changes or errors in the
information in an electronic record. The term includes a
procedure that requires the use of algorithms or other codes,
identifying words or numbers, encryption, or callback or
other acknowledgment procedures.

Security procedures are technologically neutral and whatever
parties use for attribution or assuring message integrity may be
offered into evidence, unless validly contested.
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UETA security procedures
Official Comment 11 to UETA Section 12-2-2 further elaborates on
security procedures:
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•

a party may institute any security procedure to demonstrate
attribution of a signature.

•

the use of a security procedure is merely one method, among
others, by which a party might prove the source or content of
an electronic record or electronic signature.

•

a security procedure can be an old-fashioned telephone call to
confirm the identity of a party, or, it can be a sophisticated,
encrypted system.

UETA security procedures
• An electronic record or electronic signature is attributable to
a person if it was the act of the person.
• The act of a person may be shown in any manner, including
the showing of the efficacy of any security procedure applied
to determine the person to which the electronic record or
electronic signature was attributable.
• The effect of an electronic record or electronic signature
attributed to a person is determined from the context and
surrounding circumstances at the time of its creation,
execution, or adoption, including the parties’ agreement, if
any, and otherwise as applied by law.
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V. Electronic Signature Law--Third Party
Documents and Evidentiary Considerations
to Ensure Validity

36

Electronic Signature Law--Third Party Documents
and Evidentiary Considerations to Ensure Validity
Key provision of UETA: “In a proceeding, evidence of a record or
signature may not be excluded solely because it is in electronic
form.”
•

This provision is designed to eliminate unwarranted or unfounded
biases against electronic signatures.

•

A number of different entities provide third-party electronic
signature services.

No particular requirement that parties use a third-party service,
but outside services could provide additional factual data to
assist in authenticating a signature or attributing a signature to
a given person.
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Third Party Documents
For example, certain third-party providers can produce (among
other things) certification as to:
•

the IP address of the machine on which the signature was
created;

•

the date and time the signature was created;

•

the location of the machine (including a mobile phone) at
the time the signature was created;

•

password protected accounts;

•

and the date and time that someone using the machine
agreed to conduct the transaction electronically.
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UETA Security Procedures
Common Third Party Provider Security Procedures:
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•

Audit trails—an electronic signature process/platform
should provide a detailed audit log/certification process
whereby system access and identity of users are tracked
and later demonstrated or certified.

•

Authentication methods—an electronic signature
process/platform should provide multi-factor
authentication, such as: user email authentication;
customer-generated Q&A (what was your first pet);
SMS/text messaged one-time passwords; or knowledgebased authentication (date of birth/last four SSN digits).

V. Electronic signature law: third-party
documents and evidentiary considerations
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Admissibility of Electronic Documents
• The Uniform Electronic Transactions Act (UETA) and the ESIGN Act each directs the admissibility of e-signatures and econtracts into federal and state court.
• In order for an e-signature to be admissible in court, the
presenter of the electronically signed contract must
authenticate the e-signature by proving the intent of the
signatory and the security of the signed document. It is
possible that an electronically-signed document is legally
valid, but inadmissible in court due to flaws in security or
authentication.
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Admissibility of Electronic Documents
• In Lorraine v. Markel Am. Ins. Co., 241 F.R.D. 534, 538 (D.M.D.
2007), the court summarized the evidentiary hurdles to
overcome before the admission of electronic evidence:
• Whenever ESI is offered as evidence, either at trial or in
summary judgment, the following evidence rules must
be considered:
― (1) Is the ESI relevant as determined by Rule 401 (does
it have any tendency to make some fact that is of
consequence to the litigation more or less probable
than it would otherwise be);
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Admissibility of Electronic Documents
― (2) if relevant under 401, is it authentic as required by Rule
901(a) (can the proponent show that the ESI is what it
purports to be);
― (3) if the ESI is offered for its substantive truth, is it hearsay
as defined by Rule 801, and if so, is it covered by an
applicable exception (Rules 803, 804 and 807);
― (4) is the form of the ESI that is being offered as evidence an
original or duplicate under the original writing rule, or if
not, is there admissible secondary evidence to prove the
content of the ESI (Rules 1001-1008); and
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Admissibility of Electronic Documents
― (5) is the probative value of the ESI substantially
outweighed by the danger of unfair prejudice or one of the
other factors identified by Rule 403, such that it should be
excluded despite its relevance.
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Admissibility of Electronic Documents
•

Business Records Rule, F.R.E. 803(6)
•

Exception to Hearsay

•

803(6): A record of an act, event, condition, opinion or diagnosis if:
― (A) the record was made at or near the time by – or from information
transmitted by – someone with knowledge;
― (B) the record was kept in the course of a regularly conducted activity of
a business, organization, occupation, or calling whether or not for
profit;
― (C) making the record was a regular practice of that activity;
― (D) all these conditions are shown by the testimony of the custodian or
another qualified witness, or by a certification that complies with Rule
902(11) or (12) or with a statute permitting certification; and
― (E) the opponent does not show that the source of information or the
method or circumstances of preparation indicate a lack of
trustworthiness.
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Admissibility of Electronic Documents
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•

Federal Rule of Evidence 901 defines how to show a document
(including electronic) is authentic: “the proponent must produce
evidence sufficient to support a finding that the item is what the
proponent claims it is.” F.R.E. 901(a).

•

As long as there is enough evidence for a reasonable juror to find
that the item is genuine, the authentication threshold is met. The
trial court need not be convinced that the item is authentic. It only
needs to determine that a reasonable juror could find that the item
is authentic.

•

ESI is evaluated on a case-by-case basis for authenticity, just as any
other document is analyzed. See In re F.P., 878 A.2d 91, 95-96 (Pa.
Sup. Ct. 2005).

Admissibility of Electronic Documents
• A party is relieved from having to authenticate evidence that is
produced by an adverse party, and the party that produced the
evidence is a party to it or claims a benefit thereunder. See
Jordan v. Calloway, 7 So. 3d 310, 314 (Ala. 2008); Indianapolis
Minority Contractors Ass'n v. Wiley, 1998 WL 1988826, at *6 (S.D.
Ind. May 13, 1998) ("The act of production is an implicit
authentication of documents produced.")
• May authenticate electronic evidence through Requests for
Admission.
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Admissibility of Electronic Documents
•

An easy way to use F.R.E. 901(b)(1) to authenticate an electronic
document is to “introduce the electronic document during a
deposition and have the creator or recipient of the email [or other
electronic document] confirm that the email is genuine.”

• Zachary G. Newman & Anthony Ellis, The Reliability,
Admissibility, and Power of Electronic Evidence, AMERICAN BAR
ASSOCIATION (Jan. 25, 2011)
https://apps.americanbar.org/litigation/committees/trialevide
nce/articles/012511-electronic-evidence.html.
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Admissibility of Electronic Documents
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•

F.R.E. 901(b) lists nine (9) examples of how items may be
authenticated. This is a non-exclusive list.

•

With regard to electronic evidence, the most common
authentication methods are F.R.E. 901(b)(1) (testimony of a witness
with personal knowledge) and F.R.E. 901(b)(4) (distinctive
characteristics and the like).

Admissibility of Electronic Documents
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•

F.R.E. 901(b)(1) allows a recipient of the email, or a non-recipient
with knowledge that the communication was sent, to authenticate
the email.

•

The authenticating witness must establish (1) the creation of the
electronic information, and (2) that the content has not been
altered in any way.

Admissibility of Electronic Documents
•

Courts considering the admissibility of electronic evidence
frequently have acknowledged that it may be authenticated by a
witness with personal knowledge.
• In State v. Bohlman, 2006 WL 915765, at *7 (Minn. Ct. App. April
11, 2006), the court found a witness adequately authenticated
emails she received as having come from the defendant.
• The witness testified that the emails contained the defendant’s
name and email address and that she frequently sent emails to
and received emails from the defendant at the email address
appearing on the emails to be admitted.
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Admissibility of Electronic Documents
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•

An authenticating witness may be a person with general personal
knowledge of how that type of document is routinely made.

•

The witness must, however, provide factual specifics about the
process by which the electronic document is created, acquired,
maintained, and preserved without alteration, or the process by
which it is produced, if it is the result of a system or process.

Admissibility of Electronic Documents
•
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F.R.E. 901(b)(4) provides that the “appearance, contents, substance,
internal patterns, or other distinctive characteristics of the item,
taken together with all the circumstances,” may authenticate a
document.

Admissibility of Electronic Documents
•
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In United States v. Siddiqui, 235 F.3d 1318, 1322-23 (11th Cir. 2000), the
court allowed the authentication of an email entirely by
circumstantial evidence, including the presence of the defendant's
work email address, content of which the defendant was familiar
with, use of the defendant's nickname, and testimony by witnesses
that the defendant spoke to them about the subjects contained in
the email.

Admissibility of Electronic Documents
• United States v. Safavian, 435 F. Supp. 2d 36, 40 (D.D.C. 2006),
rev’d on other grounds, 528 F.3d 957 (D.C. Cir. 2008).
• The court admitted emails (relying on FRE 901(b)(4))
based on the email addresses contained in the “to” and
“from” fields, and because other identifiable matters
such as the work involved, signatures, and other personal
and professional references.
• The court also permitted other emails to be
authenticated under FRE 901(b)(3) by allowing the
comparison of email addresses and formats to permit
related emails into evidence.
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Admissibility of Electronic Documents
• Another way in which electronic evidence may be
authenticated under Rule 901(b)(4) is by examining the
metadata for the evidence.
• "Metadata" is information describing the history, tracking or
management of an electronic document, including the date,
time and identity of the creator of an electronic record, as well
as changes made to the document. See Appendix F to The
Sedona Guidelines: Best Practice Guidelines & Commentary for
Managing Information & Records in the Electronic Age

• A party may request production of ESI in its native format,
which includes the metadata for the electronic document.
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Admissibility of Electronic Documents
• F.R.E. 901(b)(9): Evidence describing a process or
system and showing that it produces an accurate
result.
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Admissibility of Electronic Documents
• Ruiz v. Moss Bros. Auto Grp., 232 Cal. App. 4th 836, 846 (Cal.
Ct. App. 2014).
• The appellate court upheld the trial court’s finding that
the defendants had not presented sufficient evidence to
allow the signature’s authentication.
• The plaintiff did not recall electronically signing any
documents on the day in question, and the
representative could not show “that an electronic
signature in the name of [plaintiff] could only have been
placed on the 2011 agreement . . . by a person using
[plaintiff’s] unique login ID and password.” Id. at 844.
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Admissibility of Electronic Documents
• Rogers v. THD At-Home Services, Inc., EDCV 14-02069 JGB
(SPx), 2015 WL 12862912, at *4 (C.D.C.A. 2015).
• The United States District Court for the Central Division
of California held that Defendants had provided the
court with sufficient evidence to authenticate Rogers’ esignature. There, the signature in question was
authenticated by the following evidence --
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Admissibility of Electronic Documents
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•

Rogers conceded that he "remembers going to the site . . . and
clicking on the documents that [he] was supposed to sign."
However, he "do[es] not remember what documents were included
there, or reading any of them." It is therefore not surprising that he
does not specifically recall e-signing the Agreement.

•

Second, Kathy Rodriguez-Ambriz, a Human Resources
Administrator for U.S. Remodelers, explains that the company's
software uses special security features to ensure that signatures
could not be forged. Rodriguez-Ambriz declares that she has
reviewed Rogers's application, and that his electronic signature
could be generated "only if the person indicating acceptance of the
agreement was logged in to the website using Brian Roger's unique
login credentials."

Admissibility of Electronic Documents
•

Self-Authenticating Evidence, F.R.E. 902
• 902(11): The original or a copy of a domestic record that
meets the requirements of Rule 803(6)(A)-(C), as shown by a
certification of the custodian or another qualified person
that complies with a federal statute or a rule prescribed by
the Supreme Court. Before the trial or hearing, the
proponent must give an adverse party reasonable written
notice of the intent to offer the record – and must make the
record and certification available for inspection – so that the
party has a fair opportunity to challenge them.
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Admissibility of Electronic Documents
• 902(13): A record generated by an electronic process or
system that produces an accurate result, as shown by a
certification of a qualified person that complies with the
certification requirements of Rule 902(11) or (12). The
proponent must also meet the notice requirements of Rule
902(11).
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Admissibility of Electronic Documents
• 902(14): Data copied from an electronic device, storage
medium, or file, if authenticated by a process of digital
identification, as shown by a certification of a qualified
person that complies with the certification requirements of
Rules 902(11) or (12). The proponent also must meet the
notice requirements of Rule 902(11).
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Admissibility of Electronic Documents
• Best Evidence Rule, F.R.E. 1002
• An original writing, recording, or photograph is required
in order to prove its content unless these rules or a
federal statute provides otherwise.
• An “original” of a writing or recording means the writing
or recording itself or any counterpart intended to have
the same effect by a person who executed or issued it. For
ESI, “original” means any printout – or other output
readable by sight – if it accurately reflects the
information.
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VI. Relevant E-Signature Case Law Update
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Relevant E-Signature Case Law Update
• Many courts have found that typing your name at the end of
an email is a valid signature.
• Types
of
Electronic
Signatures,
INTERNATIONAL
ENCYCLOPEDIA OF LAWS: CYBER LAW, 2013 WL 4299218.
• An exchange of emails between opposing counsel has been
held by courts to form a binding settlement agreement
between parties. See Hansen v. Rhode Island’s Only 24 Hour
Truck & Auto Plaza, Inc., 863 F. Supp. 2d 122 (D. Mass. 2012).
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Relevant E-Signature Case Law Update
• A.C. Furniture, Inc. v. Arby’s Restaurant Group, Inc., No. 4:14cv-00029, 2014 WL 4961055, at *304 (W.D. Va. 2014).
• The court denied the defendant’s argument that an email
failed to represent a contract between the parties because
there was no signed writing, no exact quantity term listed
in the email, and no “meeting of the minds” or “intention
to be bound.”
• The Court ultimately held that the email looked enough
like a contract to survive the defendant’s motion to
dismiss. Id.
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• Forcelli v. Gelco Corp., 972 N.Y.S.2d 570, 575 (Sup. Ct. N.Y. App.
2013).
• The court held that an email message from an
automobile insurer's claims adjuster, confirming an oral
settlement between the insurer and the plaintiff, was a
binding written settlement agreement and enforceable
under New York's statute.
• New York's statute, CPLR 2014, permits enforcement of a
settlement agreement of a party or his/her attorney if it is
in writing and subscribed by the party or his/her
attorney.
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•

The court explained that the face-to-face mediation at which
settlement was attempted and the subsequent follow-up
telephone calls between the parties supported the conclusion
that there was an intent to subscribe the email. Id. at 575-76.

•

The court held “that where, as here, an email message contains
all material terms of a settlement and a manifestation of
mutual accord, and the party to be charged, or his or her agent,
types his or her name under circumstances manifesting an
intent that the name be treated as a signature, such an email
message may be deemed a subscribed writing within the
meaning” of the New York statute.

Relevant E-Signature Case Law Update
• Furthermore, the court stressed that the email message in
question “set forth the material terms of the agreement, to
wit, the acceptance by the plaintiffs' counsel of an offer of
$230,000 to settle the case in exchange for a release in favor
of the defendants, and contained an expression of mutual
assent. Significantly, the settlement was not conditioned on
any further occurrence, such as the outcome of the motion
for summary judgment or the formal execution of the
release and stipulation of dismissal by these defendants and
related entities.” Id. at 573.
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•

Clean Properties, Inc. v. Riselli, No. MICV2014–04742, 2014 WL
4082266, at *2 (Sup. Ct. Mass. 2014).
• The court held that the defendant’s “email acceptance of the
written contract terms proposed by Clean Properties created a
written contract within the meaning of the mechanic’s lien
statute.”
• By including her typed name in the signature block of the
email, the defendant used the email as her electronic signature,
thus binding her to the contract. Id.
• The court also noted that the “text of the emails between Clean
Properties and Riselli make clear that Riselli intended that her
email have the effect of signing or accepting the written
contract terms previously proposed by Clean Properties.” Id.
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•

Khoury v. Tomlinson, 518 S.W.3d 568 (Tex. App. Dec. 22, 2016).
• Khoury was looking to recoup his investment in PetroGulf.
Tomlinson, as the president and CEO of PetroGulf, promised to
repay the debt at a meeting with Khoury.

• Khoury sent an email to Tomlinson summarizing their
discussions, which included a detailed schedule of repayment.
• Tomlinson replied, stating: “We are in agreement.” The email
did not include Tomlinson’s signature.

• Tomlinson didn’t make any payments, and Khoury sued for
breach of contract.
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• At issue was:
• (1) whether an electronic record fulfills the “in writing”
requirement of the statute of frauds under Texas law; and
• (2) whether Tomlinson’s name in the “From:” section of
the email qualified as a signature.

• The Court held:
• (1) that the email was an electronic record sufficient to
satisfy the writing requirement in the statute of frauds;
and
• (2) “The name or email address in a 'from' field functions
as a signature in an email.”
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• Cunningham v. Zurich Am. Ins. Co., 2011 WL 4345214, at *7
(Tex. Ct. App. Sept. 15, 2011)
• Court held that an email “signature block” without an “s/”
or other symbol that “unequivocally indicates a
signature,” was insufficient, where the record did not
show that it was not possible that the signature block was
“generated automatically” by the email system, versus the
party personally typing a signature.
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• Kaminski v. Land Tec, Inc., 2011 WL 1035533 (Cal. Ct. App. Mar.
23, 2011)

• Court held that the electronic exchange of a contract,
with the names of the parties printed on it, did not
suffice as a “signature.” There was a blank signature block
(apparently for a “wet” signature) that was included but
not executed.
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• Scott v. Fire Star Development, Inc., 2011 WL 540292 (Ariz. Ct.
App. Feb. 15, 2011)
• Court held that, where the parties initially corresponded
via email, but later began to exchange drafts of a written
agreement with “traditional signature” blocks, the
parties manifested an intention not to use the electronic
method for the final form of signatures.
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• Neman Real Estate Investments, LLC v. Oken, 2017 WL
2953358 (Cal. App. Jul. 11, 2017).
• Neman Real Estate Investments, LLC entered into
negotiations in August 2010 to purchase Oken’s
commercial property.
• Buyer emailed a signed purchase agreement to the Seller.
Then the Seller sent an email, in July 2011, stating that he
would sign and hold it if Buyer emailed him a signed
corrected purchase agreement incorporating certain
conditions.
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• Buyer sent out the revised purchase agreement, but the
seller emailed back stating that his understanding was
that the buyer was sending him a signed purchase
agreement.
• Buyer subsequently sent numerous revised purchase
agreements. The Seller revoked the prior offers.
• At issue was whether the Seller’s July 2011 email was
sufficiently signed by him to satisfy the statute of frauds.
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• The Court held that there was no enforceable purchase
agreement that satisfied the statute of frauds.
• It found that UETA applies only when the parties consent to
conduct a transaction by electronic means, and in this case,
the Court found there was no such evidence to conduct the
transaction by electronic means. Neman Real Estate
Investments, LLC, 2017 WL 2953358, at *8.
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• Berry v. Webloyalty.com, 2011 WL 1375665 (S.D. Cal. Apr. 11,
2011)
• Court found an intent to contract by electronic
agreement where there were affirmative steps of twice
entering an email address and clicking “yes” to accept
terms of an online club membership.
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•

Zulkiewski v. American Gen. Life Ins. Co., No. 299025 (Mich. Ct.
App. June 12, 2012)
• Court held that an insured effectively changed the beneficiary
of his life insurance policy electronically shortly before his
death, where changes to beneficiary required knowledge of
insured’s policy number, social security number, mother’s
maiden name, and email address, as well as transmission of
related notifications to the insured by both regular mail and
email.
• The court also relied on the affidavit of the widow (new
beneficiary) where she denied involvement in insured’s
change of beneficiary and explained that he was computerliterate.
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• Ensuring validity of electronic contracts and e-signatures:
• Agreement or consent to conduct transaction
electronically.
• Typing your name at the end of an email may constitute a
valid signature.
• Ensure electronic contract contains all the legal elements
of a contract, including meeting of the minds and the
material terms of the agreement.
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