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Sound Quality
If you are listening via your computer speakers, please note that the quality
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connection.
If the sound quality is not satisfactory, you may listen via the phone: dial
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A link to the Attendance Affirmation/Evaluation will be in the thank you email
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Trends and Developments
•

Direct to Consumer Healthcare Mobile Apps
• Online Privacy Policy and Terms of Use
• Online Consent Forms / HIPAA Authorization
• Patchwork of cybersecurity standards (e.g., CA IoT Law)

•

B2B Digital Health Solutions
• Form MSA
• Online BAA
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Trends and Developments
•

Telemedicine
• Informed Consent Forms
• Acknowledgement of Notice of Privacy Practices
• Texas: Medicaid requires signed/dated consent for telemedicine
and a “good faith attempt” at written acknowledgement of privacy
practices for email or electronic communication. Providers and
patients “may sign prior authorization forms and supporting
documentation using electronic or wet signatures.”
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Trends and Developments
•

E-Prescribing
• Becoming preferred method of prescribing
• More states mandating e-prescribing of controlled and noncontrolled drugs
• Per Office of the National Coordinator for Health Information
Technology (ONC), e-prescribing viewed as “more convenient,
cheaper and safer” option, that can improve:
• health care quality and patient safety by reducing medication
errors and checking for drug interactions
• Convenience of care by permitting providers to electronically
request prescription refills

https://www.healthit.gov/faq/what-electronic-prescribing

8

Jason E. Johnson
Moses & Singer LLP

Legal Considerations
Related To
Electronic Signatures
August 7, 2019

TRENDS AND DEVELOPMENTS
• Evolving disclosure standards for obtaining consent (FTC guidance, use
of set-up wizards)
• Application of smart contracts in healthcare
• Converging standards for authenticating signatures (certificate of
completion, audit trail)
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Electronic Signatures Permitted under HIPAA
•

•

HIPAA permits electronic signatures - no established standard
• Per commentary of HIPAA Privacy Rule, electronic signatures are
sufficient, provided they “meet standards to be adopted under
HIPAA.”
• But, no HIPAA standards have been established
• In absence of HIPAA standards → look to applicable State or other
law (e.g., E-SIGN Act) to ensure that electronic signature results in
legally binding contract
No specific technology mandated by HIPAA
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Voice Signatures Permitted under HIPAA
•

HHS confirmed in Feb. 10, 2011 letter to Congresswoman Carolyn Maloney
that a HIPAA authorization can be read to a consumer and voice-signed:
“a voice signature that qualifies as a valid electronic signature under
the E-SIGN Act satisfies the signature requirement for authorization
forms under the HIPAA Privacy Rule.”

•

HHS letter cites to E-SIGN Act congressional record stating: “Proper voice
signatures can be very effective in confirming a person’s informed intent
to be legally obligated.”

available at: https://community.hcca-info.org/HigherLogic/System/DownloadDocumentFile.ashx?DocumentFileKey=7ae87f10-1e1d4b85-b641-c74c33076008
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Voice Signatures Permitted under HIPAA
•

Per Congressional Record, voice signature must be recorded in digital
format:
“Today, a system that creates a digital file by means of the use of
voice, as opposed to a keyboard, mouse or similar device, is capable
of creating an electronic record, despite the fact that it began its
existence as an oral communication.”
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HIPAA Risk Assessments for Healthcare Organizations
•

Is electronic contract / e-signature tool reasonable & appropriate?
•

Per HHS FAQ, HIPAA Security Rule does not require the use of electronic or
digital signatures, but such signatures “could be used as a security measure
if the covered entity determines their use is reasonable and appropriate”
https://www.hhs.gov/hipaa/for-professionals/faq/2009/does-the-securityrule-require-the-use-of-an-electronic-signature/index.html

•

HIPAA Security Rule requires covered entities and their business associates
to implement reasonable and appropriate security measures to protect
against reasonably anticipated threats or vulnerabilities to the security of
ePHI

•

Evaluate risks and vulnerabilities to environment → implement security
controls to address those risks and vulnerabilities
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HIPAA Risk Assessments for Healthcare Organizations
•

Selecting Electronic Contract / E-Signature Vendors
• Evaluate Privacy and Security Practices
• Encryption
• Security Certification (e.g., ISO/IEC 27001, PCI DSS compliant, TRUSTe
certified)
• Anti-tampering controls
• Disaster recovery
• Authentication tools
•

To the extent vendor is handling ePHI:
• HIPAA Security Risk Analysis
• Enter into BAA
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Best Practices for Healthcare Organizations
•

Implement Security Controls to Mitigate Risk:
• User Authentication
• E.g., two-step verification, answering “secret knowledge”
questions, implementing e-signature software and phone/voice
authorization
• Message Integrity
• Preventing digitally tampering with agreement after execution
• Non-Repudiation
• Timestamped audit trail including dates, times, location and chain
of custody

•

Look to standards under E-SIGN Act / UETA
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MEDICARE REQUIREMENTS
• Services provided/ordered/certified must be authenticated by the
persons responsible for the care of the beneficiary; for an order to be
authenticated it must be signed (limited exceptions)
• CMS instructs its payers to disregard orders without a proper signature
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MEDICARE REQUIREMENTS
• A valid signature must be:
o For services the provider or biller provided or ordered;
o Handwritten or electronic; and
o Legible or can be validated by comparing to a signature log or
attestation statement

• If the electronic signature is illegible, it must be accompanied by a
printed name.
• The individual whose name is on the alternate signature method and the
provider bear the responsibility for the authenticity of the information
being attested to
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MEDICARE REQUIREMENTS
Guidelines for Electronic Signatures
• Providers utilizing electronic signatures must implement a system and
software products that are protected against modification and should
apply adequate administrative procedures that correspond to recognized
standards and laws
• Date and timestamp, printed statement (e.g., electronically signed by),
practitioner’s name, and professional designation
• Responsibility and authorship need to be clearly defined in the record
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MEDICARE REQUIREMENTS
Risk Assessments
• Medicare Comprehensive Error Rate Testing (CERT) Program
• If Medicare claims reviewers cannot validate the signatures, the
Medicare Administrative Contractor denies the claim, assess an error,
and begins recouping overpayments
• No backdating or retroactive orders
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MEDICARE REQUIREMENTS
Best Practices
• Ensure standardized practices and policies that govern application of
signatures
• Develop and maintain complete signature logs for verification purposes
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Electronic Signatures in Global and National Commerce (E-SIGN) Act

•

Effective October 1, 2000

•

Intended to “facilitate the use of electronic records and signatures in
interstate or foreign commerce”

•

Provides general rule of validity for electronic records and signatures
for transactions in or affecting interstate or foreign commerce

•

Per E-SIGN Act, notwithstanding any other statute, regulation or rule
of law governing any transaction in or affecting interstate or foreign
commerce, a signature or other record may not be denied legal effect
solely because an electronic signature or record was used in its
formation (15 U.S.C. § 7001(a))

•

Technology Neutral - electronic and paper transactions are provided
equal footing in law
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E-SIGN Act – Key Requirements
•

Key Requirements
• Intent
• Signature requirements
• Consumer consent
• Association of signature with the records
• Record retention
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E-SIGN Act – Key Requirements (Intent)
•

Intent
• E-SIGN Act does not impose new substantive contract rules, nor are
existing laws governing contract formation changed
•

Questions regarding “intent to sign” or an “intent to engage in any
other legal act” are governed by other laws, regardless of whether
signature is electronic or on paper

24

E-SIGN Act – Key Requirements (Signature)
•

What constitutes a signature?
• Includes an “electronic sound, symbol or process, attached to or
logically associated with a contract or other record and executed or
adopted by a person with the intent to sign the record.”
•

Definition of signature is the same as under UETA (15 U.S.C. §
7006(5))
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E-SIGN Act – Key Requirements (Consumer Consent)
•

Must obtain consumer consent
• Consumers must consent to use of electronic records, and be
provided with:
• “clear and conspicuous” statement informing them of their right
to use paper records;
• exact transactions to which their electronic consent will apply;
• procedures they must follow to withdraw their consent; and
• process and fees associated with obtaining paper copies of any
electronic records (15 U.S.C. § 7001(c))
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E-SIGN Act – Key Requirements (Authentication)
•

Association of signature with the record
• Permitted to select method of authentication that is most suitable
to needs and security concerns
•

HIPAA and UETA provide additional guidelines on authentication of
electronic signatures
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E-SIGN Act – Key Requirements (Record Retention)
•

Record retention requirements
• Maintain electronic record that is:
• accurate;
• capable of being accurately reproduced; and
• accessible by all legally entitled persons (15 U.S.C § 7001 (d))
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E-SIGN Act - Preemption of State Law
•

Except under limited circumstances, E-SIGN Act preempts state laws
governing written contracts that affect interstate or foreign commerce
(15 U.S.C. § 7002(a))

•

However, state law may modify, limit, or even supersede E-SIGN Act
requirements, if a state either:
• Adopts the UETA; or
• Specifies alternative procedures or requirements that both describe
the use or acceptance of electronic records or signatures to
establish the legal effect, validity, or enforceability of contracts and
are consistent with E-SIGN Act provisions
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E-SIGN Act - Exceptions
•

There are a number of exceptions to E-SIGN Act, including:
• Notice of cancellation or termination of health insurance benefits
• Documents relating to adoption, divorce of family law governed by
state law
• Wills, codicils and testamentary trusts (e.g., heath care providers
may question whether living wills signed or created electronically
are effective) (15 U.S.C. § 7003(a)-(b))

•

NOTE: Healthcare transactions are not excepted from the E-SIGN Act
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Requirements for State & Federal Agencies
•

E-SIGN Act reserves authority of state and federal agencies to require
that records filed with the agency conform with specified standards
and formats (15 U.S.C. § 7004)

•

Therefore, health regulatory agencies may still require original
signatures for certain types of forms

•

Examples include licensing applications, certification and attestation
forms, etc.
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Best Practices for Healthcare Organizations
•

Evaluate vendor’s privacy and security practices before engaging third
party e-signature vendor

•

For Direct-to-Consumer apps, ensure that users are provided with
clear and concise terms, and electronic consent is expressly
acknowledged

•

Develop system for user authentication
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UNIFORM ELECTRONIC TRANSACTIONS ACT
Key Requirements
1.
2.
3.
4.

Intent to sign
Consent to do business electronically
Association of signature with the record
Record retention
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UNIFORM ELECTRONIC TRANSACTIONS ACT
Key Requirements
• An electronic signature is "an electronic sound, symbol, or process attached to or
logically associated with a record and executed or adopted by a person with the intent
to sign the record."
• Distinct from a digital signature

• What constitutes a signature?
– An e-mail header displaying the sender's name
– Signature block
– Depends on the facts

• Audio recordings can constitute a signature (see “sound” above)
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UNIFORM ELECTRONIC TRANSACTIONS ACT
Consent To Do Business Electronically
• Affirmative consent (e.g. employee signing a waiver at hire)
• Proof can be found contextually (e.g. other agreements in the same
transaction executed electronically, parties expressed desire to conduct
business over email)
• Courts can also consider prior conduct of the parties (e.g. where prior
similar agreements concluded over email)
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UNIFORM ELECTRONIC TRANSACTIONS ACT
Association of Signature with Record
• UETA requires that the electronic signature be attributable to the
individual signatory
• "[t]he act of the person may be shown in any manner, including a
showing of the efficacy of any security procedure applied to determine
the person to which the electronic”
• Secure account access, HR controls, unique identifiers; see Zulkiewski v.
American General Life Ins. Co., 2012 WL 2126068 (Mich. Ct. App. 2012)
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UNIFORM ELECTRONIC TRANSACTIONS ACT
Record Retention
• An electronic record that accurately reproduces information required by
law and that is accessible at a later time. A third party may be used to
retain records
• The act validates electronic records as originals where the law requires
retention of the original
• States may impose additional record retention requirements
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UNIFORM ELECTRONIC TRANSACTIONS ACT
Risk Assessments
• UETA has vast application – enforcement of agreements, emails, and
recordings can all implicate UETA issues
• Judicial interpretation of UETA can vary significantly between states
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UNIFORM ELECTRONIC TRANSACTIONS ACT
Best Practices for Healthcare Organizations
• Review routinized processes, which can reduce likelihood of disputes
(uniform waiver to use electronic means, consistent use of digital
signature platform)
• Ensure consistent use of digital signature platforms

• Avoid using emails as a means of contracting without corresponding
contract forms
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E-Prescribing and Electronic Signatures – EPCS
•

DEA regulates e-prescribing of controlled substances through the
federal Electronic Prescriptions for Controlled Substances (“EPCS”)
rule

•

E-prescribing is the process by which a practitioner sends a
prescription electronically to the pharmacy, with the practitioner’s
electronic signature, from the point-of-care
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E-Prescribing and Electronic Signatures – EPCS
•

Effective June 1, 2010, EPCS authorizes practitioners to electronically
prescribe controlled substances + permits pharmacies to receive,
dispense, and archive such electronic prescriptions

•

EPCS does not mandate that practitioners prescribe electronically, nor
do they require pharmacies to accept electronic prescriptions for
controlled substances for dispensing
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E-Prescribing and Electronic Signatures – EPCS
•

To implement EPCS, must meet certain standards:
• EHR / app must be certified as compliant
• Two-step logical access control process to grant permission to
approved practitioners
• Practitioners must complete identity proofing process
• Practitioners must use two-factor authentication when signing an
EPCS prescription
• Comprehensive and detailed reporting process must be in place
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E-Prescribing and Electronic Signatures – State Laws
•

States take different approaches regarding the validity of electronic
signatures on paper prescriptions

•

This differs from e-prescribing, where the prescription is sent
electronically from the practitioner to the pharmacy
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E-Prescribing and Electronic Signatures – Texas
•

Texas: Permits practitioner to “sign written prescriptions electronically
using a system that replicates the practitioner’s manual signature,
provided that (1) the system’s security features require the
practitioner to authorize each use and (2) prescription is printed on
paper designed to prevent unauthorized copying of the completed
prescription, or erasure or modification of information written on
prescription.”

•

Texas Medical Association states that, “while regulations permit
electronic signatures, nothing currently requires a pharmacist to
honor the prescription; the dispensing of a drug is conditioned on the
pharmacist's sound professional judgment.”
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E-Prescribing and Electronic Signatures – North Dakota
•

North Dakota: Electronic signatures not permitted for paper
prescriptions. “This signature should be the same signature as the
prescriber would use when signing a check or other document … That
means the prescriber takes pen in hand and physically signs the
prescription.”

•

Distinguished from e-prescriptions, which are valid under ND law,
because “no paper prescription is generated by the prescriber” and
“will not have a manual signature.”
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E-Prescribing and Electronic Signatures
•

Many states are now mandating e-prescribing in an effort to combat
the opioid epidemic

•

E-prescribing may reduce the risk of fraud and diversion

•

New York and Minnesota both require e-prescribing for all controlled
and non-controlled prescriptions

•

Other states are implementing e-prescribing only requirements,
including California (effective January 1, 2022)
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FDA REQUIREMENTS
Risk Assessments
• FDA Part 11 regulations concerned with causing organizations to apply
appropriate technical and administrative safeguards
• FDA inspection violations related to Part 11 can lead to warning letters,
regulatory action, and potential suspension of a clinical investigation
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FDA REQUIREMENTS
Best Practices for Healthcare Organizations
• Organizations must consider appropriate certifications to help ensure
technical compliance
• Standardized audit trail procedures and policies

• Provide regular training on use and compliance
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ADMISSIBILITY OF E-SIGNATURES AT TRIAL
Authentication
• Trial affidavit or live testimony that explains how a e-signature platform
works and the process by which the signator digitally signed the
document
• Judicial notice
• Compliance with the requirements of UETA/ESIGN
• Party may introduce at trial a “Certificate of Completion”
• Will need to anticipate or preempt challenges regarding account access
(e.g. did anyone else have access to the email account or apply
DocuSign signatures on your behalf?)
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ADMISSIBILITY OF E-SIGNATURES AT TRIAL
Admissibility
• Overcoming hearsay objections
– Business records – most likely applicable if the document was created and kept in
the ordinary course of business

• The record was made by a person with knowledge of the information contained in
it;
• The record was made at or near the time of the event;
• It was the business’ regular practice to make these types of records; and

• The record was kept in the course of a regularly conducted activity
– Witness establishing the record must explain the process; see Ruiz v. Moss Bros.
Auto Group, Inc., No. E057529, 2014 WL 7335221 (Cal. Ct. App. Dec. 23, 2014)
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