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Basics of Blockchain

• Overview
• Origins
• Technology
• Distribution
• Cybersecurity
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Overview and Origins
• 2008 Bitcoin
• Distrust of 3rd
Party
Intermediaries

• Reduction in Fees
• Global Peer-toPeer Network
• Rapid Transfer of
Value
© Copyright 2018 Saul Ewing Arnstein & Lehr LLP
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Distribution
Miners/Verifiers

Distributed Ledger
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Cybersecurity
• No Central
Vulnerability
• No Single Point of
Failure
• Multi-Signature/Dual
Factor Authentication
• Public Key
• Private Key
• Wallet – Organization
• Wallet - Individual
© Copyright 2018 Saul Ewing Arnstein & Lehr LLP
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Blockchain Explained Through College Basketball
•
•

•
•

•

You and a friend bet on a college basketball game, UVA vs. Duke. You agree that the bet is for $100. The
bet was placed a month before the game, leaving plenty of time for either to forget the amount.
Both of you write down the bet in your independent “ledgers.” You write the bet in your phone and your
friend puts it into Excel. Neither of you has any way to know what was written by the other, but both
being honest and knowing the game is far off, you make the notes.
Your friend inadvertently leaves out a zero, making the bet $10 in his records, not $100.
The game is played and UVA wins. It’s time for your Duke fan friend (the worst kind of friend) to pay up.
You call him up and ask for the $100 that was agreed to. He responds that it was $10. When you protest
the amount, he tells you he has it in Excel as $10, not $100 as you suggest. You respond that you have it
written down in your phone and it was $100.
You are upset because you feel like he is trying to weasel out of a bet and your friend is upset because he is
thinking you changed the terms of the bet. To deal with it, there are a few options:
▪
▪
▪
▪
▪

•

Your friend can refuse to pay you anything until you have come to his number.
You can agree to take the $10, upset thinking your friend “screwed you.”
Your friend can come to your number of $100, upset thinking you are “screwing him.”
You guys can meet in the middle.
You can hire a lawyer and sue your friend.

Enter blockchain. The bet would be recorded on the blockchain and both of you would have an identical
copy. The $100 would have been agreed to by both parties. If either party tried to modify it, it would
require consensus and all modifications would be ledgered, showing a perfect history of everything that
happened.

Source: https://www.freightwaves.com/news/blockchain-explained-through-basketball
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Cryptocurrency 101
• Like legal tender, cryptocurrencies or digital currencies allow their
owners to buy goods and services.
• Cryptocurrency is regulated far less heavily than legal tender,
although there is an increasing amount of regulatory scrutiny over
digital currencies.
• A growing number of companies are issuing their own currencies,
sometimes referred to as tokens. These tokens can be traded for the
good or service that the company provides.
• Cryptocurrencies use a technology called “blockchain.” Blockchain
is a decentralized technology spread across many computers that
manages and records transactions. A hallmark feature of blockchain
technology, and one of its attractive features, is its purported
security.
© Copyright 2018 Saul Ewing Arnstein & Lehr LLP
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How Many Cryptocurrencies Are On the Market?
What About ICOs? Is Bitcoin the Only Real Game in
Town?
•
•

•

•

•

As of January 2018, about 1,400 cryptocurrencies were being traded.
By December 2017, per Token Report, initial coin offerings (ICOs),
which Nick will discuss in more detail, had raised $1.38 billion in the
fourth quarter. This lagged slightly behind third quarter numbers
($1.74 billion).
Compare these figures with ICO raises in all of 2016 ($100 million) and
you begin to see the fairly recent explosive growth in this market.
These ICO fundraising statistics do not include the value of the most
popular cyrptocurrencies like Bitcoin and Ethereum (ether), which have
already gone public.
As of Jan. 5, 2018, the total value of all Bitcoins was $283 billion.
Coming in second was Ripple, valued at $119 billion. Per Coin Market
Cap, the total value of all cryptocurrencies was about $708 billion.
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Bitcoin Volatility

Source: https://www.coindesk.com/price
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Is There a Reason to Use/Buy Cryptocurrency, or
is This Another Annoying Millennial Fad?
•

Bitcoin: Big in investing, but still lousy for buying a sandwich:
https://www.cnet.com/news/bitcoin-cryptocurrency-big-in-investing-butstill-lousy-for-buying-a-sandwich/:
▪ “This lack of spending with cryptocurrencies could limit their future potential.
Bitcoin, ethereum and other digital currencies may remain in the realm of
investors and crypto enthusiasts, instead of becoming long-sought universal
monies that people use every day and can be spent at any store or website around
the world.”
▪ “While these crypto-sales make up just 5 percent of his business, he likes using
digital money because transactions are irreversible, ensuring he'll get paid for a
move without fear a customer will charge back the transaction. Plus, past moves
have the potential of accruing in value as bitcoin prices rise and some
international customers found it easier to use, he said.”

© Copyright 2018 Saul Ewing Arnstein & Lehr LLP
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How Does Digital Currency Work? (Simple)

© Copyright 2018 Saul Ewing Arnstein & Lehr LLP
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How Does Digital Currency Work? (Complex)
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State-Backed Cryptocurrency: Venezuela as a Case Study
•
•

•

•

•

•

In February, Venezuela announced that it was launching a new cryptocurrency, called the
petro, which it says will help save the country’s failing economy.
The government of the oil-rich nation pledged that each petro coin would be backed by the
value of one barrel of oil. The government plans to circulate around 100 million petro coins,
which it hopes will raise around $6 billion, per a government-issued white paper.
Members of the political opposition argue that the petro is illegal because Venezuela’s
constitution stipulates that the country’s oil reserves cannot be used as a guarantee for
financial operations.
The technology adds a high-tech veneer to Venezuela’s newest currency, but many analysts say
Venezuela’s petro is actually similar to a government bond. And the U.S. Treasury also views
the transactions as a public debt operation, making them illegal under U.S. sanctions.
The U.S. imposed economic sanctions against Venezuela in August, prohibiting the country
from borrowing money from U.S. creditors. The Treasury Department also banned debt trades
for bonds issued by the Venezuelan government and its state-owned oil company PDVSA.
Venezuela isn’t the first country to use cryptocurrencies to avoid U.S. sanctions. In January,
Russia’s government also recently ordered the creation of its own cryptocurrency, called the
cryptoruble.

Source: http://www.newsweek.com/venezuela-launches-its-own-bitcoin-desperate-attempt-save-failingeconomy-813782.

© Copyright 2018 Saul Ewing Arnstein & Lehr LLP
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What is an ICO (initial coin offering)?
• An ICO is a fundraising mechanism in which a
venture sells its own cryptocurrency “tokens” to
investors in exchange for legal tender or other
digital currencies like Bitcoin and Ether.
• Anyone can do it; “Dogecoin” was
introduced as a “joke currency”; it
describes itself as “an open source
peer-to-peer digital currency, favored by
Shiba Inus worldwide.”
• Dogecoin has a current market cap of $633.46
million; at one point, it was $2 billion.
© Copyright 2018 Saul Ewing Arnstein & Lehr LLP
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How Do You Launch an ICO?
• Create a document essentially detailing exactly how the
system would work (usually called a white paper)
• Make a nice looking website and explain why your venture is a
good idea
• Ask for people to send you legal tender (or often Bitcoin or
Ether) and in return you send them back your token.
• Consider submitting your ICO to some listings that run
databases of what they perceive to be quality ICOs (e.g.,
coinschedule.com).
• Investors hope that your token will get used a lot and be in
high circulation, which raises the value of the currency.
• Typically, investors can hold your token and receive dividends
(if provided), trade your token, or redeem your token for cash
(through an exchange).
© Copyright 2018 Saul Ewing Arnstein & Lehr LLP
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How Do You Launch an ICO?
• In mid-2014, the Ethereum Foundation sold ETH against 0.0005
Bitcoin each. They received nearly $20 million; it was one of the
largest crowdfundings ever and served as the capital base for the
development of Ethereum.
• If you invested then, you would have made a 14,000% profit.
• Among other things, Ethereum has made it much easier for ventures
to launch their own ICOs, using the Ethereum platform.
• Aragon raised around $25 million in just 15 minutes; Basic
Attention Token raised $35 million in only 30 seconds; and
Status.im raised $270 million in a few hours.
• According to CB Insights, 2017 saw over 5x more capital deployed in
ICOs than in equity financings to blockchain startups. ICOs raised
over $5B across nearly 800 deals in 2017, while equity investors
deployed $1B in 215 deals to the sector.

© Copyright 2018 Saul Ewing Arnstein & Lehr LLP
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Types of Tokens
• 4 common types of ICO coins are equity tokens, debt
tokens, asset tokens, and utility tokens.
• Equity. Equity tokens represent ownership of company
stock or debt. Companies effectively issue shares and
voting rights over the blockchain.
• Debt. Debt tokens often take the form of short-term
loans. One example is the cryptocurrency Steem, which
can be used to purchase Steem Dollars. The users who
hold Steem Dollars receive 10% interest.
© Copyright 2018 Saul Ewing Arnstein & Lehr LLP
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Types of Tokens
•

Asset. Through ICOs, investors have access to a wide variety of asset tokens,
ranging from coins redeemable for precious metals to tokens backed by real
estate.

•

Utility. Often call user tokens, provide users with access to a future product or
service. Through utility token ICOs, startups can raise capital to fund the
development of their blockchain projects, and users can purchase future access
to that service, sometimes at a discount.
An example of a utility token is the Basic Attention Token (BAT). The BAT token
functions as a medium exchange between users, advertisers, and publishers who
participate in the Brave browser ecosystem (like Google).
Advertisers purchase ads using BAT tokens, which are then distributed among
both publishers and browser users as compensation for hosting the ads and
viewing them, respectively.
Filecoin raised over $250 million through the sale of its token that will enable
access to its decentralized cloud storage service.

•

•

•

© Copyright 2018 Saul Ewing Arnstein & Lehr LLP
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Issues/Risks - Security
• Ernst & Young (E&Y) stated in a report released on
January 22, 2018 that more than 10% of ICO funds
are lost or stolen in hacker attacks (almost $400
million), and that cryptocurrency exchanges have an
average of $2 billion in hacking losses.

© Copyright 2018 Saul Ewing Arnstein & Lehr LLP
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Further Reading
•

•

4 Things Real Estate Lawyers Need To Know About Bitcoin:
https://www.law360.com/realestate/articles/1011309/4-things-real-estatelawyers-need-to-know-about-bitcoin?nl_pk=a814f0b5-530a-4819-8100a2847962ada4&utm_source=newsletter&utm_medium=email&utm_campaign
=realestate&read_more=1.
Winklevoss twins attack older generation for failing to understand bitcoin:
http://www.independent.co.uk/news/business/news/winklevoss-twins-bitcoinwall-stret-cryptocurrencies-older-finance-investors-digital-currencya8201266.html (“Tyler and Cameron Winklevoss, who originally bought
120,000 bitcoins in 2012 of which they may have less or more of now, told CNBC
that CEOs such as Berkshire Hathaway’s Warren Buffett and JPMorgan chief
executive Jamie Dimon suffered from a ‘failure of the imagination.’”).

© Copyright 2018 Saul Ewing Arnstein & Lehr LLP
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Crypto Law and
Regulations

Justin S. Wales

Regulating New Technologies
• .Regulators are trying their best...but are in a difficult position.
• On the one hand, they are being asked to adapt quickly to new
technologies that they may not understand in order to protect the
public.
• On the other hand, over-regulation or uninformed regulation can
prevent innovation or create ineffectual laws.

• Early challenges in regulating crypto:
• Bitcoin/Crypto/Smart Contracts are often lumped into one category,
so proposed regulations often lack the nuances necessary to create
practical regulations.

• So…no one really knows how to describe
these things
30

Battle Royale
Crypto is viewed as:
FInCEN

Currency
Property
Security
Commodity
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IRS

SEC

CFTC

X

States

X
X

X
X

X
X

X

Financial Crimes Enforcement
Network – Department of the Treasury
• Collects information on financial
transactions to combat money laundering
and terrorism.
• Requires money servicer businesses to
register and comply with applicable
KYC/AML regulations.
• March 2018 FinCEN published a letter that
indicates tokens released through ICOs
could be deemed “money” under
applicable regulations requiring issuers to
comply with FinCEN’s registration
requirements:
“"...a developer that sells convertible virtual
currency, including in the form of ICO coins or
tokens, in exchange for another type of value
that substitutes for currency is a money
transmitter and must comply with AML/CFT
requirements that apply to this type of [money
services business]. An exchange that sells
ICO coins or tokens, or exchanges them for
other virtual currency, fiat currency, or other
value that substitutes for currency, would
typically also be a money transmitter.“”
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• FinCEN actually issued the first federal
enforcement against a virtual currency
exchanger in 2015:
• Assessed $700k in fines against Ripple for
violating the Bank Secrecy Act by acting as
a money service business and selling XRP
without first registering with FinCEN and
implementing AML program to prevent use
by terrorists.

Internal Revenue Service
• 2014 – IRS first issued guidance classifying virtual
currencies, “such as bitcoin,” as property.
• Has made no distinction between types of cryptocurrencies.
• Subjects all cryptocurrencies to capital gains treatment.
• Pro: Recognizes that many purchase crypto as an investment.
• Con: Limits potential bitcoin and other virtual currencies from being
adopted as currencies because each purchase (including of other
cryptocurrencies) is a taxable event (i.e., TAX NIGHTMARE).

• At the same time, virtual currencies are taxed as income if
paid as wages.
• Has not provided definitive guidance on treatment
of “forks,” “air drops” or virtual currencies
that are “mined” by the holder.
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CFTC – Commodity Futures
Trade Commission
• Views “virtual currencies” as commodities regulated
by CFTC.
• E.D.N.Y. in CFTC v. McDonnel (2018) agreed with CFTC’s position on the basis
that “Virtual currencies are ‘goods’ exchanged in a market for a uniform quality and
value…They fall well within the common definition of ‘commodity’.”
1. A commodity, as defined in the Commodity Exchange Act, includes the
agricultural commodities enumerated in Section 1a(9) of the Commodity
Exchange Act, 7 USC 1a(9), and all other goods and articles, except onions as
provided in Public Law 85-839 (7 USC 13-1), a 1958 law that banned futures
trading in onions, and all services, rights, and interests in which contracts for
future delivery are presently or in the future dealt in;
2. A physical commodity such as an agricultural product or a natural resource as
opposed to a financial instrument such as a currency or interest rate. See 7
USC 1a(9)

• Commodity Exchange Act intends to regulate sale of futures or
derivatives of commodities, but grants authority to exercise jurisdiction
on fraud.
• By ruling virtual currencies are commodities, CFTC can exercise its jurisdiction
over fraud that does not directly involve the sale of futures or derivative contracts.
• Problem: Many virtual currencies are more reasonably classified, and are intended
to be currencies or financial instruments.
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SEC – Securities and Exchange
Commission
• Regulates securities.
• Underlying purpose is to prevent investor fraud.
• Section 2(a)(36) of the 1940 Act defines security as:
• Any note, stock, treasury stock, security future, security-based swap, bond,
debenture, evidence of indebtedness, certificate of interest or participation in
any profit-sharing agreement, collateral-trust certificate, preorganization
certificate or subscription, transferable share, investment contract, votingtrust certificate, certificate of deposit for a security, fractional undivided
interest in oil, gas, or other mineral rights, any put, call, straddle, option, or
privilege on any security, certificate of deposit, or group or index of securities
(including any interest therein or based on the value thereof), or any put, call,
straddle, option, or privilege entered into on a national securities exchange
relating to foreign currency, or, in general, any interest or instrument
commonly known as a “security,” or any certificate of interest or participation
in, temporary or interim certificate for, receipt for, guarantee of, or warrant or
right to subscribe to or purchase, any of the foregoing.
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Investment Contract
• SEC’s definition of securities is purposefully broad.
• An investment contract is an investment of:
•
•
•
•

Money
In a common enterprise
With a reasonable expectation of profits
To be derived solely from the entrepreneurial or managerial
efforts of others. SEC v. Edwards, 540 U.S. 389, 393
(2004); SEC v. W.J. Howey Co., 328 U.S.293, 301 (1946).

As explained by SEC in US v. ReCoin (E.D. NY 2018), the
Howey test is designed to be “flexible” and “capable of
adaptation to meet the countless and variable schemes devised
by those who seek the use of the money of others on the
promise of profits.” Howey, 328 U.S. at 299.
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“Utility Tokens?”
• Throughout 2017, token
offerings or ICOs became a
fundraising mechanism. Over
$4 billion raised through
token sales. Lots of fraud,
poorly managed or designed
projects. Some very good
projects.
• Many of the tokens purported
to be “utility tokens” rather than
“securities”
• SEC has not weighed in on
what constitutes a “utility
token.” In fact, they have not
recognized the existence of
“utility tokens.” They only
recognize security vs. not
security.
37

• Considerations on whether
something is or is not a
security:
• How it is advertised/promoted
• Whether there is actually any
utility upon purchase of token
• Intent of investor

States
• A smorgasbord of different types of regulations including:
• Defining Money Transmission to explicitly include or exclude virtual
currencies.
• Money Transmission is a challenge for virtual currency businesses
as each state takes a radically different approach.
• Recognizing legality of smart contracts
• Including virtual currency into definition of money laundering
• Including/excluding certain types of virtual currencies from state
securities regulations.
Different Approaches:
• NY – Created the “Bit License” to broadly regulate virtual currency
businesses. Drove business away from NY and there are attempts to
amend to lessen burdensome compliance requirements.
• Wyoming – Created definition of “utility token” that
exempts certain types of tokens from state’s
definition of security and exempted virtual
currencies from state’s MT requirement.
38

Questions and Answers
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About Justin Wales and Carlton Fields
Justin Wales
jwales@carltonfields.com
www.carltonfields.com/jwales/
305.347.6830

Justin serves as chair of the firm’s blockchain
technology and digital currency practice. He
advises institutional clients (logistics,
healthcare, insurance, telecommunications,
etc.) on adoption of new technologies. He also
represents exchanges, wallets, token issuers,
and traders. He speaks and writes often about
the intersection between law and technology.
Justin is also an experienced litigator who
assists clients with constitutional and
intellectual property disputes, including First
Amendment, trade secrets, and access to
government-held information claims.
In late 2010, he became involved in Bitcoin.
Upon graduating from law school in 2012, he
practiced as a First Amendment attorney. As
the industry grew, his practice became more
transactional and regulatory.
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Carlton Fields is at the forefront of
identifying the numerous complex legal
issues faced by today’s innovators.
Digital currencies, smart contracts, and
blockchain/distributed ledger technologies
have ushered in a new era of innovation that
we believe has the potential to disrupt the
way we interact with one another, our
governments, and private industry. As
innovation continues, the technology’s
potential to transform how business is
conducted presents new challenges and
opportunities across nearly every
conceivable industrial sector.
As the law in this area develops, Carlton
Fields has taken a forward-looking approach
to working with clients on blockchain-related
issues, including those arising from the use
of cryptocurrencies and smart contracts. The
members of our interdisciplinary blockchain
practice are committed to embracing and
maximizing the transformative potential of
this technology.
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