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The Middle East: Corruption Climate
Transparency International Corruption Perceptions Index 2014
Turkey: 45th

Iran: 136th

Syria: 159th

Iraq: 170th
Kuwait: 67th

Lebanon: 136th
Bahrain: 55th
Jordan: 55th

Israel: 37th

Qatar: 26th

United Arab Emirates: 25th

Oman: 64st

Saudi Arabia: 55th

Yemen: 161th

Source: Transparency International’s Corruption Perceptions Index 2014.
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The Middle East: Corruption Climate (cont’d)

84%

Nearly
20%

Percentage of MENA
countries that score below
50 in the Corruption
Perceptions Index 2014,
where 0 is highly corrupt
and 100 very clean. This
percentage is unchanged
from 2013.

Institutions perceived as most
corrupt in the Middle East:
1.
2.
3.
4.
5.
6.

Political Parties
Public Officials / Civil Servants
Police
Media
Judiciary
Religious Institutions.

Percent of Middle Eastern
respondents to PwC’s
Global Economic Crime
Survey indicated their
organization had been
asked to pay a bribe.
Sources: Transparency International’s Corruption Perceptions Index 2014; PricewaterhouseCoopers’s Global
Economic Crime Survey 2014, Economic Crime in the Middle East; Transparency International’s Global
Corruption Barometer 2013.
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The Middle East: Challenges for Businesses
•

•

•

•
“Large firms with connections to
state officials are able to manipulate
the rules to their advantage. Smaller
firms face an unequal playing field
and must operate informally or resort
to bribes.”
—Center For International Private Enterprise, 2008

•

Many markets are dominated by large
firms with connections to government or
royal families.
The government has a history as an
important player in the economy rather
than an arm’s-length regulator.
The use of intermediaries is common
because of the premium placed on
personal relationships.
Gift-giving is a standard part of local
business practices in some areas.
• Varying cultural norms from country
to country compound FCPA
compliance challenges.
The diverse cultures across the Middle
East bring additional challenges –
including different governmental and
legislative structures.

Source: Center for International Private Enterprise, Issue Paper No. 0804, Middle East and North
Africa Reform: Rooted in Economic and Political Ground (2008).
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Overview: FCPA
What is the Foreign Corrupt Practices Act?
The FCPA was enacted in 1977 in the wake of reports that
U.S. businesses were making large payments to foreign
officials to secure business.
•

Anti-Bribery Provisions: The FCPA prohibits corruptly giving, promising, or offering
anything of value to a foreign government official, political party, or party official with the
intent to influence that official in his or her official capacity or to secure an improper
advantage in order to obtain or retain business.

•

Accounting Provisions: The FCPA also requires issuers to maintain accurate “books and
records” and reasonably effective internal controls.

Enforcement Agencies
Department of Justice
-Criminal enforcement of the anti-bribery
provisions
-Civil enforcement of anti-bribery provisions
(except issuers)
-Criminal enforcement of the accounting
provisions (books-and-records and internal
controls)

Securities and Exchange Commission
-Civil enforcement of the first anti-bribery
provision (issuers)
-Civil enforcement of the accounting
provisions (books-and-records and internal
controls)
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Overview: FCPA
Who is covered by the FCPA?
•

Issuers: Any company whose securities (including level two and level three ADRs and
registered debt) are registered in the United States or that is required to file periodic reports
with the SEC.
• The FCPA also applies to stockholders, officers, directors, employees, and agents acting
on behalf of the issuer.
• Issuers must adhere to both the FCPA’s Anti-Bribery and Accounting Provisions.

•

Domestic Concerns: Any individual who is a U.S. citizen, national, or resident of the United
States (not just U.S. citizens), or any business organization that has its principal place of
business in the United States or which is organized in the United States.
• The FCPA also applies to stockholders, officers, directors, employees, and agents acting
on behalf of the domestic concern.
• “Domestic Concerns” must adhere to the FCPA’s Anti-Bribery Provisions.

•

Other Persons: Anyone who takes any act in furtherance of a corrupt payment while within
the territory of the United States.
• “Other Persons” must adhere to the FCPA’s Anti-Bribery Provisions.
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Definition of “Foreign Official”
FCPA prohibits corrupt payments to “foreign officials,” which is defined
expansively to include:
•

Any officer or employee (including
low-level personnel) of a foreign
government department or agency

•

Personnel of an “instrumentality” of
a foreign government, which has
been construed to include
employees of government-owned or
government-controlled businesses
and enterprises

•

Personnel of public international
organizations, such as the United
Nations, World Bank or other
international financial institutions,
the Red Cross, and others

•

Political party officials and
candidates

•

Members of royal families

11th Circuit Adopts Broad Definition of
“Instrumentality”

In U.S. v. Esquenazi,* the 11th Circuit recently defined an
“instrumentality” as an entity that 1) is controlled by the foreign
government and 2) performs a function the government treats
as its own. According to the court, characteristics of a
“controlled” entity may include:
• Government’s formal designation;
• Government ownership stake;
• Government’s ability to hire and fire the entity’s principals;
• Extent to which the entity’s profits go to the government;
and
• Extent to which government funds the entity.
Characteristics of an entity that performs a government function
include:
• Whether the entity has a monopoly over the function;
• Whether the entity receives government subsidies;
• Whether the entity provides services to the public at large;
and
• Whether the public and the government perceive the entity
to be performing a public function.

*No. 11-15331 (11th Cir. 2014)

11

<Presentation Title/Client Name>

Middle East Enforcement Trend: Royalty
Dealing with royalty is a common feature of doing business in the
Gulf, but it can also have adverse consequences depending on the
nature of the relationship.
The FCPA prohibits US citizens, US entities or those entities listed on a U.S. exchange from
bribing Foreign Public Officials (“FPO”). The SEC and DOJ have generally taken a broad
approach to the definition of FPO and, in 2012, released an Opinion on whether members of
a foreign royal family can be considered FPOs on the basis of a number of criteria including:
The structure and distribution of power within a
country’s government

A ruling family’s current and historical legal status
and powers

The individual’s position within the ruling family

An individual’s present and past positions within the
government

The mechanisms by which an individual could come to
hold a position with governmental authority or
responsibilities

The likelihood that an individual would come to hold
such a position

An individual’s ability, directly or indirectly, to affect
governmental decision-making; and numerous other
factors
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Overview: FCPA
What Type of Payments Are Prohibited?
• The FCPA prohibits not only actual payments, but also any offer, promise,
or authorization of the provision of anything of value.
— No payment needs to be made or benefit bestowed for liability to attach.
— An offer to make a prohibited payment or gift, even if rejected, is a
violation of the FCPA.

• The FCPA also prohibits indirect corrupt payments.
— The FCPA imposes liability if a U.S. person authorizes a payment to a third
party while “knowing” that the third party will make a corrupt payment.
— Third parties include local agents, consultants, attorneys, subsidiaries, etc.
• Political or charitable contributions can violate the FCPA if made with
corrupt intent.
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What Constitutes a “Thing of Value”?
• Liability exists from the first dollar –
there is no “de minimis” exception.

• It is not limited to tangible items of
economic value.
• It can include anything a recipient
would find interesting or useful,
including:
•
•
•
•
•
•
•

Gifts and/or “Comps”
Theater Tickets
Entertainment
Food and Wine
Cash and Gift Cards
Internships
Medical Expenses

•
•
•
•
•
•
•

“As part of an effective compliance
program, a company should have
clear and easily accessible guidelines
and processes in place for gift-giving
by the company’s directors, officers,
employees, and agents.”
—A Resource Guide to the U.S. Foreign Corrupt Practices Act

Professional Training
Trips
Loans
Employment
Consulting Fees
Education
Political or Charitable Contributions
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Trends: Historical Enforcement Patterns
Total Resolved FCPA Enforcement Actions (DOJ and SEC)
1977 through 2014
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© Miller & Chevalier Chartered. Please do not reprint or reuse without permission.
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Trends: Resolved Corporate Enforcement Actions
Involving the Middle East

© Miller & Chevalier Chartered. Please do not reprint or reuse without permission.
Note: Updated through May 1, 2015. This chart tracks each country implicated in the corporate FCPA dispositions brought by the SEC and DOJ.
Where a matter involved more than one action brought against a particular company and its subsidiaries and affiliates, those actions are “combined”
and counted as one.
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Trends: Flow of Investigations Remains High

16
(to date)

© Miller & Chevalier Chartered. Please do not reprint or reuse without permission.

18

Trends: Known Ongoing Investigations Involving
the Middle East

© Miller & Chevalier Chartered. Please do not reprint or reuse without permission.
Note: Updated through May 1, 2015. This chart tracks each country implicated in the corporate FCPA dispositions brought by the SEC and DOJ.
Where a matter involved more than one action brought against a particular company and its subsidiaries and affiliates, those actions are “combined”
and counted as one.
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Trends: Ongoing FCPA Investigations Involving
Conduct in the Middle East
 Numerous companies known to be under investigation
for corruption-related conduct involving one or more
Middle Eastern countries, including:
– At least nine firms in the financial services industry related to
their involvement with sovereign wealth funds in the region
– At least six companies in the pharmaceutical or medical space
– More than dozen companies in the aerospace, architecture,
computer and technology, construction, consulting, engineering,
media, oil and gas, power and energy, and telecommunications
industries
20

Sampling of Recent FCPA Dispositions Involving
Conduct in the Middle East
Company

Industry

Middle Eastern Countries
Implicated

Fine

Year

FLIR Systems

Defense / Security

Saudi Arabia

$9.5 MM

2015

PBSJ Corp.

Industrial Engineering

Morocco and Qatar

$3.4 MM

2015

Alstom

Power & Energy

Egypt and Saudi Arabia

$772 MM

2014

Smith & Wesson

Defense / Security

Pakistan and Turkey

$2 MM

2014

Alcoa

Extractive Industries

Bahrain

$384 MM

2014

Weatherford
International

Oilfield Services

Algeria, Iran, Iraq, and Syria

$152.6
MM

2013

Total

Oil and Gas

Iran

$398 MM

2013

Tyco

Diversified global
manufacturing

Egypt, Libya, Saudi Arabia , Syria ,
Turkey, and UAE

$26 MM

2012

Aon Corp.

Insurance

Egypt and UAE

$16.2 MM

2011

BAE Systems

Defense/Aerospace

Saudi Arabia

$400 MM

2010

Daimler

Automotive and
Transportation

Egypt, Iraq, and Turkey

$185 MM

2010
21

Sampling of Common Features of Recent FCPA
Enforcement in the Middle East


Third-party agents and consultants used to help channel improper
payments to public officials



Bribes paid to public officials to secure defense procurement
contracts or tenders related to large-scale, government-led
infrastructure and development projects



Involvement by governments and/or public officials in the private
sector that creates additional risk areas



Lavish gifts, travel and entertainment provided to key decision
makers



Industry-wide investigations that include a focus one or more
countries in the Middle East
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Case Study: Alstom S.A. (2014)


In Dec. 2014, Alstom entered into a disposition with DOJ, agreeing to
pay record $772.3 MM criminal fine to settle a range of allegations,
including that the power and energy company:
–

bribed officials at EEHC (Egypt's state-controlled electricity company) to influence
tenders for two power projects valued at $60 MM, retaining a consultant to channel
$3MM into accounts of Egyptian officials overseeing bidding process

–

bribed Egyptian officials to secure two U.S AID-supported contracts to build
electrical grids valued at $45 MM. Alstom used at least three intermediaries to
channel its illicit payments.

–

continued bribery schemes originated by a Saudi company that Alstom acquired in
2000, through which it obtained $3 billion in projects with the state-owned Saudi
Electric Company (SECo). Alstom used at least six consultants (including close
relatives of SECo officials) to channel a significant portion of $39 MM in fees to "key
decision makers." Alstom also gave $2.2 MM to an Islamic charity affiliated with a
Saudi official.
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Case Study: PBSJ Corp. (2015)


In Jan. 2015, PBSJ entered into a DPA with SEC, agreeing to pay $3.4 MM
in fines/disgorgement to settle a range of allegations, including that:
– Engineering company’s subsidiary, PBSJ International, promised payments to a
Qatari official in exchange for confidential bid and pricing information, which it
used to secure two competitive tenders issued by the real estate arm of Qatar's
sovereign wealth fund: (1) a light rail transit project in Qatar; and (2) a hotel resort
development in Morocco.
– Specifically, PBSJ International agreed to provide Qatari official with kickback of
$3.6 MM on light rail project and agency fee of $750,000 on hotel resort
development project (with all funds channeled to local company owned by
official). In exchange, Qatari official helped PBSJ International tailor its original
bids to secure tenders.

 After PBSJ initiated internal investigation, Qatar's sovereign wealth fund
rescinded the contract for the Morocco Resort project.
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Case Study: FLIR Systems (2015)


In Apr. 2015, FLIR Systems agreed to pay more than $9.5 MM in fines
and disgorgement to settle range of allegations, including that the
defense and securities product company:
– Provided expensive gifts to and financed a “world tour” of personal travel for

government officials in Saudi Arabia who played key roles in decisions to
purchase FLIR products
– Paid cursory invoices relating to extended travel for Egyptian officials that a
company partner submitted without any supporting documentation
– Failed to implement adequate internal controls over provision of gifts and
entertainment out of its foreign sales offices
– Earned more than $7 million in profits from sales influenced by the improper
travel and gifts.

 SEC previously charged two FLIR employees in connection with these
allegations
25
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II INTERSECTION OF THE FCPA AND LOCAL
ANTIBRIBERY LAWS

A. Congruency of the Laws
• The US FCPA is not unique in its objective - the prevention of bribery - its
uniqueness derives from its extra territorial (i.e. global) application
• Domestic antibribery laws are essentially a given in a developed or
developing economy - today's global focus on enforcement almost
guarantees the same
• However, the FCPA is global in approach, aggressively enforced and
applicable beyond the normal anticipated groups or targets - beyond just
nationals and local acts
• Historically, this led to a common refrain that it materially disadvantaged
U.S. business in the global economy
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A. Congruency of the Laws . . . cont.
• However, you should anticipate that each jurisdiction in the ME will have a
web of laws, regulations, ministerial rules or policies that prohibit bribery
of their public officials in a domestic context
• Not as common that they always have a parallel private sector scheme
Note:

In some jurisdictions, such as the UAE, the web of these
"regulatory mechanisms" can be complex
• akin to a US federal scheme
Also, it is not always the case that these mechanisms are:
• Known
• Understood
• Publicly available
• Enforced
• at least other than on a targeted basis
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B. Domestic Regulations Prohibiting Bribery
♦ In MENA, these prohibitions may be specific statutory prohibitions (KSA)
or they may be penal code driven (Egypt)
♦ Generally, they all mirror FCPA provisions as to
• Corrupt intent
• Personal benefit in some form - without a minimum threshold as to
amount, and
• Misuse or abuse of authority
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Examples of National Legislation
KUWAIT
♦ Law No. 16 of 1960 (Arts. 114 – 119)
♦ Law No. 31 of 1970 (Arts 35 to 43)
• In summary, prohibits government & public sector employees from
receiving any form of payment or benefit to perform his entrusted
duty or to refrain from the same
• Does not specify corrupt intent but it is clearly implied
• Addresses payer as well (Law 31 of 1970)
• Financial penalties are minimal, essentially recoupment of benefit
• Penal sentences are material
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Review of National Legislation . . . cont.
KUWAIT cont.
Civil Service Law No. 15 of 1979
♦ Prohibits employee from “utilizing his post for any purpose whatever or
to mediate in favor of anybody in the affairs of his post”
♦ Penalties essentially are termination
The Disclosure Law - post Gulf War
• Parliamentary Intent
• Results in practice
• Definition of Intermediary

32

<Presentation Title/Client Name>

Review of National Legislation . . . cont.
IRAQ
♦ Penal Code Model
♦ Addresses both the receipt (Article 307)
Article 307 the Iraqi Penal Code No. 111 of 1969 (amended) (“Iraqi
Penal Code”) prohibits any public official or public sector
employee from “receiving any kind of benefit or a promise of a
benefit in return for carrying out the duties they are already
assigned to do, or for not performing certain duties or breaching
the terms of their employment”.
♦ And the payment (Article 308)
Article 310 of the Iraqi Penal Code makes it unlawful to bribe
public officials - it provides (in unofficial English translation) that:
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Review of National Legislation . . . cont.
“Any person who gives, presents, offers or promises to give to an official
or a person entrusted with public service any of the items provided for
in Article 308 shall be deemed as a briber.” It also imposes the same
penalties on the act of bribing as the receipt of a bribe.
♦ Defines broadly the nature of the benefit (Article 308)
“a gift, benefit, advantage or promise of any thereof for performing or
refraining from performing any act which does not fall within the
scope of (the official's) duties and which he
alleged or mistakenly
thought it did”
♦ Note also, the recent amendment to Art. 135 states courts are not to
show any leniency for crimes relating to abuse of public position
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Review of National Legislation . . . cont.
♦ Penalties are penal (up to 10 years) and include recoupment of the
benefit
♦ Civil Servants Law No. 14 of 1991
• Addresses personal benefit prohibition

but
• also prohibits borrowing or taking any benefit from
contractors
♦ Creation of Commission of Integrity under CPA Order 55 of 2004
creates an independent investigating and enforcement arm
♦ Prime example of limited benefits from statutory development

35

<Presentation Title/Client Name>

Review of National Legislation . . . cont.
UAE
♦ Federal Penal Code, Law No. 3 of 1987
Arts 235, 237
• It is a crime to offer, solicit or accept, or to give or promise to
give, any gift or privilege to any person who is a public official,
or to any person who is entrusted with public service, in return
for or as a reward for performing or not performing any
official duties.
• In addition, it is illegal to attempt to use a third party
intermediary to pay or receive any such gift or privilege.
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Review of National Legislation . . . cont.
♦ The Emirate of Dubai has its own separate special purpose legislation
that regulates employment of civil servants generally, including bribery,
conflict of interest situations and the giving of gifts to Dubai
government officials subject to the Dubai Civil Service Law (Dubai
Human Resources Law No. 27 of 2006, as amended).

37

<Presentation Title/Client Name>

Review of National Legislation . . . cont.
♦ The Emirate of Abu Dhabi also has its own separate special purpose
legislation that regulates employment of civil servants generally,
including conflict of interest situations and dishonest conduct in the
case of Abu Dhabi government officials subject to the Abu Dhabi Civil
Service Law (Civil Service Law No. 1 of 2006, as amended).
♦ The UAE Federal Civil Service Law (Federal Decree Law No. 11 of
2008, as amended) also regulates bribery, conflict of interest situations
and the giving of gifts to UAE government officials subject to that law.
♦ There are also extensive laws that apply specifically to members of the
Armed Forces
• address any commercial activities by such persons

• prohibit doing business with the Armed Forces
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Saudi Arabia - Perhaps the leader in this regard
♦ Regulatory framework is not novel, unique or extensive – it is a simply
stated anti-bribery statute - pre-dated the US FCPA
♦ Royal Decree No. M/36 (1992) – The Combating Bribery Law
Criminalizes bribery and, under certain circumstances, gifts to public
officials
•

Makes it a crime to offer or pay a bribe and deems a gift to be a
bribe if it is provided or offered for the official to perform or not
perform his duties or to violate his duties.
- Corrupt Intent -

•

Specifically states that every benefit or privilege “regardless of the
kind or description thereof, be it material or not, shall be deemed
to be a promise or a gift”.
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Saudi Arabia . . . cont.
There is no threshold of value or materiality below which a gift or benefit
is free of risk
♦ “Public official” is defined broadly (Article 8) to include:

1. Permanent or temporary employees of the
government or any of the public administrate
authorities;
2. Arbitrators or experts appointed by a
governmental entity or any entity with judicial
specialization;
3. Persons appointed by a government authority or
administrative authority to perform specific
assignments.
♦ Titular and functional test
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Saudi Arabia . . . cont.
♦ Civil Service Regulations issued by Royal Decree M/49 7/10/1397 H
(corresponding to 21 September 1977) (“Civil Service Regulations”)
Article 12 of the Civil Service Regulations prohibit certain types of
misconduct, including violating the Combating Bribery Law and,
separately, “Acceptance of gifts or gratuities or otherwise by own or
through an intermediary for the purpose of the temptation of
employers’ interest.”

♦ Scope is broad, addresses conduct well beyond traditional bribery
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Overview of Anti-Bribery Regulations in Saudi Arabia
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The National Anti-Corruption Commission
♦ Established pursuant to Royal Order No. A/65 dated 13/4/1432H

♦ Council of Ministers Resolution No. 165, Dated 28/5/1432H – 2/5/2011
created the Statute of The National Anti-Corruption Commission and
defines the powers and responsibilities of the Commission
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The National Anti-Corruption Commission
♦ Answers directly to the King who has a pronounced history of being the
family enforcer - Uncle Salman - as did King Abdullah in fighting
corruption
♦ Enjoys full financial and administrative independence
♦ Objective is to maintain integrity, promote transparency and combat
financial and administrative corruption in all forms, manifestations and
means
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The National Anti-Corruption Commission
Important Powers of the Commission

♦ Investigate financial and administrative corruption in contracts related
to matters of public concern and pursue necessary legal procedures
♦ Pursue with relevant authorities the recovery of property and proceeds
of corruption crimes
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The National Anti-Corruption Commission
♦ Propose necessary laws and policies and periodically review relevant
laws and regulations
♦ Cooperate with relevant entities and civil society institutions towards
raising public awareness
♦ Review business procedures of entities to identify deficiencies that may
lead to corruption
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Recent Developments in the Saudi Anti-Corruption Efforts
♦ Raising Public Awareness - Newspaper Articles and Enforcement
Actions
♦ Targeted Investigations
♦ Less Visible but Important Efforts of the Government
♦ Substantial officials quietly prosecuted
♦ Members of Ruling Family removed from posts
♦ Numerous contractors blacklisted by Aramco
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Recent Developments in the Saudi Anti-Corruption Efforts
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Recent Developments in the Saudi Anti-Corruption Efforts
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Recent Developments in the Saudi Anti-Corruption Efforts
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Recent Developments in the Saudi Anti-Corruption Efforts
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Recent Developments in the Saudi Anti-Corruption Efforts
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Recent Developments in the Saudi Anti-Corruption Efforts
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C. Gift Giving
•
•
•
•

Can be highly problematic and a source of cultural conflict
Arises in an M+A, joint venture or agency perspective
Eg. Patriarchal practice of gift giving without attribution
Cultural tradition has been a source of issues but current
enforcement has impacted the tradition
• Be very careful you do not embarrass the beneficiary, even as to
meals
• NB:
o the local statues are an anything of value capture
o there is no de minimis safe harbor
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If however, business dictates gift giving
♦ Review
• regulatory framework
• ministerial guidelines
• policies and practices
• contract terms
♦ Gifts must be
• reasonable in value
• publicly granted
• with advance notice and perhaps approval (similar to
travel/business expense coverage)
• culturally sensitive (Non Muslims giving Korans?)
• bearing logos also helpful
♦ If gifts are material, they should be made to the Ministry in a highly
public forum
57
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Middle East Enforcement Example 1 Weatherford (2013)
 Oil services company charged with FCPA and trade sanctions
violations, along with commercial bribery/employee fraud
– Conduct centered on Angola; also countries in the Middle East,
elsewhere

 Joint venture used to funnel bribes
– JV partners linked to government officials
– In-house counsel misrepresented that the JV had been vetted and
approved

 Also used a Switzerland-based freight forwarder to funnel bribes,
despite red flags including objecting to anti-corruption contractual
safeguards
 Total sanction: $153 million (plus about $100 million in legal and
forensic accounting fees)

© 2014, Steptoe & Johnson LLP, All Rights Reserved
www.steptoe.com
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Middle East Enforcement Example 2 - Innospec (2010)
 Conduct: To obtain sales of a gasoline additive, Innospec (a) paid
$5.8 million in kickbacks in connection with U.N. Oil-for-Food
Program and bribes to Iraqi officials; and (b) $2.8 million in bribes
to Indonesian officials. Also made $20 million in sales to Cubanowned power plants without a license from OFAC.
 Coordinated settlement among four authorities: US DOJ, SEC,
OFAC, and UK SFO
– UK court balked at approving reduced fine, but reluctantly approved
while cautioning that future agreements will be closely scrutinized

 Penalties:
– $40.2 million in total penalties divided among agencies ($11.4 million
contingent).
– Huge reduction from Sentencing Guidelines and other available
sanctions due to inability to pay; five-year installment agreement
approved.
– Corporate monitor to report to DOJ, SEC and SFO.
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Middle East Enforcement Example 3 – Alcoa (2014)
 Australian subsidiary of a U.S.-based metals/mining company accused of
bribing officials of a state-owned aluminum smelter in Bahrain (Alba)
– Alba a major customer for almost 20 years

 In 1989, Alcoa hired a consultant in London with close contacts in Bahrain’s
Royal Family, who helped secure a long-term sales contract with Alba
– Consultant hired at request of Bahraini officials

 In 1996, shifted the arrangement from a commission-based consultancy to a
distributorship
– Product sold to shell company at below market price to allow for mark-ups of $188M to
pay bribes
– Consultant also received “commissions” used to pay bribes

 Total sanction: $384 million
– Alcoa settled a private lawsuit by Alba for $85 million
– UK SFO prosecuting Alba’s former CEO (Bruce Hall), extradited from Australia
– Botched prosecution of the London agent (Victor Dahdaleh)
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Compliance Program Expectations

 Companies expected to adopt and maintain
internal compliance programs designed to:
– Prevent, detect and remedy improper practices and
– Promote compliance with laws

 Scope of program
– All parts of business, including subsidiaries and
foreign operations where issues may arise
– Risk-based approach
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Compliance Program Elements - Sources
 OECD Good Practice Guidance (2010)
 DOJ Deferred Prosecution Agreements (DPAs)
 US Sentencing Guidelines
 International Standards: TI Business Principles,
PACI, etc.
 Key Developments:
– November 2012: DOJ-SEC Resource Guide
– May 2012: Morgan Stanley/Peterson
declination/prosecution of Gerald Peterson
– Contrast: Marubeni (2014) ($88M criminal fine),
Alstom (2014) ($772M criminal fine)
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Elements of Corporate Compliance Program – DOJ DPA
Attachments
 Clearly articulated written FCPA policy (with strong, visible support from
senior management);
 Promulgate compliance standards, based on an individual risk
assessment, for employees and business partners, governing:
–
–
–
–
–
–
–
–

gifts,
entertainment,
customer travel,
political contributions,
charitable donations,
facilitation payments
solicitation/extortion; and
mergers & acquisitions due diligence and integration program

 Annual review and update of compliance standards;
 Assign responsibility for compliance with a senior, autonomous official
with direct reporting to internal audit, Board and/or Board committees;
 Ensure system of accounting procedures, including internal controls, to
maintain accurate books and records;
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Elements of Corporate Compliance Program –
DOJ DPA Attachments (cont’d)
 Periodic training and annual certifications by employees and
business partners;
 Maintain system for urgent compliance advice (hotline) and
confidential reporting of potential violations (whistle-blowing);

 Institute appropriate disciplinary procedures for violations and
reasonable remedial efforts;
 Due diligence procedures for retention of agents, including
compliance education and anticorruption commitments;

 Standard anticorruption contract clauses, including audit and
termination rights; and
 Periodic review and testing of anticorruption code and
procedures.
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Where Do FCPA/Anticorruption Issues Arise?
 Scenarios = innumerable
– Government Procurement and Tenders
– Key Licenses, Permits, Concessions and Government
Contracts
– Government Regulatory Decisions
•
•
•
•

Environmental
Labor
Health and Safety
Other

– Tax and Customs
– Dealings with State-Owned Enterprises (SOEs)
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Where Do FCPA/Anticorruption Issues Arise? (cont’d)
 Scenarios (cont’d)
– Other Operational Issues, for example:
•
•
•
•
•

Gifts and entertainment
Travel, sponsorships and hosting
Political and charitable contributions
Movement of goods and people
Basic government services (police and security, utilities,
other)

– Legislative and Judicial Decisions
– Vicarious liability risks of companies for acts of
employees and third parties

 But the Middle East poses particular kinds of risks
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Where Do FCPA/Anticorruption Issues Arise? (cont’d)

 Scenarios (cont’d)
– High-risk industries include:
•
•
•
•
•
•

Defense
Extractive
EPC Contractors
Telecommunications
Health Care
Other Highly Regulated

– But every industry has government interactions

 But the Middle East poses particular kinds of
risks
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Third Party Risk Management: Best Practices
 Risk Assessment
– Range of relationships and risks: know the business
– Leverage other business processes/expertise pockets:
internal audit, sanctions/export compliance knowledge

 Policies and Procedures on Engagement
– Due diligence
• Questionnaires/checklists
• Internal sources
• External sources: When to engage?
– Responding to red flags
– Decision-making
– Recordkeeping
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Third Party Risk Management: Best Practices (cont’d)
 Contractual Safeguards
– Define legitimate services
– Compliance assurances: reps/warranties, covenants
– Accounting requirements and cooperation provisions
• Audit rights?
– Remedies: suspension, termination, clawback, etc.
– Other: e.g.,
• Compliance program
• Manner and place of payment
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Third Party Risk Management: Best Practices (cont’d)
 Training
– Periodic reviews and updates
– Online and in-person

 Certifications – overlapping?
– FCPA/anti-corruption-related
– Code of conduct
– Others?

 Monitoring and oversight
–
–
–
–

Audits
Scrutiny of invoices: discounts, rebates, credit notes
Responding to red flags during performance
Periodic reviews and updates
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Dealing with Whistleblower Complaints
 Whistleblowers now a fact of life in Middle East
business
– Not just Dodd-Frank/applicable to US issuers
– Other countries introducing whistleblower legislation

 Policies and procedures:
– No retaliation
– All good faith complaints taken seriously

 Goal of response = keep the complainant:
– “in the tent” and “on the reservation”
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Other Good/Best Compliance Practices
 Leverage sanctions/export compliance processes
– Especially in the Middle East

 Expand third party diligence and engagement
processes to cover additional, related risks (i.e.,
security providers)
 Take advantage of opportunities:
– M&A (significant percentage of FCPA/anti-corruption
enforcement actions arise as a result of M&A)
– Market entry/exit, other corporate events

 Eyes on all the balls:
– World Bank/IFI scrutiny of corruption, related misconduct
– Not just US enforcement: many jurisdictions active
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