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CFIUS Overview


The Committee on Foreign Investment in the United States (CFIUS)
is a US government inter-agency committee that reviews certain
foreign investment for national security concerns



Historically:



–

Limited only to transactions that could result in “control” of a “US business” by a
foreign person

–

Primarily a voluntary process

Under reforms in the Foreign Investment Risk Review Modernization
Act (FIRRMA) of August 2018:
–

Expanded jurisdiction to review other types of transactions

–

Certain filings mandatory
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CFIUS Jurisdiction




“Covered control transaction”: a transaction that could result in control of a US business by a
foreign person
–

“Transaction” is a merger, acquisition, takeover; equity investment; or conversion of a contingent equity interest

–

“Control” is the power, direct or indirect, whether or not exercised, to determine, direct, or decide important matters of an entity

“Covered investment”: certain non-passive, non-controlling investments in certain types of US
businesses by a foreign person
–

–

Nature of US business: must be a “TID US business”
•

produces, designs, tests, manufactures, fabricates, or develops one or more “critical technologies”;

•

involved in certain specified ways with certain “critical infrastructure”; or

•

maintains or collects, directly or indirectly, “sensitive personal data” of US citizens

Nature of investment: must afford the foreign person:
•

member/observer of the board of the TID US business;

•

access to “material non-public technical information” in the possession of the TID US business; or

•

Involvement in substantive decision-making of the TID US business regarding critical technologies, critical infrastructure,
or sensitive personal data
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CFIUS Jurisdiction


Certain real estate transactions
–

Purchases, leases, concessions of real estate involving air or
maritime ports or in proximity to certain sensitive US government
facilities



Any transaction structured to evade CFIUS



Changes in rights that could result in a covered control
transaction or covered investment
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TID US Business – Critical Technology


Defense articles or defense services included on the United States Munitions List (USML) set forth in the
International Traffic in Arms Regulations (“ITAR”) (22 CFR parts 120-130);



Items included on the Commerce Control List (CCL) set forth in Supplement No. 1 to part 774 of the
Export Administration Regulations (EAR) (15 CFR parts 730-774), and controlled—
–

Pursuant to multilateral regimes, including for reasons relating to national security, chemical and biological weapons
proliferation, nuclear nonproliferation, or missile technology; or

–

For reasons relating to regional stability or surreptitious listening



Specially designed and prepared nuclear equipment, parts and components, materials, software, and
technology covered by 10 CFR part 810 (relating to assistance to foreign atomic energy activities);



Nuclear facilities, equipment, and material covered by 10 CFR part 110 (relating to export and import of
nuclear equipment and material);



Select agents and toxins covered by 7 CFR part 331, 9 CFR part 121, or 42 CFR part 73; and



Emerging and foundational technologies controlled under section 1758 of the Export Control Reform Act
of 2018 (50 U.S.C. 4817)
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TID US Business – Critical Infrastructure


Subset of critical infrastructure known as “covered investment critical infrastructure,” which is listed in a detailed
appendix to the CFIUS regulations



28 types, generally within the following areas:
–

Telecoms: certain internet protocol networks, telecommunications and information services, internet exchange points, submarine cable systems and related facilities
(including certain data centers);

–

Power: certain systems for the generation, transmission, distribution, or storage of electric energy comprising the bulk-power system, industrial control systems
utilized therefor, and certain electric storage resources physically connected to the bulk-power system;

–

Oil and Gas: certain refineries, crude oil storage facilities, liquid natural gas (“LNG”) import or export terminals, natural gas underground storage facilities or LNG
peak-shaving facilities, interstate oil and natural gas pipelines, and industrial control systems therefor;

–

Water: certain public water systems and treatment works, and industrial control systems therefor;

–

Finance: certain systemically important financial market utilities, securities and options exchanges, and core processing services providers;

–

Defense Industrial Base: fiber optic cables that directly serve certain military installations; facilities that provide electric power generation, transmission, distribution,
or storage directly to or located on certain military installations and industrial control systems therefor; public water systems or treatment works directly serving certain
military installations and industrial control systems therefor; interstate oil pipelines that directly serve the strategic petroleum reserve; rail lines and associated
connector lines designated as part of the Department of Defense’s (“DOD”) Strategic Rail Corridor Network; satellites or satellite systems providing services directly to
DOD and its components; facilities in the United States that manufacture certain specialty metals, covered materials, chemical weapons antidotes, and carbon, alloy,
and armor steel plate; and – other than commercially available off-the-shelf items – certain industrial resources manufactured or operated for a Major Defense
Acquisition Program, Major System, or “DX” priority-rated contract or order, or funded by the Title III program, Industrial Base Fund, Rapid Innovation Fund,
Manufacturing Technology Program, Defense Logistics Agency (“DLA”) Warstopper Program, or a DLA Surge and Sustainment contract;

–

Ports: airports and maritime ports that are subject to CFIUS’s new real estate jurisdiction



5 specified functions: own, operate, supply, service, or manufacture



A TID US business is one that performs at least one of the functions assigned to the corresponding type of covered
investment critical infrastructure
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TID US Business – Personal Data


Genetic Test Results: results of an individual’s genetic tests, including any related genetic sequencing data,
whenever such results constitute “identifiable data” (i.e., data that can be used to distinguish or trace an individual’s
identity)
-



No threshold for the amount of data or specific individuals for whom it is collected

Certain Identifiable Data: data falling within one or more of ten categories and that are collected or maintained with
respect to certain identified populations of individuals
-

Categories: (a) financial data that could be used to determine an individual’s financial distress or hardship; (b) data in a consumer
report (with certain exceptions); (c) data included in health or other types of insurance applications; (d) data relating to the physical,
mental, or psychological health of an individual; (e) non-public electronic communications (email, text, chat, etc.) between users of the
US business’s products or services if facilitating third-party user communications is a primary purpose of such products or services; (f)
geolocation data; (g) biometric enrollment data; (h) data used to generate a state or federal government ID card; (i) data concerning
US government personnel security clearance status, or (h) data contained in the application for a personnel security clearance or for
employment in a position of public trust

-

Populations: the US business that maintains or collects the identifiable data (a) targets or tailors products or services to any US
executive branch agency or military department with intelligence, national security, or homeland security responsibilities, or to
personnel and contractors thereof; (b) had such data on greater than one million individuals at any point over the 12 months preceding
the earliest of the “completion date” of the transaction, execution of a binding transaction agreement, the submission of a CFIUS
notice or declaration, or certain other transaction-related actions (unless it can demonstrate no ability to collect or maintain any such
data as of the completion date); or (c) has a demonstrated business objective to maintain or collect such data on greater than one
million individuals and such data is an integrated part of the US business’s products or services
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Excepted Investors


Certain foreign persons are exempt from the expansion of CFIUS’s
jurisdiction to covered investment and covered real estate
transactions if they qualify as an “excepted investor”



To be an excepted investor, the foreign person must be connected in
specified ways to an “excepted foreign state,” which are currently
–

Australia

–

Canada

–

United Kingdom of Great Britain and Northern Ireland
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Excepted Investor Criteria
To be an excepted investor, the foreign person must fall into one of three categories:


A foreign national who is exclusively a national of one or more excepted foreign states



A foreign government of an excepted foreign state



A foreign entity that meets each of the following five criteria with respect to itself and each of its parents:
1.

Organized under the laws of an excepted foreign state or in the United States

2.

Principal place of business in an excepted foreign state or the United States

3.

75% or more of the members and 75% or more of the observers to its board of directors is either a US national or a foreign national who is
exclusively a national of one or more excepted foreign states

4.

Any foreign person that individually, or as part of a group of foreign persons that in the aggregate, holds ten percent or more of voting interest,
economic interest, profit interest, or asset interest upon dissolution or that could otherwise control such entity must be (a) a foreign national who is
exclusively a national of one or more excepted foreign states, (b) a government of an excepted foreign state, or (c) an entity organized under the
laws of an excepted foreign state or the United States and that has its principal place of business in an excepted foreign state or the United States

5.

The “minimum excepted ownership” of such entity – defined as a majority of its voting, profit, and asset–upon-dissolution interest for an entity
publicly traded on an exchange in an excepted foreign state or the United States or at least 80 percent of its voting, profit, and asset–upondissolution interest for any other entity – must be held, individually or in the aggregate, by persons each of whom is (a) not a foreign person, (b) a
national of an excepted foreign state and not a national of foreign state that is not an excepted foreign state, (c) a government of an excepted foreign
state, or (d) an entity that is organized under the laws of an excepted foreign state or in the United States and has its principal place of business in
an excepted foreign state or in the United States

Even if an investor meets all of the above criteria, it may still not qualify as an excepted investor if it has
engaged in certain conduct; also, an excepted investor may retroactively lose that status if, at any time during
the three-year period after completion of a transaction, it fails to meet some of the required qualifications
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Mandatory Filing Requirements


At least a declaration must be filed at least 30 days before completing
two categories of transactions involving TID US businesses:
–

Substantial Foreign Government Interest: Acquisition of 25% or more of the voting
interests in a TID US business by a foreign person in which a foreign government
owns, directly or indirectly, at least a 49% interest
•

–

All parent companies of the foreign investor are deemed to own 100% for purposes of this analysis, so
dilution in the ownership chain is disregarded

Critical Technologies: Covered control transaction or covered investment in a TID
US business that produces, designs, tests, manufactures, fabricates, or develops
one or more “critical technologies” if certain criteria are met
•

Current standard requires the critical technologies to be 1) utilized in connection with the TID US business's
activity in one or more enumerated industries or 2) designed by the TID US business specifically for use in
any such industries

•

Recently proposed rule removes the industry standard and focuses on whether the critical technology is
subject to export controls with respect to the country of the foreign investor and its owners
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Exemptions from Mandatory Filing
Requirements
The following are exempt from mandatory filing requirements:


A covered control transaction by an excepted investor (note: qualifying as an excepted investor already precludes the investor
from being subject to the expanded jurisdiction for covered investments in TID US businesses)



A covered transaction (i.e., covered control transaction or covered investment) made directly by a company holding an active
facility security clearance and operating pursuant to a Security Control Agreement, Special Security Agreement, Proxy
Agreement, or Voting Trust Agreement to mitigate its foreign ownership, control or influence (FOCI)



A covered transaction by an investment fund if the fund is managed exclusively by a general partner (or equivalent) that is
either not a foreign person or is ultimately controlled exclusively by US nationals and to the extent any foreign limited partner
serves on an advisory board or committee of the fund, such role would not allow the foreign limited partner to control the fund,
its investment decisions, or decisions regarding the entities in which it has invested



An investment that becomes a covered investment only because the investor ceases to meet the excepted investor criteria
during the three-year period after the completion date



A covered control transaction involving an air carrier that holds a general, temporary, or charter air transportation certificate
(note: FIRRMA already carves out such carriers from covered investments)



A covered transaction where the target only qualifies as a TID US business because it produces, designs, tests,
manufactures, fabricates, or develops encryption items, software, or technology eligible for License Exception ENC under the
Export Administration Regulations
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White & Case CFIUS FIRRMA Tool


The White & Case CFIUS FIRRMA
Tool provides an online, step-by-step
analysis of a contemplated transaction
in order to assist users in determining
whether the transaction could be
subject to CFIUS's jurisdiction and if
mandatory filing requirements would
apply



Go to whitecase.com/cfius-firrma-tool
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CFIUS Process & Timing – Declaration


Parties may notify CFIUS of a transaction via a declaration, which is
a short-form filing



30-day assessment period once CFIUS accepts the declaration



Parties must respond to follow-up questions within two business
days



At the end of 30 days, CFIUS may take one of four actions:
–

Clear the transaction

–

Advise the parties it cannot conclude action based on the declaration, but not
request they file a joint voluntary notice (commonly referred to as the “shrug”)

–

Request the parties submit a joint voluntary notice regarding the transaction

–

Initiate a review
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CFIUS Process & Timing – Notice
Prefiling

45-Day
Initial Review

45-60 Day
Investigation (if
needed)

15-Day
Presidential
Review (if needed)



Initial review lasts 45 days after CFIUS accepts a notice filed by the parties



Investigation of up to 45 days if CFIUS determines that it needs additional time to complete its
assessment (potential for 15 additional days in extraordinary circumstances)



Parties must respond to follow-up questions within three business days



CFIUS may seek to mitigate any national security risk posed by a transaction that is not adequately
addressed by other provisions of law



If CFIUS determines that a transaction poses national security risks that cannot be resolved by mitigation,
it will refer the transaction to the President, unless the parties choose to abandon the transaction


The President may suspend or prohibit the transaction, and has 15 days to make his decision; presidential decisions are
rare



Typical process, including pre-filing stage, takes up to 5-6 months
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Filing Fees


Starting in May 2020, CFIUS has started implementing filing fees for
joint voluntary notices



Filing fees are not required for declarations, though they do apply if
following a declaration CFIUS requests the parties submit a joint
voluntary notice
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Key Considerations


CFIUS issues should be considered for any foreign
investment where the target is, or has, a US business



Key preliminary issues to consider:
–

Does CFIUS have jurisdiction to review the transaction?
•

CFIUS’s general jurisdiction

•

Expanded jurisdiction for qualifying investments involving TID US businesses

–

If CFIUS has jurisdiction, is notification mandatory?

–

If a filing is not mandatory, should a voluntary notice be made?

–

Should a filing be made via a declaration or notice?
20

Voluntary Filing Considerations


Does the proposed transaction potentially raise national security
considerations, such that a voluntary filing is warranted?



“National Security” is undefined and can be broad



–

CFIUS issues can arise in an array of industry areas

–

FIRRMA identifies some key areas of national security concern—critical
technology, critical infrastructure, sensitive personal data, proximity to
sensitive locations

–

External factors can also change the national security landscape, e.g.,
COVID-19 raises the national security relevance of certain healthcare-related
issues, including supply chain security for medical equipment and
pharmaceuticals

Do other factors warrant filing?
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National Security Considerations


National security risk is a function of the interaction between threat and
vulnerability, and the potential consequences of that interaction for US
national security
–

Threat: whether a foreign person has the capability or intention to exploit or cause harm

–

Vulnerability: whether the nature of the US business, or its relationship to a weakness or shortcoming in a
system, entity or structure, creates susceptibility to impairment of US national security
▪

Availability of supply – to the US government, defense industrial base

▪

Integrity of supply – e.g., susceptibility to sabotage, espionage, supply chain tampering

▪

Sensitive infrastructure

▪

Sensitive technology

▪ Data – that the US business collects (e.g., large amounts of sensitive data on US citizens (PII/PHI)) or to
which it has access (e.g., classified information, sensitive information of its clients/customers or end-users)
▪

Proximity – to ports or sensitive US government installations
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Key Strategic Considerations


Crucial to assess CFIUS issues early in the deal process, for
example:
–

Would a CFIUS filing be required?

–

If not required, is a voluntary CFIUS filing warranted?

–

What potential national security concerns are identified in due
diligence?

–

How should CFIUS risk be allocated between the parties?



Strategic considerations for structuring transactions



Mitigation considerations
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Pre-Deal Investigations Are Vital


Understand the risk around potential partners



Internet research may not be enough



Need to know realities of government investment



Deep understanding of supply chain required



Understand technology, data, and information controlled



Understand relationships
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A New Risk Landscape


More resources for proactive investigations by CFIUS



More invitations to file



Be cognizant of data, technology and geography



Supply chain can be a significant risk



Deal size does not matter
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CFIUS Mitigation Considerations


Anticipate national security concerns that could lead to
mitigation



Stress test compliance programs



Consider operational costs of mitigation



Independent boards/members frequently required – pick
well



Evaluate mitigation from competition customer
perspective
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Related Regulatory Processes – FOCI


Foreign ownership, control or influence (“FOCI”) mitigation required
for transactions involving foreign investment in or acquisition of a US
company holding a facility security clearance and performing on
classified contracts



Parallel process with CFIUS review



The form of FOCI mitigation varies depending on the nature and
extent of the FOCI involved



–

Majority ownership: Special Security Agreement or Proxy Agreement

–

Minority ownership: Security Control Agreement or FOCI Board Resolution

FOCI mitigation can be standalone or in addition to CFIUS mitigation
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Related Regulatory Processes –
Team Telecom


National security review of foreign investment in companies holding certain
Federal Communications Commission (“FCC”) licenses



Executive Order in April 2020 formalized the long-standing Team Telecom
process, establishing the Committee for the Assessment of Foreign Participation
in the United States Telecommunications Services Sector



The FCC’s practice with Team Telecom has been to refer for review (i)
international section 214 and submarine cable landing license applications where
an applicant has 10%+ direct or indirect foreign ownership, and (ii) petitions
seeking authority to exceed Communications Act Section 310(b) foreign
ownership limits for broadcast and common carrier wireless licensees



Team Telecom was previously an ad hoc process, but the Executive Order
establishes an official structure, timeline, scope of authority, and review process



Mitigation often required to address national security concerns
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CFIUS Key Issues & Trends


Continued high scrutiny of Chinese investment and investment by foreign
acquirers connected to China, particularly in sensitive areas



Even as Chinese investment has declined, mitigation continues to be a key issue
that parties must consider and plan for



Substantially fewer transactions were stopped by CFIUS in 2019 than the prior
two years



CFIUS is clearing more transactions in the review phase, though it is still
important to plan for a longer process since about half require an investigation



The number of notified transactions has increased since FIRRMA was enacted,
but full extent is still unclear since new regulations just took effect in February



CFIUS Pilot Program statistics show notable trends
–

Declarations were at a steady pace of around ten per month

–

CFIUS’s clearance rate for declarations under the Pilot Program improved substantially over time
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Case Study #1


A Netherlands-based software company that provides SaaS
products supporting cloud operations globally including in the
United States



It has no government contracts and is focused on the
commercial sector



The company acquires a small Israeli software firm that has
nascent operations in the United States



No filing with CFIUS is made



Months after the closing the company receives a letter from
CFIUS asking them to file
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Case Study #2


A Singapore company is in negotiations to sell a US subsidiary that
produces windows for commercial buildings, including blast resistant
windows for sensitive structures including US embassies



The US subsidiary is subject to a National Security Agreement



The Singapore company begins negotiations with a global
construction company headquartered in Switzerland with significant
business and subsidiaries in the United States



Because of the global pandemic, the Swiss company receives a loan
from the Swiss government giving the Swiss government board seats
and expanded voting rights that puts the company in a strong
financial position to make the acquisition
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Case Study #3


A US robot manufacturer is in negotiations with a
Chinese investment firm to provide capital necessary to
expand its offering and production of robots that sterilize
hospital facilities



The robot company is primarily commercial in nature, but
the company does have government contracts to produce
items subject to the ITAR



Across the parking lot is another company that does
development of drone technology for the US government
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