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GENERAL SCOPE
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 Discussing HIPAA’s impact upon liability claims.
 Not discussing application to worker’s

compensation claims.

I.

IMPACT OF HIPAA ON OBTAINING
MEDICAL RECORDS IN INSURANCE CLAIMS
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A. Uncertainty in the legal field as to how to handle
•
•
•
•
•

a patient’s medical records
Does the mere handling of protected health information
trigger requirements of HIPAA compliance?
What if a third party requests medical records already in
our possession from my firm?
What if the plaintiff refuses to sign the authorization?
Are ex-parte interviews with plaintiff’s physicians/care
personnel permissible?
What do I do with the medical records once litigation
concludes?

I.

IMPACT OF HIPAA ON OBTAINING
MEDICAL RECORDS IN INSURANCE CLAIMS
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B. HIPAA’s Chilling Effect on Discovery:
Some courts say HIPAA limits contact with a
plaintiff’s physician to formal discovery through
depositions and interrogatories
• HIPAA applies to first responders; interviews of EMTs
and paramedics are prohibited
• Split as to whether it preempts certain state laws. Smith
v. American Home Products Corp. Wyeth-Ayerst
Pharmaceutical, 855 A.2d 608 (N.J. Super. 2003) (no
preemption); Bayne v. Provost, 359 F. Supp. 2d 234
(N.D.N.Y. 2005) (preempted).

II. OVERVIEW OF HIPAA PRIVACY RULES
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The Beginning: What is HIPAA?
 Health Insurance Portability Accountability Act.
Pub. L. No. 104-191 (1996).
 HITECH Act Omnibus Final Rule
45 C.F.R. §§ 160 and 164

WHAT IS HITECH?
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 The Health Information Technology for Economic

and Clinical Health Act
 Compliance Date of September 23, 2013
 Expands definition of “business associate” to include

patient safety organizations, health information
organizations, and subcontractors

II. OVERVIEW OF HIPAA PRIVACY RULES
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Core Elements of Final Omnibus Rule
(1) Privacy Rule
45 C.F.R. §§ 160 and 164

(2) Security Rule
45 C.F.R. § 164.302 to 164.318, Subpart C

(3) Breach Notification Rule
45 C.F.R. § 164.402 et seq.

HIPAA SETS FLOOR
13

** HIPAA preempts state law, unless state law is
more stringent**
42 U.S.C.A. § 1320(d); 45 C.F.R. §160.203(b); In re Estate of Broderick,
125 P.3d 564 (Kan. Ct. App. 2005).

TO WHOM DOES HIPAA APPLY?
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• HIPAA only applies to “covered entities” and “business

associates” of covered entities who handle protected
health information.
• Are you a covered entity, or a business associate of a

covered entity under HIPAA?
• No? HIPAA does not apply, but normal discovery rules

apply re medical records, privileged information, etc.
• Yes? The fun begins and HIPAA compliance is required.

HIPPA APPLIES TO ATTORNEYS VIA HITECH
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• HITECH’s definition of a business associate includes attorneys
who provide services for covered entities if those attorneys are
handling personal health information.
• A lawyer is classified as a business associate for HIPAA
requirements if he/she “provides, other than in the capacity of a
member of the workforce of such covered entity, legal … services
to or for such covered entity, or to or for an organized health
care arrangement in which the covered entity participates,
where the provision of the service involves the disclosure of
protected individually identifiable health information from such
covered entity or arrangement, or from another business
associate of such covered entity or arrangement, to the person.”
45 C.F.R. §160.103(a).

HIPAA Applies But…
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 Plaintiff/patient in medical malpractice case gives her

medical records to her attorney. Is the plaintiff’s attorney
now subject to HIPAA?
 Defendant doctor gives plaintiff/patient’s records to

defense counsel. Is defense counsel now subject to HIPAA?

APPLYING HIPAA: THE PRIVACY RULE
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 Because

of computerization and increased electronic
transmission of health information, and recognizing the
need to guarantee certain protections to patients’ privacy,
Congress added a note to 42 U.S.C.A. §1320d-2

 Covered Entities may not use or disclose an individual’s

protected health information for purposes unrelated to
treatment, payment, healthcare operations, or certain
defined exceptions without first obtaining the individual’s
prior written authorization

THE SECURITY RULE
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• Established standards and procedures for securing
electronic PHI from unauthorized access
• Meant to safeguard against unintentional disclosure of

electronic protected health information, either by
mistake or thievery
• Does it apply to non-electronic PHI?

BREACH NOTIFICATION RULE
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BREACH NOTIFICATION RULE
20

• Process by which alleged and known breaches are

investigated

• Breach is the “acquisition, access, use, or disclosure of

protected health information . . . which compromises
the security or privacy of the protected health
information.”

• Does

not include situations where PHI is
disclosed/acquired unintentionally by a member of a
covered entity if disclosure/acquisition was made in
good faith, in scope of authority, and did not result in
further use or disclosure.

WHO GETS A BREACH
NOTIFICATION & WHEN?
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• If a breach occurs, who must be notified? The breaching
party must notify
o Affected individuals 45 C.F.R. § 164.404 (a)(1)
o The
Department of Health and Human Services
45 C.F.R. § 164.408

o

The media, if PHI of more than 500 people was disclosed
45 C.F.R. § 164.406

 When must they be notified?

(1)

Must be within reasonable time, and in all cases no
later than 60 days from the discovery of the breach.

CONTENTS OF BREACH NOTIFICATION
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 Must include in plain language
o
o
o
o
o
o

a brief description of what happened, including,
the date of the breach,
the date of the discovery of the breach (if known),
a description of the PHI disclosed,
any steps the affected individual should take to protect themselves
from potential harm as a result of the breach
a brief description of what the covered entity is doing to investigate
the breach, to mitigate the harm and to protect against further
breaches

 Contact procedures for affected individuals to ask

questions or to learn additional information, which “shall
include” a toll-free number, an email address, website, or
postal address.

Tiered System of Monetary Penalties:
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Penalty Tier

Business Associate’s Culpability Level

Penalty Per Incident

Tier 1*

Did not know and could not have known of the HIPAA
violation

$100 - $50,000

Tier 2*

Knew, or would have known through reasonable due
diligence that an act or omission violates HIPAA, but did
not act with willful neglect.

$1,000 - $50,000

Tier 3

Acted with willful neglect, but took corrective actions
within 30 days

$10,000 - $50,000

Tier 4

Acted with willful neglect and took no corrective action and
took no corrective actions within 30 days

$50,000

* Timely corrective is an affirmative defense to Tier 1 and Tier 2 violations.
Source: http://www.tba.org/journal/privacy-what-lawyers-must-do-to-comply-with-hipaa

PHI GONE WILD!
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 Cignet Health of Prince George’s County, MD; HIPAA Civil






Monetary Penalty, February 4, 2011
Cignet denied 41 patients access to their own medical
records between 09/08 and 10/09.
The Privacy Rule requires that a Covered Entity like Cignet
provide a patient with a copy of their medical records
within 30, and no later than 60, days of the patient’s
request.
Cignet then refused to cooperate in investigations.
Fined $4,300,000.

MASS GENERAL RIDES A SUBWAY
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 A Mass General employee forgets documents on a subway.
 The documents included a patient schedule containing

protected health information of (“PHI”) of 192 patients, and
billing forms with PHI for 66 of those patients. This
included PHI of patients with HIV/AIDS.
 Mass General’s security?
 A rubber band!
 Fined $1,000,000.

CAN I BE SUED FOR A HIPAA VIOLATION?
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 Maybe
 HIPAA does not create a private cause of action.
 But July, 2013 Hinchy v. Walgreens resulted in $1.44m

verdict against Walgreens.

HIPAA COMPLIANCE: OPTIONS FOR
OBTAINING MEDICAL INFORMATION
27

 Assume slip/fall liability scenario.
 Defendant wants to independently obtain medical

information.
 How?

PATIENT AUTHORIZATION
28

GET AN AUTHORIZATION
29

 Ask Plaintiff for an authorization.
 What must it contain?
o Name of the person authorized to make the requested use or
disclosure
o Name of person to whom the covered entity may make the
requested use or disclosure
o A description of each purpose of the requested use or
disclosure
o An expiration date or event
o A dated signature
 45 C.F.R. § 164.508(c)(1) et seq.

CONTENT OF AN AUTHORIZATION
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 Patient must affirm knowledge right to revoke the authorization

in writing and either the exceptions to that right and a
description of how the individual can revoke the authorization,
or a reference to the required notice, if the notice has that
information
 An individual may revoke the authorization if he/she does so in
writing, except to the extent that the covered entity has taken
action based on an authorization
• Covered entity may not condition care, payment, or coverage on
authorization
 The potential for re-disclosure by the recipient of disclosed
information
45 C.F.R. § 164.508(c)

MONETARY COSTS OF RECEIVING MEDICAL
RECORDS FROM HEALTHCARE PROVIDERS
31

 A covered entity may only charge “reasonable”

cost-based fees for providing medical records to
patients. 45 C.F.R. § 164.524(c)
 “Reasonable Charges” by State:

http://www.lamblawoffice.com/medical-records-copyingcharges.html

PRACTICAL TIPS FOR NAVIGATING
HIPAA AUTHORIZATIONS
32
TIP #1 - Remember to include all the necessary HIPAA elements:
1. Name of the person authorized to make the requested use or disclosure
2. Name of the person to whom the covered entity may make the requested
use or disclosure
3. A description of each purpose of the requested use or disclosure.
4. Expiration date or event.
5. A dated signature.
TIP#2 - Remember required content.
1. Patient’s right to revoke authorization
2. Covered entity may not condition care, payment, or coverage on
authorization.
3. The potential for re-disclosure.
TIP #3 – Whose authorization to use?
Covered entities often insist on using their own authorization forms. Be sure it
complies with required elements.
TIP #4 – Be cognizant of expiration date or event. Does the authorization
cover the time frame for the records you need?

WHAT IF PLAINTIFF REFUSES?
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 If Plaintiff refuses to execute HIPAA authorization, can one

be compelled?

 It depends on the jurisdiction.
 Majority rule? No. Clark v. Vega Wholesale, 181 F.R.D.

470 (D. Nev. 1998).

 Criticism: Reads Rule 34 in manner that contradicts intent

of Rule 1.

III. ALTERNATIVE METHODS FOR OBTAINING
MEDICAL RECORDS (WHEN PLAINTIFF REFUSES)
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 Common complaint: Without an authorization, medical

providers ignore subpoenas because they fear HIPAA more
than contempt.
 HIPAA

permits two methods to medical records
information may be obtained without a subpoena. If
followed and the providers still ignore the subpoena, the
court has contempt powers.

 May need to educate local providers & judges.

GETTING RECORDS WITHOUT AN
AUTHORIZATION: OPTION 1
35

 Get a qualified protective order.
 PHI may be disclosed in response to a subpoena, discovery

request, or other lawful process, that is not accompanied by
an order of a court or administrative tribunal, if the covered
entity receives satisfactory assurance from the party
seeking the information that reasonable efforts have been
made by such party to secure a qualified protective order.
45 C.F.R. §164.502(e)(1)

DEFINITION: SATISFACTORY ASSURANCE
36

 What is a satisfactory assurance?
 A covered entity receives satisfactory assurances from

a party seeking protected health information, if the
covered entity receives from such party a written
statement
and
accompanying
documentation
demonstrating that:
o

o

The parties to the dispute giving rise to the request for
information have agreed to a qualified protective order and have
presented it to the court or administrative tribunal with
jurisdiction over the dispute; or
The party seeking the protected health information has requested
a qualified protective order from such court or administrative
tribunal.

DEFINITION: QUALIFIED PROTECTIVE ORDER
37

 A qualified protective order means an order of a court or

of an administrative tribunal or a stipulation by the
parties to the litigation or administrative proceeding
that:
(A) Prohibits the parties from using or disclosing the
protected health information for any purpose other than the
litigation or proceeding for which such information was
requested; and
(B) Requires the return to the covered entity or destruction of
the protected health information (including all copies
made) at the end of the litigation or proceeding
45 C.F.R. § 164.512(e)(1)(v)

THE PROBLEMS WITH OPTION 1
38

 Plaintiff will not approve protective order.
 Court will not grant protective order.
 Provider will not honor protective order.
 Time

GETTING RECORDS WITHOUT AN
AUTHORIZATION: OPTION 2
39

 Just send a subpoena.
 PHI may be disclosed if the covered entity receives

satisfactory assurance from the party seeking the
information that reasonable efforts have been made by such
party to ensure that the individual who is the subject of the
protected health information that has been requested has
been given notice of the request.

DEFINITION: SATISFACTORY ASSURANCE
USING A SUBPOENA
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 Different definition than for a qualified protective order.
 A covered entity receives satisfactory assurances from a party

seeking protected health information if the covered entity receives
from such party a written statement and accompanying
documentation demonstrating that:
(A) The party requesting such information has made a good faith attempt to
provide written notice to the individual (or, if the individual's location is
unknown, to mail a notice to the individual's last known address);
(B) The notice included sufficient information about the litigation or proceeding in
which the protected health information is requested to permit the individual to
raise an objection to the court or administrative tribunal; and
(C) The time for the individual to raise objections to the court or administrative
tribunal has elapsed, and:
(1) No objections were filed; or
(2) All objections filed by the individual have been resolved by the court or the
administrative tribunal and the disclosures being sought are consistent with such
resolution.

 45 C.F.R. § 164.512(e)(1)(iii)

SATISFACTORY ASSURANCE CATCH-ALL
41

 Notwithstanding the other requirements, a covered entity

may disclose protected health information in response to
lawful process without receiving satisfactory assurance, if
the covered entity makes reasonable efforts to provide
notice to the individual similar to a subpoena or to seek a
qualified protective order.
 45 C.F.R. § 164.512(e)(1)(vi)

THE PROBLEMS WITH OPTION 2
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 Provider will not honor the subpoena.
 Educating judges.
 Upside? May be faster than Option 1. Does not require

waiting for record authorizations to arrive before beginning
to gather records.

EX PARTE INTERVIEWS
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 Can I just skip the records & just call the treating physicians

on the phone?

 Maybe. It seems to depend on state law.

EX PARTE INTERVIEWS ARE OK?
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 Holman v. Rasak, 785 N.W.2d 98 (Mich. 2010)
 If a qualified protective order consistent with HIPAA has

been executed, defense counsel may then conduct an ex
parte interview.
 Arons v. Jutkowitz, 880 N.E.2d 831 (N.Y. 2007)
 Plaintiffs compelled to execute HIPAA-compliant
authorizations permitting opposing counsel to conduct ex
parte, off-the-record interviews with plaintiffs’ treating
physicians, provided physicians were informed on counsel’s
identity and interest, and that discussions were voluntary
and limited to medical condition at issue.

EX PARTE INTERVIEWS ARE NOT OK?
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 NRS 49.235 in Nevada creates a doctor-patient privilege.
 NRS 49.235(3) voids the privilege “[a]s to written medical

or hospital records relevant to an issue of the condition of
the patient in any proceeding in which the condition is an
element of the claim or defense.”
 Parker v. Upsher-Smith Labs., Inc., 2009 U.S. Dist. LEXIS

126565 (D. Nev. Aug. 27, 2009)

RESPONDING TO PROVIDER BILLS
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 Can a defendant respond to providers who submit medical

bills for payment?
 Yes, but…

 Roberts v. Smith's Food & Drug Ctrs., Inc., 2014 U.S. Dist.

LEXIS 69747 (D. Nev. May 21, 2014).
 Underscores need to also consider state law.

HIPAA IN REVERSE
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 Can a plaintiff get a defendant’s medical records?
 HIPAA still applies.
 Has defendant has put his medical condition in contention?

WHAT IF PATIENT IS NOT A PARTY?
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 Can I get a non-party’s medical records without an

authorization?
 United States of America, Ex. Rel., Mary Jane Stewart, et.
al. v. The Louisiana Clinic, 2002 U.S. Dist. Lexis 24062
(E.D. La 2002).
 Court has authority to order disclosure of non-party patient
information, subject to a protective order, without
conducting a contradictory hearing or having the parties
obtain the patient’s consent.
 “Twofold” protective order.

AFTER THE RECORDS ARRIVE
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 Don’t become a breach.
 Best practices?
 Remember to redact as necessary before filing with court.

FRCP 5.2. If you forget, rules governing procedure in the
federal courts do not give rise to a private cause of action.
Living Designs, Inc. v. E.I. Dupont de Nemours, 431 F.3d
353, 372 (9th Cir. 2005). This does not prevent sanctions.

QUESTIONS?
WWW.COMPELLINGDISCOVERY.COM

