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Agenda
I.

Sources of Internal Investigations

II. Aspects of Internal Investigations of Particular
Relevance
A.
B.
C.
D.
E.

Right To Counsel and Upjohn
Dodd Frank
Privilege Issues
Joint Defense Concerns
Privacy

III. Questions
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I. Sources of Internal Investigations
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Four Prime Sources of Investigations
Civil Enforcement
Agencies



–
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Alleged Executive
Misconduct



Whistleblowers

Securities and
Exchange Commission
(“SEC”)

Criminal Investigations
– Department of
Justice and U.S.
Attorneys Offices





Government Civil Investigations
Foreign Corrupt Practices Act (“FCPA”)
Aggressive investigations driven by global
financial crisis
False Claims Act – qui tam
Expanding regulatory environment
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Looking for Whistleblower plaintiffs
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Executive Misconduct
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Government Criminal Investigations




Insider Trading
FCPA
Others
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II. Five Key Topics
A.
B.
C.
D.
E.
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Right To Counsel and Upjohn
Dodd Frank
Privilege Issues
Joint Defense Concerns
Privacy

A. Right to Counsel and Upjohn


Indemnification



Advancement of Costs



Interviews
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Indemnification
Coverage

of Reasonable Legal Fees/Expenses

Triggering

Event(s)

–
–

By reason of fact that person is/was corporate
director, officer, employee agent
Party to pending or threatened action, suit or
proceeding
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Criminal, civil, administrative, investigative
Grand jury
SEC investigation
Internal investigation

Indemnification
Permissive
–

–

Statutory Rights


State of incorporation



Delaware law

Corporate Organizational Documents


–
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v. Mandatory

Charter, articles, by-laws

Employment Agreement

Indemnification
Requirements
–

for Obtaining Relief

Success on the merits or “otherwise”


Settlements with/without prejudice;



Settlements with/without admissions of liability

–

Acted in good faith

–

Conduct reasonably believed to be in corporation’s
best interests
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Advancement of Costs
Permissive

v. Mandatory

Procedural

Prerequisites

–

–

–
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Undertaking
 Repayment if determined that not entitled to
indemnification
Affirmation
 Conduct met requisite standard for
indemnification
Authorization and Determination of Facts

Interviews
Whether
–
–
–
–
–
–

to Submit to Interview

Employee Obligations
Adverse Inferences
Counsel’s presence
Advance review of relevant documents
Making own record
Copy of interview memo, transcript

Upjohn

Warnings

Obstruction
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of Justice

B. Dodd – Frank Act Whistleblower
Provisions
The Whistleblower’s Bounty:
Eligibility Requirements
New section 21F of the Securities Exchange Act of 1934, titled
“Securities Whistleblower Incentives and Protection”
The SEC will pay an award to one or more whistleblowers
who:
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Voluntarily provide the SEC
With original information
About any possible (reasonable belief) violation of federal
securities laws that has occurred, is ongoing, or is about to
occur (facially plausible)
That leads to the successful enforcement by the SEC in a federal
court or administrative action or related action
In which the SEC obtains monetary sanctions totaling more than
$1M

Amount of Award
At least 10%
Collected
by the
SEC or other
specified
authorities in
a “Related
Action”
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Not more
than 30%

Who Can Be a Whistleblower?


Almost any individual may be eligible to receive a
whistleblower bounty (e.g., employees, former
employees, vendors, agents, contractors, clients,
customers, and competitors)



Even individuals involved in securities violations
may be eligible whistleblowers
The Dodd-Frank Act bars certain individuals from
award eligibility: Officer/Director/Trustee/Partner; Anyone



who has Compliance/Audit/Legal Responsibilities; Member of
Investigation Firm; Public Accountant
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Who Cannot Be a Whistleblower?
Exceptions to the Exclusions


HOWEVER, attorneys, officers, directors, auditors, or
compliance personnel are eligible for whistleblower awards IF:
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they reasonably believe that disclosure to the SEC is necessary to
prevent the company from engaging in conduct that is likely to
cause substantial injury to the company or its investors;
they reasonably believe that the company is engaging in conduct
that will impede an investigation of the misconduct;
at least 120 days have passed since the whistleblower made an
internal report to the company OR 120 days have passed since
they received the information at a time when the information was
already known internally; or
otherwise ethically permissible (for attorneys)

Not Original Information –
Use of the Privilege


The Commission will not consider information to
be derived from independent knowledge or
independent analysis in the following
circumstances:
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If the whistleblower obtained the information through a
communication that was subject to the attorney-client
privilege
Unless disclosure of the information would be permitted
by an attorney under the SEC’s attorney conduct or
state ethics rules, such as the crime fraud exception

Exception to Original Information –
Confidential Information


The Commission will not consider information to
be derived from independent knowledge or
independent analysis in the following
circumstance:




If it is obtained by a means or in a manner that is
determined by a United States court to violate
applicable federal or state criminal law

Confidentiality agreements cannot preclude
whistleblowing
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Will Whistleblowers Go to
Compliance…First?


The Commission will consider that the whistleblower
provided original information that led to successful
enforcement if:
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The original information was reported through compliance program
procedures before or at the same time it was reported to the
Commission.
The company later provided the results of an investigation initiated
in whole or in part in response to the information the whistleblower
reported.
The whistleblower also submitted the same information to the
Commission within 120 days of providing it to the company.

Will Whistleblowers Go to
Compliance…First?


Criteria determining amount of award (10 percent to 30
percent):
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Factors that may increase award:


Significance of the information;



Assistance provided by the whistleblower;



Programmatic interest of the SEC; and



Participation in internal compliance systems.

Factors that may decrease award:


Whistleblower culpability;



Unreasonable delay in reporting; and



Interference with internal compliance and reporting systems.

More and Better Internal
Investigations


Conduct prompt and effective internal
investigation
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Ensure adequate resources (legal, compliance,
internal audit, outside counsel)
Take steps to maintain the attorney-client privilege
Determine the scope of the wrongdoing across
employees, agents, business units
Determine whether conduct is ongoing

Practical Implications


Certifications/acknowledgments relating to a lack of wrongdoing or
reporting of wrongdoing


Option One:




Option Two:
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“Employee is not aware of any facts that may constitute a violation of the
Company's Code of Conduct and/or legal obligations, including the federal
securities laws”
“Employee agrees that s/he has advised the Company of all facts of which s/he
is aware that s/he believes may constitute a violation of the Company's Code of
Conduct and/or legal obligations, including the federal securities laws, that the
Company has resolved those issues to his/her satisfaction, that Employee is not
aware of any current violations of the Company's Code of Conduct and/or legal
obligations, including the federal securities laws, and that Employee has not
suffered any adverse actions as a result of his/her conduct in this regard”

C. Privilege Issues in Internal Investigations


Steps to preserve Internal Investigation from
discovery E.D.S. v Steingraber, (E.D.Tx July 9,
2003)



Potential waivers include
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Briefing of governmental agencies
Press statements based on investigations
Communications with outside auditors

D. Joint Defense in Internal Investigations


Wisdom from Mr. Franklin

“We must, indeed, all hang together, or most assuredly we
shall all hang separately."
31

“Hanging Together”:
Ethical Issues







Joint representation & positional conflicts
Sharing confidential information & future
disqualification
Scope of common interest
Cost of discovery and ownership of work product
Conflicts with codefendants
Duty of zealous advocacy
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Joint Defense Groups and “Common
Legal Interest” Doctrine


JDG communications are protected under the
“common legal interest” (CLI) doctrine






In re Santa Fe Int’l Corp., 272 F.3d 705 (5th Cir. 2001).

CLI doctrine is often narrowly applied:
(1) “Communications between co-defendants in
actual litigation and their counsel” (id. at 710.)
(2) “Communications between potential codefendants and their counsel” where there is “a
palpable threat of litigation at the time of the
communication” (id. at 710-11)
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“[M]ere awareness that one’s questionable conduct might
some day result in litigation” insufficient (id. at 711)

“Common Legal Interest” Doctrine:
Common Interest


CLI doctrine does not establish privilege, but only
prevents waiver due to disclosure.




All communications must still be pursuant to the
common legal interest for CLI protection

Common interest may not extend to all issues in
litigation
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Power Mosfet Techs, 206 F.R.D. at 425-26, overruled
on other grounds, 2001 WL 35986948 (cited by PowerOne, Inc. v. Artesyn Techs., Inc., 2007 WL 1170733, at
*2) (E.D. Tex. April 18, 2007) (Love, J.).

“Common Legal Interest” Doctrine:
Scope of Representation


Motions to disqualify may be based on former
participation in JDG.






E.g., Turner v. Firestone Tread and Rubber Co., 896 F.
Supp. 651 (E.D. Tex.) (Folsom, J.) (denying motion to
disqualify where no attorney-client relationship was
established by plaintiff’s counsel participation in earlier JDG
with defendant/movant)
Earlier participation in JDG, and plaintiff’s counsel access to
confidential information of defendant in earlier lawsuit, does
not disqualify counsel in later lawsuit. (Id.)

Waiver of conflict can be based on JDG provision
limiting the scope of representation.
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In re Shared Memory Graphics, LLC, Misc. Dkt. No. 978
(Fed. Cir. Sept. 22, 2011) (finding waiver-of-conflict provision
in earlier JDG agreement waived any conflict or
disqualification bar)

Joint Defense Agreements


Written agreement not required




Power Mosfet Techs. v. Siemens AG, 206 F.R.D. 422, 42526 (E.D. Tex.) (2000), overruled on other grounds, 2001 WL
35986948 (July 30, 2001).

Recommended provisions
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Scope of representation
Scope of disclosure of confidential information
Payment of shared costs/fees
Responsibilities and ownership of joint work (e.g., document
review and coding)
Shared experts
Conflicts resolution procedures
Withdrawal and settlement procedures

E. Privacy & Searching Employee Files




U.S. Law:


Sources of Privacy Rights. , most most states recognize a common-law right of privacy.
Whether constitutional or under the common law. .



Balancing Test: many states use a four-factor balancing test : (1) does the corporation
maintain a policy banning personal or other objectionable use; (2) does the company monitor
the use of the employee’s computer or email; (3) do third parties have a right of access to the
computer or e-mail; and (4) did the corporation notify the employee, or was the employee
aware, of the use and monitoring policies?



Consent :


A well-recognized defense to an invasion of privacy claim is consent. Through appropriate
policies and written consents, an employer should be able to effectively defuse privacy
expectations. For example, a Computer and Passwords policy which clearly establishes the
employer’s right to inspect the



Similarly, a well-worded Consent to Search can protect the employer against a privacy
claim, and the refusal to provide such consent may be grounds for disciplinary action.

Foreign Jurisdictions: know the particular country’s privacy laws. Some can be quite restrictive,
even subjection violators to potential criminal penalties.
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Steve Kardell, Partner, Clouse & Dunn
Steve litigates complex employment issues, board of
directors liability for employment practices, executive malfeasance
and corporate ethics terminations.
Before joining Clouse Dunn LLP, Kardell was an
international partner in the Dallas office of Baker & McKenzie, where
he headed that firm's labor and employment practice in the
Southwest. He was a founding Member, SMU Dedman School of
Law Multistate Labor and Employment Law Seminar, 1985-2004 and
a former Chair of the Labor and Employment Section of the State
Bar. He is also Board Certified in Labor & Employment Law.
He is presently an Adjunct Professor of Law, SMU
Dedman School of Law. (Courses: Corporate Governance and
Compliance; Law Technology), and is formerly Co-Editor in Chief of
the Texas Association of Business Employment Law Handbook
(James Publications), as well as a former law clerk in the Eastern
District of Texas.
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Wes Loegering has represented clients in complex federal and
state civil and criminal trials for more than 25 years. He has handled all
aspects of litigation involving business and government controversies, with a
focus on matters involving federal and state agencies, including the SEC, IRS,
and CMS. Wes has led trial teams in a variety of jurisdictions and successfully
obtained temporary restraining orders, injunctive and emergency relief, and
jury verdicts; and he has helped businesses respond to civil and criminal
government investigations.
Wes has successfully represented clients facing Foreign Corrupt
Practices Act (FCPA) investigations, an Enron senior executive (client
sentenced to probation), numerous companies and executives investigated by
the Securities and Exchange Commission and grand juries, the sole corporate
defendant in a whistleblower matter seeking more than $1 billion in damages
brought under the False Claims Act (qui tam), and negotiated settlement of
matters investigated by the Department of Justice, including the Office of
Foreign Asset Control. Prior to joining Jones Day, he defended numerous
class action cases on behalf of AT&T.
Wes is a member of the American Bar Association and the Dallas
Bar Association (chair, Pro Bono Committee, 1990). He is regularly appointed
to defend federal criminal cases in the Northern District of Texas. His service
to the community includes volunteering at the Austin Street Shelter, playing
violin in church services, and serving on the boards of several Dallas area
nonprofit organizations.
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For more than a decade, Ms. Schulman served as an Assistant United
States Attorney in the US Attorney's Office in Massachusetts, investigating
and prosecuting economic and white-collar fraud, money laundering and
tax violations, and political and public corruption cases. She has extensive
experience representing companies, boards of directors and their
committees, and individuals in internal investigations, criminal litigation,
government enforcement actions, and federal and state grand jury
investigations involving allegations of health care fraud, false claims,
economic fraud and securities violations.
Ms. Schulman has extensive trial and appellate experience in whitecollar matters. She has briefed and argued dozens of cases before the
United States Courts of Appeals, and has tried more than 20 jury trials in
the United States District Courts.
Ms. Schulman served as a Visiting Assistant Professor at Villanova
University School of Law, where she taught courses on criminal law,
criminal procedure and white-collar crime. She has been appointed Visiting
Lecturer at Harvard Law School beginning in Fall 2010. She has conducted
trainings nationally and internationally on criminal investigatory and
enforcement matters and developments in healthcare law.
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Mr. Sitarchuk focuses his practice on white collar litigation and has
more than 25 years of experience in this area. He also handles related civil
litigation, including Civil False Claims Act actions and antitrust class action
defense. Mr. Sitarchuk has defended federal criminal and civil cases alleging
healthcare fraud, clinical research fraud, antitrust and securities violations,
import/export violations, technology transfer, theft of trade secrets, defense
contract fraud, money laundering, official corruption, tax fraud, pyramid
schemes, commercial bribery, environmental violations, kidnapping, and a
variety of other offenses.
Mr. Sitarchuk's practice also includes defending complex
government investigations. He has successfully persuaded prosecutors to
take no action and close investigations of prominent lawyers, executives,
public officials, Fortune 500 companies, and other institutions. Mr. Sitarchuk
also counsels clients, including boards, audit committees, and management,
on the development and implementation of internal compliance and ethics
programs and the conduct of internal investigations.
Mr. Sitarchuk is a member of the prestigious American College of
Trial Lawyers. He is also listed in Chambers USA: America's Leading Lawyers
for Business in "Leaders in Their Field" in the area of litigation, The Best
Lawyers in America, the International Who's Who of Business Crime Lawyers,
and named a "Pennsylvania Super Lawyer" by Law & Politics and
Philadelphia magazines in the area of Criminal Defense: White Collar.

