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Law Firms as Targets for Attack
High Risk? Some Clients Think So…
Large law firms
cyberintrusions.”

are

at

“high

risk

for

According to an internal report by Citigroup’s
cyberintelligence center that called for public
disclosure of security breaches by law firms
(“law firms would continue to be targeted by
malicious actors looking to steal information on
highly sensitive matters” – mergers/acquisitions,
patent applications)
[From NY Times, DealBook blog March 2015]
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Law Firms as Targets for Attack
Recent Developments:
January 2016- Security firm Flashpoint
Issued alerts to law firms in January and February about the
threats and has acquired a copy of a phishing email that is aimed
at law firms
FBI Alert - March 2016
•
FBI issues an alert that it has information that hackers are
specifically targeting international law firms as part of an insider
trading scheme.
•
“In a recent cyber criminal forum post, a criminal actor posted an
advertisement to hire a technically proficient hacker for the
purposes of gaining sustained access to the networks of multiple
international law firms.”
Panama Papers
Mossack Fonseca, the law firm at the center of the “Panama
Papers breach,” claimed that the firm had been the “victim of an
external hack” (instead of the leak coming from someone in the
firm)
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Law Firms as Targets for Attack
•

What’s in the “virtual warehouse?”
– Confidential Client Information
• Contracts
• Personal Information (“personally identifiable
information”, PII, and “protected health information”,
PHI, per HIPAA)
• Merger/acquisition details (pre-deal, potential
terms, potential offers)
• Intellectual property (patent applications)
• Financial information

– Third-party information/data (including PII/PHI)
• Investigation/Discovery Material
• Information obtained through settlement
discussions, payments
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How does data get Exposed?
• While in your Network
– (servers, hacking, rogue employees, etc.)

• While in Transit
– (grabbed during sending and receiving
functions)

• Multitude of Devices
– (cell phones, laptops, iPad, USB drive, tablets,
“BYOD” etc.)
– Need for connectivity at all times which
compromises security!
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Ways of Attacking
• Spreading of a virus
– (receipt of malicious code, spreading of the code to clients/customers)

• Data theft/corruption
• Unauthorized access into your network
– phishing, pharming,

• Distributed Denial of Service attacks “DDOS”
– (think bank attacks)

• “Hacktivism” - (political statement, teach you a lesson, fun of it)
• Cyber Extortion - (quick $)
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So why is this the popular approach?
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Risk Management Efforts: Pre- Breach
-

Pre-claim breach coaching/advice
Risk Management assessment (Penetration testing)
Contract review (vendors)
Training (passwords, phishing scams, suspect
attachments)
- Policies in place (laptops, flash drives, smart phones)
- Breach Plan (Breach team, Forensic vendor, Breach
Coach)
- Incident Roadmap / Mock testing
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Implement Compliant Corporate Policies
• Principal Components of Email Policy
– As stated before:
• No expectation of Privacy
• Consent to Monitoring
• No ISPs for Company Business

–
–
–
–
–

13

Confidential or Proprietary Data Secured and Encrypted
No Clicking on Suspicious Emails, Docs, and/or Links
Retained if Business Record
Retained in Accordance With Record-Retention Policies
Compliance With Statutory or Regulatory Requirements

Implement Compliant Corporate Policies
• Access, Use, Transmission
–
–
–
–
–
–
–
–
–
–
–
–
–
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User ID and Passwords
Access Protocols
Third-Party Access
Employee Screening
Dedicated Devices
Device Management
Remote Access
Laptop Restrictions
Business Uses
Non-Disclosure
Software Restrictions
Data Backups
Encryption

Implement Compliant Corporate Policies
• Mobile, BYOD
–
–
–
–
–
–

Acceptable Use Only
No Access of Non-Work Websites
Permitted and Prohibited Apps
Permitted Operating Systems
No Direct Connections to Network
Proper and Authorized IT Support and
Maintenance
– Strong Password Protected
– Automatic Locks
– Remotely Wiped if Lost, Employee
Terminated, or Breach
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Data Management is Key:
Reduce and Destroy Bad Data
• Email
– Must be part of document retention/destruction policy.
– Stop preserving exhibits for your opponent.

•
•
•
•
•
•
•
•
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Avoid Creating Smoking Guns
Routine Destruction Programs
Attorney-Client Privilege
Outside Counsel
Protect Self-Critical Analyses, Investigations
Preemptive Data Security
APTs
Social Media – New and Leading Cause of Malware

Oversight of Lawyers – Cyber/Privacy
•
•
•
•
•
•

ABA
State Breach Notification Statutes
Client Agreements
HHS
NIST
PCI-DSS

• No direct oversight but clients may require certain
practices/procedures in accordance with:• Gramm-Leach Bliley (protecting consumer/customer information
collected)
• SEC, FINRA– 2016 -SEC’s Office of Compliance Inspections and
Examinations will look again at firms’ information security controls
through testing and assessment; FINRA to review cybersecurity
policies with respect to governance, risk assessment, technical
controls, incident response, vendor management, confidentiality,
data loss prevention, trading system accessibility and staff training
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ABA and State Bar Organizations
ABA
The ABA, House of Delegates, adopted resolution calling for “all private and public
sector organizations to develop, implement, and maintain an appropriate security
program.”
The report accompanying the resolution made it clear that the resolution covers law firms
and legal services organizations.
This resolution followed an earlier 2012 House of Delegates resolution proposed by the
Commission on Ethics 20/20, approving changes to the ABA Model Rules of Professional
Conduct.
The resolution amended the Model Rules to impose a duty on lawyers to use reasonable
efforts to prevent unauthorized access to client data and made related changes to address
the advances of technology.
The ABA has also published a Cybersecurity Handbook to help lawyers and law firms
improve their information security programs.
http://www.americanbar.org/content/dam/aba/events/labor_law/2015/march/tech/wu_c
ybersecurity.authcheckdam.pdf
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ABA and State Bar Organizations
ABA
Recommendations regarding
controls:
• Administrative Safeguards
• Physical Safeguards
• Technical Safeguards
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ABA and State Bar Organizations
Model Rules of Professional Conduct
(implemented by state bar or court regulatory authorities)
Rule 1.1
--“a lawyer shall provide competent representation to a client.” The rule
defines “competent representation” as requiring “the legal knowledge, skill,
thoroughness, and preparation reasonably necessary for the
representation.”
--commentary:
“[t]o maintain the requisite knowledge and skill, a lawyer should keep
abreast of changes in the law and its practice, including the benefits and
risks associated with relevant technology.”
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ABA and State Bar Organizations
Model Rules of Professional Conduct

Rule 1.6
--requires attorneys to “make reasonable efforts to prevent the inadvertent or
unauthorized disclosure of, or unauthorized access to, information relating to the
representation of a client.”
--commentary:
what constitutes a “reasonable effort” depends upon several factors, including (1)
“the sensitivity of the information,” (2) “the likelihood of disclosure if additional
safeguards are not employed,” (3) “the cost of employing additional safeguards,” (4)
the difficulty of implementing the safeguards,” and (5) “the extent to which the
safeguards adversely affect the lawyer’s ability to represent clients.”
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ABA and State Bar Organizations
Model Rules of Professional Conduct

Rule 5.3

--attorneys are obliged to make reasonable efforts to ensure those
vendors also safeguard client information.
--What constitutes a “reasonable effort” depends upon the nature of the
service involved, the terms of the service, and the legal environment of
the jurisdiction in which the service is provided.
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Breach Notification Statutes
47 States, DC, Puerto Rico and USVI have some
form of breach notification regulation or statute

EU still working through GDPR (General Data
Protection Regulation), appropriate supervisory
authority “without undue delay and, where
feasible, not later than 72 hours after having
become aware of it.”)
Canada, Australia, Japan and other countries have
data protection regulation (notification to
regulators, typically)
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Breach Notification Statutes
State Notification Statutes:
•

Who has to notify?
– Some variation but typically the data “owner;” some include a “covered
entity” that licenses or acquires information, data; includes persons and
businesses

•

When?
– Mostly, as soon as practicable, or without unreasonable delay, but some as
early as 30 days from the time the breach is discovered (law enforcement,
FBI, may request more time, which most statutes allow for)

•

Why?
– Unauthorized access, use, acquisition to “personally identifiable
information” (definitions include name, address, SSN, DOB etc., and
some include biometric, geolocation)
– Certain states require notification if investigation reveals some likelihood
of harm
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Breach Notification Statutes
• Some states allow for “safe harbor” if
data is encrypted
• Some allow for “private right of action”
within statute/reg
• Many require notification to a
regulator or Attorney General
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HIPAA/HITECH
• “Covered entity” – hospital, doctor,
health insurer
• Two Rules
– Privacy: protect medical records/health
information (including diagnostic);
limits use of disclosure; patients rights
to information
– Security Rule: requires safeguards to
ensure confidentiality of electronic
health information
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HIPAA/HITECH
HITECH expanded notification to “business associates”
• Business Associate:
•
•

•

BAA
•

•

a person or organization, other than an employee of a covered entity, that performs
certain functions on behalf of, or provides certain services to, a covered entity that
involve access to PHI.
can also be a subcontractor responsible for creating, receiving, maintaining, or
transmitting PHI on behalf of another business associate.
written contract or other arrangement (“business associate agreement”) between the
two must:
● Detail the uses and disclosures of PHI the business associate may make; and
● Require that the business associate safeguard the PHI.

Breach Notification
•
•
•

Within 60 days
More than 500 individuals, notice to HHS
Business associate to coordinate with covered entity about who gives notice to
affected individuals

• OCR just fined covered entity for failing to have BAA in
place prior to turning over data
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Typical Post-Data Breach Event Sequence
•
•
•
•

28

Breach
Initial Investigation (Need Protection)
Notification
Additional Investigation/Litigation and/or
Regulatory Action (Need Protection)

Legal Framework:
What Does Attorney-Client Privilege Cover?

• Fed. Rule of Evidence 501
– Confidential Communications
between Attorney (or attorney’s
subordinate) and Client
– To Obtain legal advice from the
attorney
– Client holds the privilege
– No waiver

• Upjohn Subject Matter Test
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In-House Counsel Role
Warning: Courts often see multiple hats.

Business, IT,
Technological,
Scientific, PR,
Advertising
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Legal

Courts’ “Narrow” & “Cautious” Application of
Privilege Protections to In-House Counsel
• Issue: Less Clear Because of Multiple Roles of InHouse Counsel
– See Rossi v. Blue Cross Blue Shield, 540 N.E. 2d 703
(N.Y. 1989)

• Organization’s Burden to Prove Purpose
• Mere involvement of In-House Counsel Will NOT
Yield Privilege
• Specific Requests for Legal Advice Help Clarify
Purpose
• BUT Gen. Rule: Lawyer’s Status does not dilute
privilege
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When & Why
to Engage Outside Counsel?
• Early
• Why
– Increased Flexibility to uncover
root cause of breach
– Avoid careless creation of
documents
– Litigation hold notices
/preserve existing documents
– Restrict circulation of
investigation materials
32

Model Data Breach
Response Investigative Team
Outside Counsel/IHC

Insured’s Internal Incident
Response Team
Management, IT, Public Affairs,
Media Relations, Risk
Management, Finance, audit, HR
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External Contractors
Info Analysts, SIEM,
Forensics, PR, Crisis
Management

Communications
• Document &
Communicate Legal
Purpose
• Communications made
by and to non-attorneys,
serving as agents of
attorneys [Protected]
• Communicate to
Employees re:
legal/confidential
nature of investigation
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Lessons from In re Kellogg Brown & Root, Inc., 756
F.3d 754 (D.C. Cir. June 27, 2014)
Unique Qui Tam Case; DC District Court Order - Overturned on appeal – holding “But For”
test is wrong test to use (assumes only one purpose)
• Distr. Ct holding: Routine Internal Investigations for regulatory compliance &
corporate policy  Insufficient to meet “but for” test to trigger privilege.
• Appellate Court Held:
– Key Question - Was obtaining or providing legal advice A PRIMARY PURPOSE of
the communication, meaning one of the significant purposes of the
communication?
– As long as providing any kind of legal advice is A PRIMARY PURPOSE, Privilege
attaches.
– Irrelevant:
• If investigation/communication: for company compliance or required by
statute or regulation
• If it was made by in-house counsel or outside counsel – AC-Privilege applies to
all counsel. Role is not determinative.
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Lessons from U.S. ex rel. Baklid-Kunz v. Halifax Hosp.
Med. Ctr. 2012 U.S. Dist. LEXIS 158944 (MD Fla. Nov. 6,
2012)

• Discusses the Purpose and Intent Test
• Mere Labeling a Document “Confidential –
AC Privilege” = Insufficient
– Content must request legal assistance or
reasonably related to assistance
Drafts
– Prepped with attorney assistance to obtain legal
advice OR after advice contain info. client
considered but didn’t keep in final version.
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Sample Ethical Issues & Solutions
• Email
• Loss/Destruction of Key ESI/Documents
• Upjohn Warnings / Representation Issues with
Employee interviews
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MOVING TO DISMISS
Standing and Other Grounds

38

Why the Distinction Matters:
Standing and Damages for Data Breaches
• The days of standing based on speculative injuries appear
over in the wake of Clapper v. Amnesty Int’l, 133 S. Ct. 1138
(2013), In re Barnes & Noble Pin Pad Litig., 2013 WL
4759588 (N.D. Ill. 9/3/13), and Polanco v. Omnicell, Inc.,
No. 13-1417 (D.N.J. 12/26/13).
• Even when injury occurs, the variation of injury may
prevent class treatment. In re Hannaford Bros. Co. Data
Security Breach Litigation, 293 F.R.D. 21 (D. Me. 2013).
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Courts Are Distinguishing Clapper And Allowing Class
Actions See P.F. Chang’s China Bistro, Inc.
• Northern District of Illinois (December 10, 2014)
• Plaintiffs alleged harm caused by breach
–

Approximately 7 million customers

– Alleged damages: overpayment, fraudulent charges, opportunity cost,
identity theft, other mitigation efforts.

• Court held no standing:
–
–
–
–
–

Overpayment: No allegation that higher price charged;
Fraudulent charges: No claims of actual monetary damage;
Opportunity costs: Being without a debit card insufficient;
Identity theft: Increased risk speculative;
Mitigation damages: No allegation that it occurred.

• But 7th Circuit Reversed – See also Neiman Marcus
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Plaintiffs Have Standing Arguments Even
Without Specific Alleged Monetary Damages
• Is Clapper distinguishable?
– It was a surveillance case, not data-breach case, with
purely hypothetical harm.
• Lots of pre-Clapper cases found standing despite the
absence of specific alleged monetary damages:
– 9th Circuit (e.g., Krottner v. Starbucks Corp., 628 F.3d 1139 (9th
Cir. 2010));
– 7th Circuit (e.g., Pisciotta v. Old National Bankcorp., 499 F.3d 629
(7th Cir. 2007)).

• Courts are siding with Plaintiffs – See 9th and 7th Circuits.
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One of the Early Pro-Plaintiff Decisions:
See In Re Adobe Systems, Inc.
• Northern District of California: 2014 U.S. Dist. LEXIS
124126 (Sept. 4, 2014)
• Distinguished Clapper – This is data breach, not a
surveillance case with “highly attenuated” harm.
– Held that “substantial risk” of harm was sufficient.
– Concluded that, even if pre-Clapper cases were “no longer good
law,” plaintiffs’ harm was “sufficiently concrete and imminent.”
• Hackers targeted Adobe’s servers to steal data.
• Hackers successfully decrypted some stolen data.
• Hackers were selling some stolen data.
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Courts May Side With Plaintiffs, Part II:
The Target Case
• Northern District of Minnesota
• Denied Target’s Motion to Dismiss
– Did not mention Clapper.
– Found allegations to be “sufficient at this stage to plead standing.”
– Allegations:
• Unlawful charges;
• Restricted or blocked access to bank accounts; and

• Inability to pay other bills.

• Invited summary judgment if “discovery fail[s] to
bear out Plaintiff’s allegations.”
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Attacking Pleadings:

Defective Causes of Action
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Traditional Theories of Liability
•

•
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Liability for breach of Personally Identifiable Information (“PII”) and
Protected Health Information (“PHI”)
– Violation of privacy laws and common law rights
– Breach of contract
– Negligence: 11/11/14, Connecticut Supreme Court held that HIPAA may
provide applicable standard of care for negligence claim.
– Fraud
– Unfair trade practices
Recovery
– Compensatory damages
– Treble damages
– Attorneys’ fees
– Punitive damages, Statutory Fines

Moving to Dismiss:
Claims for Failure to Notify
• Most effective strategy is to comply.
• But plaintiffs will find ammunition for
national breaches
– 47 States plus D.C.
– What about New Mexico, Alabama, South Dakota?

• Compliance costs substantial, but potential
statutory penalties may be huge
• Best dismissal argument – No private right of
action, but many do.
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State Data-Breach Notification Laws
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Moving to Dismiss:
Negligence Claims
• Tough to dismiss
– “Reasonableness” highly fact-intensive.
– Many potential negligence claims – allegedly unreasonable
failures to protect data access, use, transmission, storage.

• Best dismissal argument – economic-loss rule.
– But many states do not apply in breach cases.
– Other states allow if allegations of an “independent duty” or
“special relationship,” which may be expansively applied.

• Key variables include which states law apply.
• Motion may at least shrink the class.
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Grounds for
Moving to Dismiss Other Claims
• Breaches of Contract
– No express contract.
– No “implied contract” to protect information.

• Unjust enrichment.
– No legally cognizable benefit.
– But plaintiffs allege that businesses receive premium,
additional shoppers.

• State Consumer-Protection Laws
– No private right of action – many states don’t, some do.
– No cognizable economic injuries – Clapper plus.
– No cognizable duty to disclose.
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Class Considerations
of Misuse Claims
• Predominance: Common questions must be able to be
resolved for all members of the class in a single
adjudication.
• For statutory claims where consent is an absolute defense
(ECPA, SCA, etc.), the court is allowed to take a
qualitative review of the merits. In re Google, Inc. Gmail
Litg., No. 13-MD-2430 (N.D. CA., 3/18/14).
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Predominance for ECPA Claims
• In re Google, Inc. Gmail Litg. – Court found that issues
involved in addressing whether “implied consent” had
been given were too individualized to allow class
certification (actual disclosures, third-party disclosures,
news articles, etc.)
• comScore v. Dunstan, No. 1:11-5807 (N.D. Ill., 4/2/13). The
largest privacy class ever certified on an adversarial basis
held “while the question of [the software’s] data
collection exceeds the scope of consent in certain
respects may depend on the behavior of each individual
plaintiff, other potential violations of the scope of
consent are common to all plaintiffs.”
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Hurdles to Class Action Litigation
in Breach Cases
• Article III standing – injury-in-fact
– Hammond v. The Bank of New York Mellon and Randolph v.
ING Life Insurance and Annuity Company (speculative injuries
are insufficient to establish standing)
• Class certification – typicality
– Comcast Corp. v. Behrend (class not available for individualized
damages)
• Damages – lack of compensable injuries
– Worix v. MedAssets (case dismissed as there were no actual
damages or a legally cognizable injury)
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Meeting the Standard of Care
• What standards apply?
– Plethora of sources of duties – statutory, rules, regulations,
guidelines, industry standards,
– “Reasonableness” standard is pervasive.

• Gather strong factual ammunition.
– Comprehensive data-security program.
– Quick and effective post-breach measures.

• Secure winning consulting and expert testimony.
• Explore strategically timed settlement.
– Timing – When do you have leverage?
– Court-ordered or private mediation?
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Risk Management
-Insurance CoverageIn the event of a cyber incident (network disruption, cyber threat),
data breach (records lost, stolen), disclosure of confidential
information, what insurance coverage may respond:
Lawyers Professional Liability Policies

Cyber Professional Liability Policies
General Liability Policies
Employment Practices Liability Policies
Crime/Fidelity
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Risk Management
-Insurance Coverage-Lawyers Professional Liability Policies-

Coverage for:• Claims first made against any “Insured” for Wrongful
Acts
• “Wrongful Acts” – act, error, omission, including
abuse of process, breach of contract/duty… invasion of
private occupancy, violation of right of privacy
• Insurers to pay because of any claims for related injury
arising out of act, error, omission in rendering or
failing to render professional services
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Risk Management
-Insurance Coverage-Lawyers Professional Liability Policies-

– Related injury:
• Invasion of the right to private occupance
• Violation of an individual’s right to privacy

– Covers claims expenses and damages
• Fees charged by attorney (consent)
• Investigation/adjustment fees, costs
(consent)
• Monetary judgment, award, settlement
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Risk Management
-Insurance Coverage-Cyber-

Multiple Insuring Agreements
•
•
•
•
•
•
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Security/Privacy Liability
Regulatory Action
Network Interruption (first party)
Cyber Extortion
Media Liability
Brand/Reputation

Risk Management
-Insurance Coverage-Cyber-

Covers First Party and Third Party “Loss”
• First Party:
– Forensic investigators/analysts
– Actual costs to notify affected individuals
(postage, postcards, media) or regulators
– Credit monitoring, ID theft
insurance/protection
– Data restoration, business interruption
– Fines, penalties
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Risk Management
-Insurance Coverage-Cyber– Third Party for Security and Privacy Liability
– Class Actions

• Potential overlap with LPL where liability arises
from client confidentiality issues
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Risk Management
-Insurance Coverage-Other Coverages– General Liability
• Personal Injury

- Crime (or cyber crime)
•

In the event of some kind of fraudulent transfer of
funds scenario

– EPL
• Maybe
• Where confidential employee data is impacted
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Risk Management
-Other Issues•
•
•
•
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Vendor Agreements
Client Agreements
Employee Training
Cloud computing

Thank You
Margaret A. Reetz
Mendes & Mount
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