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Meaningful Use: Program Basics
• Medicare and Medicaid Electronic Health Record (EHR)
Incentive Programs
• Program established by American Recovery and Reinvestment Act
of 2009
• Provides incentive payments to certain eligible professionals
(EPs), eligible hospitals, and critical access hospitals
• Adopt, implement, upgrade or demonstrate meaningful use of
certified EHR technology

• Payments began in 2011 and continue through 2016
(Medicare) or 2021 (Medicaid)
• Payment reductions under Medicare begin in 2015
7
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Meaningful Use: Program Basics
• Must use Certified EHR Technology (CEHRT)
• Adopt/implement/upgrade permitted during first year of
participation in Medicaid program

• Using CEHRT, providers must meet all Core Set objectives and a
specified number of Menu Set objectives for applicable Stage
• Objectives may be a percentage-based measure or “Yes/No”
• Includes Clinical Quality Measure (CQM) reporting and security risk
assessment

• Reporting period:
• Initial accomplishment of meaningful use - meet the criteria for any
continuous 90-day period and attest in the first payment year
• For all subsequent payment years, meaningful use is measured over
the entire year

• Last year to begin participation in Medicare program and earn
incentive is 2014; last year to begin participation in Medicaid
program is 2016
dwt.com

8

Meaningful Use: 2014 Changes
• Required to use (or adopt/implement/upgrade to) Certified
EHR Technology that meets the “2014 Edition” of the ONC
Standards, Implementation Specifications and Certification
Criteria
• Applies to all participants regardless of Stage

• Reporting period for 2014 is reduced to three months
• Allows providers time to transition to new technology
• Not just first time meaningful users, but all participants

• Batch reporting for eligible professionals
• Allows a group of EPs to upload their attestation data
9
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Meaningful Use: Participation
and Payments
• Over $24.6 Billion paid out since 2011
• Eligible Hospitals and CAHs
• 4,741 hospitals registered
• 4,588 hospitals paid

• Eligible Professionals
• 320,891 registered Medicare EPs and 159,049 registered
Medicaid EPs
• 264,058 Medicare EPs paid and 125,778 Medicaid EPs paid

• More than 95% of all eligible hospitals have received an EHR
incentive payment for meaningful use or adopt/implement/
upgrade
• Approx. 80 % of EPs – over 385,000 Medicare and Medicaid
EPs – have received an EHR incentive payment
dwt.com
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Meaningful Use: Overpayments
• No partial credit; any failure to satisfy a core measure or
sufficient menu-set measures means the EP, eligible
hospital or CAH is not eligible for incentive payment
• Overpayments subject to recoupment
“We will identify and recoup overpayments made under
the incentive payment programs that result from
incorrect or fraudulent attestations, quality measures,
cost data, patient data, or any other submission
required to establish eligibility or to qualify for a
payment. The overpayment will be recouped by CMS or
its agents from the EP, eligible hospital, …. Medicare FFS
EPs and eligible hospitals will need to maintain evidence
of qualification to receive incentive payments for 10
years after the date they register for the incentive
program.”
75 Fed. Reg. 44314, 44468 (July 28, 2010).
dwt.com
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Meaningful Use: Correcting
Mistakes
CMS Guidance
How can I change my attestation information after I have attested
and/or received an incentive payment under the Medicare Electronic
Health Record (EHR) Incentive Program?
• If you discover that the information you entered during your Medicare
attestation was not complete and accurate for some reason, please
contact our EHR Information Center Help Desk and ask about the
process for amending your attestation data. You can contact the EHR
Information Center at 1-888-734-6433 (primary number) or 1-888-7346563 (TTY number), 7:30 a.m. - 6:30 p.m. (Central Time) Monday
through Friday, except federal holidays.

Providers who have questions about changing their completed Medicaid
attestation should contact their State Medicaid Agency for assistance.
dwt.com
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Meaningful Use: Correcting
Mistakes
• CMS says if mistakes do not change the results of attestation, no
amendment is required
• DO document and maintain corrected information showing the same result
of attestation
• Example: corrected measure is still above the required percentage for
meeting an objective

• If mistakes change the results of attestation, amendment is required
• Call EHR Information Center to obtain ticket number for amendment to
attestation
• Complete an attestation worksheet with new information, sign and date
• Available at www.cms.gov/EHRIncentivePrograms
• Only the corrected information is required, not all attestation information

• Initiate a new request to CMS at https://questions.cms.gov/newrequest.php
and upload the completed and signed attestation worksheet as an attached
file
• Be sure to identify your submission and the attestation worksheet with your ticket
number

• You may also need to file a EHR Incentive Program Return
Payment/Withdrawal Form if returning a Medicare EHR Incentive
payment or withdrawing from the Medicare EHR Incentive Program
dwt.com
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Meaningful Use: False Claims Act
Exposure?
• Federal False Claims Act (32 U.S.C. 3729 et. seq.)
• Substantial penalties ($5,500 to $11,000 per claim plus treble the
amount of the claim)

• Fraud Enforcement Recovery Act of 2009 (FERA)
• Reverse false claims liability

• Affordable Care Act of 2010 (ACA):
• If a person has “received an overpayment,” the person shall “report
and return the overpayment to the Secretary, the State, an
intermediary, a carrier or a contractor as appropriate and provide
notice of the reason for the overpayment
• Overpayments must be reported and returned within 60 days after
the date on which the overpayment was identified
• Any overpayment retained by a person after the deadline for
reporting and returning the overpayment is an “obligation” under
the FCA

dwt.com
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Meaningful Use: Enforcement
• FBI Press Release: Former Hospital CFO Charged with Health
Care Fraud
• “As more and more federal dollars are made available to
providers to adopt Electronic Health Record systems, our
office is expecting to see more cases like this one….The Office
of Inspector General is committed to protecting the millions of
taxpayer dollars used to pay providers to adopt Electronic
Health Record systems.”
Special Agent in Charge, U.S. Department of Health and Human Services Office of
Inspector General’s (OIG) Dallas Regional Office.

• Egregious facts…BUT… triggered Congressional scrutiny
regarding CMS oversight
16
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MEANINGFUL USE AUDITS
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CMS Meaningful Use Audits
• Any provider attesting to receive EHR incentive
payments for either the Medicare or Medicaid
program may be subject to audits.
• Medicaid audits are performed by each State
independently.
• Medicare audits are contracted to be performed by
Figliozzi & Company (2012).
• The information here addresses only the Medicare
audits and the processes followed.
dwt.com
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CMS Meaningful Use Audits
• CMS, with Figliozzi, plans to audit 5-10% of providers
• Medicare program participants and dually-eligible hospitals
• At current volumes: 16,250 - 32,500 audits

• Pre-payment and post-payment audits
• Audits may be random or targeted based on CMS risk profile
of suspicious or anomalous data
• CMS will not be making information about its risk profile
available to the public
• May be performed up to 6 years after

19
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CMS Meaningful Use Audits
(Figliozzi & Co)
• Audit Approach:
•

Sent to email address entered during registration for the organization
with Audit Letter and Documentation Request list (Letter is specific to
whether it is an Eligible Provider or Eligible Hospital engagement).

has limited period to provide the documentation
• Provider
requested electronically, may be as short as 10 business days or

•
•
•

longer, such as 1 month.
Auditor reviews documentation and determines if additional
information is needed. (This is the primary review step).
Auditor may request additional documentation or clarification.
There may be multiple rounds.
If documentation is deemed insufficient to support attestation or
other data anomalies exist then, an onsite visit will be scheduled.
20
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CMS Meaningful Use Audits
• Sample Audit Letter and Document Request

21
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CMS Meaningful Use Audits –
Primary Review
• You will be required to produce (at a minimum):
• The source documentation utilized during the
attestation process.
• Copy of the certification from the HHS Office of the
National Coordinator for Health Information
Technology for the EHR application.
• Documentation to support the methodology
chosen for achieving measures. (i.e. observation
services or all emergency department visits)
• The numerators and denominators for each
measures.
22
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CMS Meaningful Use Audits –
Primary Review
• You will be required to produce (at a
minimum) (cont’d):
• The time period the reports cover.
• Risk Analysis and remediation plans for
deficiencies.
• Summary level reports for measures.
• Screen shots or other evidence to support
and measures that require a “YES” answer.
• Evidence to support that source information
was generated for that eligible professional or
eligible hospital.
dwt.com
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CMS Meaningful Use Audit –
Onsite Visit
• Detailed reviews of any of the measures via:
• Walk-throughs of structured data and functionality in EHRs
• Walk-throughs of test patients and scenarios
• Review of medical records and patient records; Detailed data to
support Summary reports
• Census reports
• Billing Information
• Validation of settings or additional detailed information to support
reporting as deemed necessary.
• Security Screen settings
• Screen shots of test exchanges of clinical information
24
• Audit Logs (date when a feature was enable, etc.)
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Audit Outcomes
• The desired outcome:
• “We performed a desk review of your facility’s meaningful use
attestation for the Program Year 2011 and Payment Year 1. Based on
our desk review of the supporting documentation furnished by the
facility, we have determined that [Hospital] has met the meaningful
use criteria.”

• The adverse determination:
• “We performed a desk review of your facility’s meaningful use
attestation for the Program Year 2011 and Payment Year 1. Based on
our desk review of the supporting documentation furnished by the
facility, we have determined that [Hospital] has not met the
meaningful use criteria, for the following reasons: Failed Eligible
Hospital Meaningful Use Core Measure [#]. Since your facility did not
meet the meaningful use criteria, the incentive payment will be
recouped. You will receive a demand for your total Medicare EHR
incentive payment shortly from the EHR HITECH Incentive Payment
Center.”
dwt.com
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MU Audits – Price of Failure
• Return of entire incentive payment
• If payment is not received within 30 days, interest will accrue at
over 10%
• If payment is not received within 60 days, turned over to the
Dept. of Treasury for debt collection

• Adjustment of earnings statements
• Subsequent audits – CMS has said that once a provider fails an
audit the provider is more likely to be audited again
• Personal consequences – CMIO at Detroit Medical Center lost
his job due to audit, even though the audit eventually
concluded that DMC was not at fault and did not have to issue
any repayments
• Organizational reputation
dwt.com
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Next Steps?
• There is an appeals process for adverse audit findings
• Providers cannot resolve issues related to an adverse audit
finding or re-open the audit with the auditors
• Not effective to continue communications with Figliozzi following
determination

• Only next step is appeals process – CMS has said that
providers must use the appeals process if they believe they
received an incorrect adverse audit finding
• CMS handles the appeals process for Medicare

27
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Additional Results of MU Audits
and Actions
• Evaluation of documentation to opine on the overall state of
meaningful use.
• Program vulnerable to paying incentives to professionals and hospitals
that do not fully meet the meaningful use requirements.

• Recommendations and Actions
• Issue guidance - EHR Incentive Programs Supporting
Documentation For Audits
• Pre-payment Attestations after January 2013, maybe be subject
to pre-payment audits

• Auditors’ experience and knowledge have increased
• Ability to find data anomalies has improved.
• Pre-payment and Post-payment Audit

28
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APPEALS
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Types of Appeals
• Adverse Audit Appeals
• Failed post-payment audit
• Failed pre-payment audit

• Eligibility appeals
• Failed compliance check at registration or attestation

• Meaningful use appeals
• Failed attestation
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Appeals Process
• Timing requirements
• Failed Audit – 30 days from date of adverse audit determination
letter
• Failed Eligibility – December 31
• Failed Reporting Meaningful Use – December 31

• Appeals are filed electronically
• Appeals form available at http://www.cms.gov/Regulations-andGuidance/Legislation/EHRIncentivePrograms/Appeals.html

• Must submit documentation with the appeal
• All documentation required at the time of submission of the
appeal
• Additional documentation will not be accepted

dwt.com
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Appeals of Failed Audit
• No appeal is possible if there was no response to the audit
• Must be submitted within 30 days of letter demanding
recoupment of payment
• Must submit documentation with the appeal
• Only submit documentation with regard to failed objectives
• Should be new documentation not previously provided to
auditors
• Explain why new documentation was not submitted to the
auditor

• Cannot be sure appeals will be heard or adjudged before
expiration of 30-day payment period (before interest accrues)
or 60-day collection period (before turned over to Treasury for
debt collection)
dwt.com
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COMMON PROBLEM AREAS
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Security Risk Analysis and
Management
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MU Core Objective 14 (for Eligible
Hospitals)

Objective: Protect electronic health
information created or maintained by the
CEHRT through the implementation of
appropriate technical capabilities.
42 C.F.R. § 495.6(f)(14)(i) and (l)(15)(i)
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MU Core Objective 14 (for Eligible
Hospitals)
Measure (Stage 1):
• Conduct or review a security risk analysis in
accordance with the requirements under 45 CFR
164.308(a)(1)
• [Stage 2] Including addressing the
encryption/security of data stored in CEHRT in
accordance with requirements under 45 CFR
164.312(a)(2)(iv) and 45 CFR 164.306(d)(3), and
• Implement security updates as necessary and
correct identified security deficiencies as part of its
risk management process.
42 C.F.R. § 495.6(f)(14)(ii) and (l)(15)(ii)
dwt.com
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Security Rule Risk Analysis
Risk analysis (Required). Conduct an
accurate and thorough assessment of the
potential risks and vulnerabilities to the
confidentiality, integrity, and availability of
electronic protected health information held
by the covered entity or business associate.
45 C.F.R. § 164.308(a)(1)(ii)(A)
37
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What’s Covered?
My security risk analysis only needs to look at my
EHR.
False. Review all electronic devices that store, capture,
or modify electronic protected health information.
Include your EHR hardware and software and devices
that can access your EHR data (e.g., your tablet
computer, your practice manager’s mobile phone).
Remember that copiers also store data. Please see U.S.
Department of Health and Human Services (HHS)
guidance on remote use.
http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/
Downloads/SecurityRiskAssessment_FactSheet_Updated20131122.pdf
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Risk Analysis Resources
• Guidance on Risk Analysis Requirements Under the
HIPAA Security Rule, OCR,
http://www.hhs.gov/ocr/privacy/hipaa/administrati
ve/securityrule/rafinalguidancepdf.pdf
• NIST Special Publication 800-30, NIST,
http://www.hhs.gov/ocr/privacy/hipaa/administrati
ve/securityrule/nist800-30.pdf (July 2002)
• Guide to Privacy and Security of Health Information,
ONC, http://www.healthit.gov/sites/default/files/
pdf/privacy/privacy-and-security-guide-chapter2.pdf.
dwt.com
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Correction of Identified Security
Deficiencies
Interpretation 1: Deficiencies must be
corrected during EHR reporting period:
• “The EHR incentive program requires
correcting any deficiencies (identified
during the risk analysis) during the
reporting period, as part of its risk
management process.”
CMS Eligible Hospital and Critical Access Hospital Meaningful Use Core
Measure (Measure 13 of 13) Stage 1 (last updated: April 2013),
http://www.cms.gov/Regulations-and-Guidance/Legislation/
EHRIncentivePrograms/downloads/14_Protect_Electronic_Health_Informat
ion.pdf
dwt.com
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Correction of Identified Security
Deficiencies

Interpretation 2: No specific time limit:
• “Timing of security updates and deficiency
corrections is driven by the provider’s risk
management process.”
CMS FAQ #7705, https://questions.cms.gov/faq.php?id=5005&faqId=7705
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Correction of Identified Security
Deficiencies

Interpretation 3: Within one year of
reporting period:
• Some MU auditors have sought evidence
of correction completed within 1-year of
EHR reporting period.
42
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Stage 2: Privacy and Security
Certification and Standards Criteria
• In order to meet this objective and measure, an
eligible hospital or CAH must use the capabilities and
standards of CEHRT at 45 CFR 170.314(d)(4), (d)(2),
(d)(3), (d)(7), (d)(1), (d)(5), (d)(6), (d)(8), and (d)(9):
• Amendments
• Auditable events and tamper-resistance
• Audit report(s)
• End-user device encryption
43
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Stage 2: Privacy and Security
Certification and Standards Criteria
(Cont’d)
• Authentication, access control, and authorization
• Automatic log-off
• Emergency access
• Integrity
• Optional– Accounting of disclosures
Stage 2 Meaningful Use Specification Sheet for Eligible Hospitals
and CAHs, http://www.cms.gov/Regulations-andGuidance/Legislation/
EHRIncentivePrograms/downloads/Stage2_HospitalCore_7_Protect
ElectronicHealthInfo.pdf
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Additional Common Problem
Areas
• Insufficient Documentation
• Must be generated from the CEHRT
• Must contain data that represents the entire reporting period

• Not meeting measure thresholds
• Use of CEHRT
• Documentation must show possession/use of CEHRT during
whole reporting period
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Meeting a Measure or Proving It
• Percentage-based MU objectives
• Attesting to meeting the measure with documentation that is not
verifiable
• Examples: numerators/denominators; CQMs

• Document vendor-supplied logic for calculating measures and a
screenshot of measure in use

• Non-percentage based MU objectives
• Attesting to meeting the objective when you didn’t do them or can’t
prove you did
• Examples: “Yes/No” functionality; protect electronic health information

• Document “Yes/No” functionality by one or more CEHRT screenshots
showing functionality was available, enabled and active
• Maintain security risk analysis policies and procedures, results of
assessment AND implementation plan with timelines to remediate
deficiencies
dwt.com
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Multiple Practice Locations for
EPs
• To be considered a meaningful EHR user, at least 50
percent of an EP’s patient encounters during the reporting
must occur at a practice/location or practices/locations
equipped with CEHRT.
• A practice/location is equipped with CEHRT if the record
of the patient encounter that occurs at that practice/
location is created and maintained in CEHRT.
• CEHRT could be permanently installed at the practice/ location;
• EP could bring CEHRT to the practice/location on a portable computing device;
• EP could access CEHRT remotely using computing devices at the practice/
location.

• Prior to 2013, an EP could create a record of the
encounter without using CEHRT at the practice/location
and then later input that information into CEHRT that
exists at a different practice/location. This practice no
longer allowed beginning in 2013.
dwt.com
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Multiple Practice Locations for
EPs
• Calculate meaningful use across multiple locations
• Required to attest with complete data from all locations
• Requires obtaining and relying on information provided from
another facility

• If unable to obtain MU data from a given location, still required to
include patients seen at that location in denominators
• Without available MU data, cannot include actions taken for patients
in numerators – negative impact on ability to meet measure
• May still be able to qualify for MU if meet measures after including
patients in denominator

• Report on menu objectives and CQMs from location with most
patient encounters
48
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Multiple Practice Locations for
EPs
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Multiple Practice Locations for
EPs
• Do you know where else your EPs are practicing?
• What type of documentation? Does other
location utilize CEHRT?
• Focus on other offices and outpatient facilities
• How to quantify universe of EP patient
encounters?
50
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GETTING PREPARED
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Best Practices - MU Attestation &
Audits
• Audits are not if, but when….
• Clear executive sponsorship of MU attestation
and audit process
• Know who is listed in CMS system; keep contact
info up to date
• Team Effort – Health Informatics; IT Security;
Nursing and Physician Groups
52
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Meaningful Use Documentation
• Attestation notebook (paper or electronic
format)
• Comprehensive book of supporting documentation
• Maintain in secure location with controlled access

• Maintain a notebook for EACH reporting period for EACH
eligible hospital and EP in the organization
• Each objective and its measure (or an exception) needs to be
documented, including reporting CQMs
• Documentation possession of CEHRT throughout reporting
period needs to be documented
• Hospitals should also maintain documentation to support
number of discharges used in payment calculation
• Maintain records for at least six years following attestation
dwt.com
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Documenting CEHRT
• Identify each component of your CEHRT by vendor, including
bundle of programs and version numbers
• For each CEHRT item, compare bundle of programs and
version numbers to those identified on the Certified Health IT
Product List (CHPL)
• Maintain copies of all vendor contracts and obtain letters from
vendors attesting to version numbers furnished to you or
hosted for your use
• Version number and/or program names in contracts, if specified,
may not match those used on the CHPL

• Track upgrades and ensure certification documentation for
new releases and versions

dwt.com
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Documenting Measures
• Identify what documentation is needed to support EACH measure
for the ENTIRE reporting period
• Use CMS guidance on supporting documentation for audits:
http://www.cms.gov/Regulations-andGuidance/Legislation/EHRIncentivePrograms/Downloads/EHR_Supp
ortingDocumentation_Audits.pdf

• Keep different forms of documentation as appropriate
• Examples: recorded demonstration, CEHRT screenshots, CEHRT
reports, narratives of policies and methodologies, detailed reports
and spreadsheets, letter confirming successful exchange of electronic
information

• Establish applicable time period and/or intervals for collecting
documentation
• Who will collect documentation, what format, where stored

• Make sure date of documentation is always noted and within
reporting period

55

dwt.com

Meaningful Use Documentation
• CMS’s preferred primary source material are reports
generated from CEHRT
• Each CEHRT report should include:
• Numerators and denominators for the measure
• Time period that the report covers
• Evidence to support that the report for generated for a specific
provider (e.g., identified by National Provider Identifier (NPI),
CMS Certification Number (CCN), provider name, practice name,
etc.)
• Identification that report has been generated by CEHRT (logo or
step-by-step screenshots showing how report created by CEHRT)

• Often reports and documents cannot be reproduced by CEHRT
at a later date
dwt.com
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Audit-Specific Preparation
• Have an action plan in place
• Establish process, roles and responsibilities for recognizing and
acting on audit letters
• Develop replicable, systematic approach

• Train staff on timely notice to right people that
audit has commenced
• Know who to work with at your CEHRT vendor
• Full documentation available and in easily
retrievable location
• Create and implement audit tracking tools
• Mock audits
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Mock Audits
• Assess and improve ability to respond to audit
• Identify and remediate substantive issues
• Update and strengthen response plan

• Conducted by different people than involved in attestation
• Could be internal or done by third party
• Consider conducting any review under attorney-client privilege

• Follow audit process, including timelines, and documentation
requirements used by CMS and Figliozzi as closely as possible
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Preparing to Attest for Meaningful
Use
• Security Risk Analysis
• Timing (before or during the attestation period)
• Actions plans for remediating any deficiencies &
timelines
• Implement remediation plan

• Maintain Documentation
• Save all documentation when attesting

• Consider an independent Validation and
Verification of Metrics & Security Requirements
• Recalculate the percentages for meeting measures
• Validate the logic used to produce reports and data
• Review Security Requirements
dwt.com
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Responding to Audits
• Have someone in charge – designate a single point of contact
with the auditors
• Ask clarifying questions of auditor
• Watch the deadlines – ask for more time if needed (no
guarantee it will be granted)
• Only provide the specific information requested
• Keep a record and request/confirm receipt of all
communications and documentation provided to auditor
• Look to vendor for support
• Seek counsel if needed
60
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Q&A
To ask a question from your touchtone phone, press *1.
To exit the queue, press *1 again.
You may also use the Chat function to ask questions, or email questions to
healthlaw@straffordpub.com

CLE CODE: TLAHCJ

After you complete a brief
survey of this program,
we'll send you a free $5
Starbucks Gift Card.

Tell us how we did!

Look for our 'Thank You'
email (which you should
receive shortly) for details
and the survey link!

Thanks.
Please join us for our next conference, “HIPAA Audits: Preparing for Phase 2 Audits for
Covered Entities and Business Associates - Developing, Ensuring and Documenting
HIPAA and HITECH Privacy and Security Compliance,” scheduled on Wednesday,
September 3, 2014 starting at 1pm EDT.
Strafford Publications, Inc.
1-800-926-7926
www.straffordpub.com

