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The Interim Rule: General Summary
• Network Penetration Reporting and Contracting for
Cloud Services (DFARS Case 2013-D018), published
August 26, 2015
• Comments due: October 26, 2015
• However, rule is effective immediately
• DoD objectives are to implement:
– 1. Baseline safeguarding for “covered defense information”
– 2. Rapid reporting cyber incident requirements for:
•
•

FY13 NDAA – cleared defense contractors
FY15 NDAA– operationally critical contractors

– 3. DoD cloud computing services policies and procedures

• Safeguarding and incident reporting requirements cover
all contractors and subcontractors, including commercial
(mandatory flowdowns)
www.hoganlovells.com
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The Interim Rule: General Summary (cont.)
• Changes to DFARS subparts:
– Modifies DFARS subpart 204.73 to expand safeguarding
requirements beyond the former Unclassified Controlled Technical
Information (UCTI) rule
– Adds new DFARS subpart 239.76 implementing DoD cloud computing
policies

• Changes to DFARS contract clauses:
– Adds new 252.204-7008 “Compliance with Safeguarding Covered
Defense Information Controls”
– Adds new 252.204-7009 “Limitations on the Use and Disclosure of
Third Party Contractor Reported Cyber Incident Information”
– Amends and re-titles UCTI rule at 252.204-7012 to “Safeguarding
Covered Defense Information and Cyber Incident Reporting”
– Adds 252.239-7009 “Use of Cloud Computing”
– Adds 252.239-7010 “Cloud Computing Services”
www.hoganlovells.com
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Key DFARS Safeguarding Changes
• Requires contractor safeguarding of “covered
defense information,” which includes:
– 1. Controlled Technical Information (UCTI)
•

No explicit marking requirement for (UCTI)

– 2. Export Controlled
– 3. Critical Information (OPSEC)
– 4. Catchall – other information marked or identified in
contract as protected by law or policy (e.g., privacy,
proprietary)
• Systems with this data are “Covered contractor
information systems”
www.hoganlovells.com
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Key DFARS Safeguarding Changes (cont.)
• Establishes NIST SP 800-171 requirements as the
baseline for “adequate security”
– Former UCTI rule included a subset of NIST SP 800-53
security controls for “adequate security”

• Interim rule divides covered information systems into
two categories:
– 1 ) If part of an IT service or system operated on behalf of the
government, then:
•
•

Cloud computing security is subject to clause 252.239-7010 (discussed below)
For other, non-cloud IT services, they are “subject to security requirements
specified elsewhere in [the] contract.”
– In practice, this will likely include NIST 800-53 controls for the appropriate
FISMA level (Low, Moderate, or High)

– 2) If not operated on behalf of the government, then:
•

www.hoganlovells.com

The security requirements in NIST 800-171 are now the baseline, unless contractor
proposed “alterative but equally effective security measures” approved in writing by
DoD CIO before contract award.
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Concerns and Compliance Challenges
1. Scope of “covered defense information.”
–

Whereas the prior DFARS UCTI clause applied to unclassified controlled
technical information, the new clause applies to a broader category of information
called “covered defense information” which includes export controlled
information.

2. Determining “adequate security.”
–

The interim rule removes the UCTI clause’s detailed chart of security controls
drawn from NIST SP 800 -53, Security and Privacy Controls for Federal
Information Systems and Organizations, and instead replaces them with a
general reference to the security families in the new NIST SP 800-171, Protecting
Controlled Unclassified Information in Nonfederal Information Systems and
Organizations, recently issued on June 18, 2015

3. Other related cybersecurity rules.
–

The rule does not reconcile its requirements with those imposed on contractors
by other overlapping cybersecurity requirements, such as the NARA CUI rule

www.hoganlovells.com
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1. Covered Defense Information
Whereas the prior DFARS UCTI clause applied to
unclassified controlled technical information, the new
clause applies to a broader category of information
• A. The UCTI rule required contracts to safeguard “controlled
technical information” marked with a restrictive legend
– The new rule requires contractors to safeguard information that
would “meet the criteria, if disseminated” for a restrictive legend

• B. “Critical information (operations security)” is not defined.
• C. The interim rule’s definition of “export controlled” is quite
broad (includes license applications themselves); does not
explicitly exclude publically available information or
fundamental research
• D. “Catch all” could include other forms of Controlled
Unclassified Information (CUI)
www.hoganlovells.com
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1. Covered Defense Information (cont.)
• Whereas the prior DFARS UCTI clause applied
only to information received from DoD, the interim
rule applies to information that is
– “collected, developed, received, used, or stored by or on
behalf of the contractor in support of the performance of
the contract”

• This could include information not supplied by DoD
or generated under a DoD contract, but used “in
support of the performance of the contract.”
– Your company’s own export license application(s).
– Your company’s own proprietary technical data.
www.hoganlovells.com
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2. Determining “adequate security”
The previous DFARS UCTI rule identified the following NIST 800-53, Rev.4 security
controls that DoD required for “adequate security.”

www.hoganlovells.com
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2. Determining “adequate security” (cont.)
• Now, commercial contractors that were not previously
covered by the UCTI rule (and its chart of NIST 800-53
security controls), may find themselves covered by the
interim rule and NIST 800-171
• However, certain 800-171 security requirements like…
– segregated systems / clearly defined information system
boundaries
– multifactor authentication (but see DFARS Deviation below)
– FIPS encryption
•

NIST 800-171 (“3.13.11 Employ FIPS-validated cryptography when
used to protect the confidentiality of CUI.”)

may prove costly or impractical to implement for
commercial contractors.
www.hoganlovells.com
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3. Other related cybersecurity rules
Executive Order on Controlled Unclassified Information
(CUI) & NARA Proposed CUI Rule
•

Under Executive Order 13556, Controlled Unclassified Information,
November 4, 2010:
–

–

•

The CUI Executive Agent, designated as the National Archives and Records
Administration (NARA) Information Security Oversight Office (ISOO)* shall
lead the national CUI program.
• * NARA ISOO also coordinates the NISP / NISPOM and classified
information marking requirements
The national CUI Program shall address issues across the federal
government (inconsistent markings, inadequate safeguarding, needless
restrictions), by standardizing procedures and by providing common
definitions through the CUI Registry.

The CUI Program is in the middle of a three part implementation plan:
–
–
–

1. Finalize the proposed CUI rule in 32 CFR § 2002;
2. Finalize NIST 800-171; and
3. Release a single Federal Acquisition Regulation (FAR) rule on CUI
safeguarding.

www.hoganlovells.com
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DoD Recognizes Burden on Contractors
Imposed by Safeguarding Requirements
• Although the DFARS interim rule was effective immediately
(on Aug 26, 2015), DoD recently issued a Class Deviation for
the rule (Oct 8, 2015)
• Acknowledging the challenge of complying with 800-171
requirements, the Deviation:
– Allows offeror up to nine (9) months after award to implement multifactor authentication (NIST 800-171 3.5.3)
– Offeror must notify the contracting officer if this additional time will be
needed

• However, the deviation only addresses the multi-factor
security requirement.
• Remember, “alternative but equally effective security
measures” must be approved “in writing by an authorized
representative of the DoD CIO prior to contract award.”
www.hoganlovells.com
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Best Practices and Strategies
1. Scope of “covered defense information.”
• Carefully consider information received, either from
DoD or other contractors, that is not marked or
otherwise identified, that may fall under DFARS
“covered defense information.”
• Review and update company data classification
policies.
– Consider IT system boundaries and policies / security controls
restricting where certain data, in accordance with data
classification policy, will be stored or transit.

• Review and update company training so personnel can
recognize possible “covered defense information” for
which enhanced safeguarding under the interim rule will
be required.
www.hoganlovells.com
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Best Practices and Strategies (cont.)
2. Determining “adequate security.”
• Conduct gap analysis as early as possible - offerors
must submit to DoD a request to deviate from NIST 800171 requirements prior to contract award.
– DFARS Deviation on multi-factor authentication requirement
allows nine (9) months after award to implement

• Engage with technical experts to perform gap analysis
(identify company's current security controls and map
them against NIST 800-171 requirements).
• Determine whether company will propose alternate
security measures in lieu of NIST 800-171 requirement.
– Company can also provide a written explanation, for DoD CIO
consideration, as to why it believes a particular security
requirement is not applicable
www.hoganlovells.com
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Best Practices and Strategies (cont.)
3. Other related cybersecurity rules.
•
•

When the NARA CUI rule is finalized and the FAR rule is released, NIST
800-171 will be the baseline for all CUI safeguarding government wide
Take opportunity to review / update company data classification policies
on CUI (categories identified on the CUI Registry)* in addition to DFARS
“covered defense information”
–

•

* Ex: critical infrastructure; SAFETY Act; Sensitive Security Information (SSI);
nuclear / energy.

Contractors currently conducting a “gap analysis” of NIST 800-171
requirements under the DFARS interim rule will be well positioned for the
future if they also review whether their other information systems may
contain CUI
–

While the DFARS rule explicitly refers to NIST 800-171 requirements as the
baseline for safeguarding “covered defense information,” other agencies may
begin requiring 800-171 safeguarding requirements in their contracts even
before issuance of the final NARA CUI rule / FAR rule

www.hoganlovells.com
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Thank You
Michael F. Mason
mike.mason@hoganlovells.com
Michael J. Scheimer
michael.scheimer@hoganlovells.com
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Cyber Incident Reporting
 Government expects approximately 60,000 cyber

incident reports this coming year.
 Focus on rapid, centralized reporting, forensics
 Reporting Requirement Key Aspects:
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New Definitions



New Reporting Process



New Report Contents



In-Report and Post-Report obligations



Best Practices

Cyber Incident Reporting
 New Definitions:
 (c) When the Contractor discovers a cyber incident

that affects a covered contractor information
system or the covered defense information residing
therein, or that affects the contractor’s ability to
perform the requirements of the contract that are
designated as operationally critical support, the
Contractor shall -
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Cyber Incident Reporting
 New Definitions:
 Cyber Incident: actions taken through the use of

computer networks that result in an actual or
potentially adverse effect on an information
system and/or the information residing therein.
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Cyber Incident Reporting
 New Definitions:
 Covered Defense Information includes unclassified

information that is (A) Provided to the contractor by or on
behalf of DoD in connection with the performance of the
contract; or (B) collected, developed, received or
transmitted, used, or stored by or on behalf of the
contractor; and falls into any of the following categories:
 Critical information (operations security)

 Export control
 Any other information marked or otherwise identified

in the contract, that requires safeguarding . . .
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Cyber Incident Reporting
 New Definitions Highlights:
 Definition of covered information is broad
 UCTI not limited to marked information –

contractors/subcontractors need to exercise caution
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Cyber Incident Reporting
 New Reporting Process
 Old Rule: Report to Agency
 New Rule: Report to DoD Clearinghouse site:

http://dibnet.dod.mil
 Rapid Reporting – 72 hours
 Forensic mindset
 data/media preservation

27
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Cyber Incident Reporting
 New Reporting Requirements
 When the Contractor discovers a cyber incident that

affects covered information or system, the
Contractor “shall” –
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Cyber Incident Reporting
i.

Conduct a review for evidence of compromise of covered
defense information, including, but not limited to, identifying
compromised computers, servers, specific data, and user
accounts. This review shall also include analyzing covered
contractor information system(s) that were part of the cyber
incident, as well as other information systems on the Contractor’s
network(s), that may have been accessed as a result of the
incident in order to identify compromised covered defense
information, or that affect the Contractor’s ability to provide
operationally critical support
 “Compromise” means disclosure of information to

unauthorized persons, or a violation of the security policy of a
system, in which unauthorized intentional or unintentional
disclosure, modification, destruction, or loss of an object, or the
copying of information to unauthorized media may have
occurred.
30

Cyber Incident Reporting
ii.

Rapidly report cyber incidents to DoD
at http://dibnet.dod.mil.
 “Rapid(ly) report(ing)” means within 72 hours of

discovery of any cyber incident.
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Cyber Incident Reporting
 Contents of Cyber Incident Report:
 Somewhat unclear
 “At a minimum, the required elements of http://dibnet.dod.mil”
 Medium assurance certificate requirement. In order to report

cyber incidents in accordance with this clause, the Contractor
or subcontractor shall have or acquire a DoD-approved
medium assurance certificate to report cyber incidents. For
information on obtaining a DoD-approved medium assurance
certificate, see http://iase.disa.mil/pki/eca/Pages/index.aspx.
 DoD measure to ensure secure communication between

DoD and certified Contractors
 coordinate with Agency contracting staff
32

Cyber Incident Reporting
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Cyber Incident Reporting
Other Requirements:
(d) Malicious software: submit identified malicious software in accordance with
instructions provided by the Contracting Officer.
(e) Media preservation and protection. When a Contractor discovers a cyberincident has occurred, the Contractor shall preserve and protect images of all
known affected information systems identified in paragraph (c)(1)(i) of this clause
and all relevant monitoring/packet capture data for at least 90 days from the
submission of the cyber incident report to allow DoD to request the media or
decline interest.
(f) Access to additional information or equipment necessary for forensic analysis.
Upon request by DoD, the Contractor shall provide DoD with access to additional
information or equipment that is necessary to conduct a forensic analysis.

(g) Cyber incident damage assessment activities. If DoD elects to conduct a
damage assessment, the Contracting Officer will request that the Contractor
provide all of the damage assessment information gathered in accordance with
paragraph (e) of this clause.
34

Cyber Incident Reporting
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Reporting Requirements Steps:
 Assess the incident and determine if cyber incident has occurred.
 Best Practice – engage forensic expert, counsel
 Report within 72 hours
 Information required by http://dibnet.dod.mil
 Medium Assurance Certificate
 Regularly update DoD
 Best Practice – notify Contracting Officer.
 Maintain copies of everything and provide to Government upon request:
 Malware
 affected information, data, media
 damage assessment/forensic information
 Best Practice – segregate DoD data/systems to isolate and allow for
faster reporting and clearer forensic analysis (but note cost/burden)

Cyber Incident Reporting
 DoD Use and Release of Reported Information

(252.204-7102(h) – (j):
 Government required to minimize release and

safeguard contractor’s proprietary information
 Non-DoD information more restricted than DoD

information
 Contractor must mark material as

proprietary/confidential
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Cyber Incident Reporting
 Impact of cyber incident report:
 not stand-alone proof of inadequate safeguards
 key is to implement adequate security
 NIST 800-171: access control, configuration

management, monitoring and detection, incident
response
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Cyber Incident Reporting
 Subcontractor Reporting:



Applies in the same way as applies to prime



includes commercial items contracts



must be “covered information”



must be “cyber incident”



same reporting requirement – subs report directly to
http://dibnet.dod.mil

 Potential Subcontractor Issues:
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Cost/risk shift (third party vendors)



Indemnification for breach



lower-tier flow-down

Cyber Incident Reporting


Other Reporting Considerations:




State breach notification laws


DoD Rule does not supersede obligations to State AG, consumers



Another argument in favor of network segregation

Coordinating with your Agency Contracting Staff
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DoD Portal should not cut out the contracting staff

NIST 800-171 standards for “Incident Response”


3.6.1. Establish an operational incident-handling capability for
organizational information systems that includes adequate preparation,
detection, analysis, containment, recovery, and user response activities.



3.6.2 Track, document, and report incidents to appropriate officials
and/or authorities both internal and external to the organization.



3.6.3 Test the organizational incident response capability.

Thank You
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DoD’s New Regulations Governing Contracting for
Cloud Services
October 21, 2015
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Mary Beth Bosco
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Overview Of Cloud Contracting Requirements
I.

Where Do the Regulations Come From?

II. What Are the Basic Requirements?
III. How Do You Manage Risk?
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Section I
Where Do the Regulations Come From?
1. DoD Chief Information Officer (CIO) December 15, 2014
Memorandum: “Updated Guidance on the Acquisition and Use of
Commercial Cloud Computing Services.”
[http://iase.disa.mil/cloud_security/Pages/docs.aspx]:
1. FedRAMP is minimum security standard.
2. DoD has developed new Guidance for “Sensitive Information.”
Providers must be approved by DISA to handle Sensitive
Information.
3. Commercial cloud services providers handling Sensitive
Information must connect to customers through a cloud access
point (CAP) provided by DISA or another DoD component.
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Where Do the Regulations Come From?
2. DoD CIO January 13, 2015 Memorandum: “Cloud
Computing Security Requirements Guide Version 1,
Release [http://iase.disa.mil/cloudsecurity/Pages/docs/aspx.]
1. Establishes security requirements specific to DoD
CUI.
2. Data that is unclassified and cleared for public
release can be hosted on FedRAMP.
3. Cyber incidents involving both “FedRAMP” and
DoD CUI information must be reported both to USCERT and DoD; incidents involving DoD CUI only
must be reported to DoD.
44

Section II: What Are the Basic Requirements?
• Adds to the DFARS:
– DFARS Section 239.76, “Cloud Computing.”
– DFARS Clause

• Summary of Basic Requirements:
– Cloud computing services must be purchased from
providers with provisional authorization from the
Defense Information Systems Agency (DISA).
– Regulations set standards for cloud service providers.
– Cloud computing service agreements must include
specified provisions in all agreements with cloud
computing providers.
45

Summary of Basic Requirements
• Basic Requirements (continued):
– Required storage in the United States and outlying
areas of the United States.
– Contractors must represent to the Government whether
they are using cloud services.
– Cyber Incidents involving cloud services must be
reported.
– Contractor must notify Government of all requests for
access.
– Clause must be included in subcontracts involving or
potentially involving cloud services.
46

How is Cloud Computing Defined?
•

Definition of cloud computing:
– A model for enabling ubiquitous, convenient, or ondemand network access to a shared pool of
configurable computing resources (e.g., networks,
servers, storage, applications, and services) that can
be rapidly provisioned and released with minimal
management effort or service provider interaction. This
includes other commercial terms, such as on-demand
self-service, broad network access, resource pooling,
rapid elasticity, and measured service. It also includes
commercial offerings such as software-as-a-service,
infrastructure-as-a-service, and platform-as-a-service.
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Section II: Other Definitions
•

•

Definition of cyber incident:
– Actions taken through the use of computer networks
that results in a compromising or an actual or
potentially adverse effect on an information system
and/or the information residing therein.
Definition of spillage:
– A security incident that results in the transfer of
classified or unclassified information onto an
information system not accredited for the appropriate
security level.
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Section II: Specific Requirements
• Requirements apply when using cloud computing to
provide information technology services in the
performance of a contract.
• Cloud computing services must be purchased from
providers with provisional authorization from DISA. The
current list is at http://www.disa.mil/computing/cloudservices/cloud-support.
• Data must be stored in the U.S. or outlying areas.
• Requirements for providers are set forth in DoD CIO
January 13, 2015 Memorandum: “Cloud Computing
Security Requirements Guide Version 1, Release 1
(SGR)”. [http://iase.disa.mil/cloudsecurity/Pages/docs/aspx.]
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Section II: What Does the SGR Say?
• SGR includes:
– Categorization of information into Impact Levels and
Security Objectives: What information can be hosted on
FedRAMP certified providers and what information
must be hosted on DISA-approved providers?
– Requirements for hosting DoD CUI, including personnel
and physical security requirements, including whether
shared hosting is acceptable.
– Standards for defending information systems operating
in the cloud and for reporting and investigating cyber
incidents.
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Section II: Terms of Agreement
•

Government can use commercial vehicles such as End
User License Agreements or Terms of Service to
purchase cloud services. Agreement, however, must
contain:
– Data description;
– Data ownership, licensing, delivery and disposition
instructions;
– Appropriate limitations on contractor and third-party
access to the stored information;
– Requirements to support audits, inspections,
investigations, e-discovery, and records management;
– Requirement to cooperate with Government in the
event of spillage.
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Section II: Contractor Use of Cloud Services
•

Contractor Representation:
– Contractors are required to represent whether or not they
“anticipate that cloud computing services will be used in the
performance of any contract or subcontract resulting from this
solicitation.
– If, after award, a contractor determines to use a cloud provider, the
contractor must obtain approval from the contracting officer before
utilizing the cloud computing services.

•

Clauses implementing all the cloud computing
requirements must be flowed down to subcontractors.
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Section II: Reporting
•

Similar reporting requirements as the other cybersecurity
provisions:
• Rapid reporting;
• Submission of malicious software;
• Media preservation and protection for at least 90
days;
• Allow DoD access for purposes of forensic
investigation; and
• Support for damage assessment activities.

•

Notification of all third-party requests to access
information.
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Section III: How do you Manage Risk?
•

•

Contractors using CSPs to store DoD data will need to
review what types of information (classified, CUI, public)
are being stored across the organization and how they
are being stored: shared or dedicated services?
Contractors will need to review/revised existing
agreements with CSPs to ensure compliance with the
DoD SGR. Issues to cover:
– For example, how does the CSP monitor its systems?
What are its procedures for access control?
– Is the CSP FedRAMP or DISA approved? Can you
require an existing CSP to obtain DISA approval if the
type of information being stored changes? What
happens if you need to change CSPs mid-agreement?
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Section IV: How Do You Manage Risk?
•

•

•

Contractors and CSPs must have a clear understanding
of what must happen in the event of a data spill. For
example, if the data is stored in a shared facility, the CSP
must be able to take the affected resource offline in order
to investigate the spill and preserve data. Do you have a
common understanding of what constitutes a breach and
when you are to be notified? What procedures will be
followed to investigate and preserve data?
Do your agreements with CSPs require modification in
order to ensure compliance with the SGR?
Do you ask your CSP to self-certify compliance, or
should you perform an audit?
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Section IV: How Do You Manage Risk?
• Does your CSP offer elasticity? Does the CSP
have discretion to migrate data based on hours
and workloads? Could the CSP migrate CUI
overseas? To a shared server?
• Because provisions flow down to subcontractors,
companies will need to review and revise their
subcontract agreements.
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Thank You
Mary E. “Mary Beth” Bosco
Mary Elizabeth Bosco is a partner in Holland & Knight's Washington,
D.C., office. She has 30 years of experience working with new and
experienced government contractors, and focuses her practice on
advising such organizations in contract compliance, transactional matters
and how to navigate the federal marketplace.
With a substantial background in regulatory matters and litigation, Ms.
Bosco counsels clients on the drafting of procurement manuals and
implementation of compliance and training programs, including reporting
requirements as well as audits and procurement fraud investigations.
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