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Responding to CIDs and HIPAA
Subpoenas in FCA Cases
By: Lauren P. DeSantis-Then, Shareholder

WHAT IS A CIVIL INVESTIGATIVE
DEMAND ("CID")?
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The Government often issues CIDs in health care fraud investigations pursuant
to the False Claims Act (“FCA”). See 31 U.S.C. § 3733.
A CID is a demand – not a request – for information
 Information sought may include documents, testimony, and responses to
interrogatories
 Unlike a subpoena, CIDs are issued without judicial oversight
 They may be challenged in the courts
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WHO USES CIDS, AND WHY ARE THEY
IMPORTANT?
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 CIDs became far more common in health care fraud investigations after the
2009 enactment of the Fraud Enforcement and Recovery Act, which allowed
the Attorney General to delegate authority to issue CIDs to the U.S. Attorneys.
See Fraud Enforcement and Recovery Act, Pub. L. No. 111-21, §4(c), 123
Stat. 1623 (2009).
 For investigators, CIDs have an advantage over HIPAA subpoenas in that
in addition to requiring the production of documents, they can also demand
interrogatory responses and that witnesses appear for depositions.
 Although CIDs were conceived as a tool of civil discovery under the FCA,
the information obtained through a CID can arguably be shared by the
government attorneys conducting the civil side of an investigation with
prosecutors conducting the criminal side of an investigation.
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CIDs CAN LEAD TO BIG MONEY, BIG
PROBLEMS
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In Fiscal Year 2016 alone:

 Health Care Fraud and Abuse Control Program Annual Report for Fiscal
Year 2016:
– More than $3.3 billion recovered in civil and criminal healthcare fraud matters

 Criminal Actions
– DOJ instituted 975 new criminal healthcare fraud investigations
– Criminal charges were filed in 480 cases involving 802 defendants
– 658 defendants were convicted of healthcare fraud-related crimes

 Civil Actions
– DOJ instituted 930 new civil healthcare fraud investigations – 1,422 civil
matters were pending at the end of FY 2016
– HHS-OIG excluded 3,635 individuals and entities from participation in federal
healthcare programs
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THIS IS SERIOUS BUSINESS
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Nearly 50% of criminal healthcare investigations result in
criminal charges
• Thousands of entities barred from their primary source of
income when they cannot participate in federal programs

CONTACT OUTSIDE COUNSEL IMMEDIATELY AFTER
RECEIPT OF A CID.
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BASIC RULES FOR HANDLING CIDs
31 U.S.C. § 3733

 CID recipient generally has 20 days to respond to a
request for documents and interrogatories
 CIDs must generally provide a minimum of 7 day
notice for oral testimony
 Contempt of court for failure to comply with a CID
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ENGAGE OUTSIDE COUNSEL
IMMEDIATELY
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Work with outside counsel immediately to determine what is
and is not available:






Circulate a Document Hold memorandum
Hard copy documents
Email
Electronic documents
Be armed with specific details as to the type, form and
volume of the information
 Get knowledge of what does and does not exist
 Put together a team to help retrieve the documents
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PREPARE INTERNALLY
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 Investigate, investigate, investigate
–
–
–
–
–

Understand what you are providing
Review documents
Analyze data
Beware of email
Do your own defensive search to see what might exist

 Prepare to spend resources: time and money; money and time
– May need to temporarily assign one or more employees to responding
to the investigation, etc.
– Spending smaller sums early may save big sums later
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DOCUMENT, DOCUMENT, DOCUMENT
 Document your cooperation efforts
 Document collection efforts
 Document efforts to narrow requests based
on burden and availability of materials
 Document provision of information,
documents, and data
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ENGAGING THE GOVERNMENT:
COMMUNICATION IS KEY
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Begin a dialogue with the government early in the process
 Outside counsel should introduce themselves early and let the government
know that you, the client, are taking prompt action to respond
 Gather as much information as you can to determine if you are a:
A. Target
B. Subject or
C. A witness

 Express willingness to cooperate
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 Establish credibility
A. be prepared with specific facts and details
i. volume of documents
ii. what searches you have already conducted
iii. what steps IT has taken to preserve and search for documents

B. give realistic expectations for timing of productions
C. Always tell the truth
*Failure to do so could expose the company and its employees to separate criminal
liability
** Deleting, concealing or altering relevant documents = JAIL TIME

 Do not over-promise and under-deliver
A. Do not make misrepresentations
B. Do not obfuscate
C. Do not make mistakes (i.e., represent that all documents have been produced
only to have to recant at a later date)
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ENGAGING THE GOVERNMENT:
NEGOTIATING REASONABLE
ACCOMMODATIONS
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 A recipient of a CID may seek to limit the scope of the CID, extend the
time to respond, or challenge its issuance
 Negotiate with the government or move to strike or quash
 Relevant factors:
–
–
–
–
–
–


Relevance and importance of the information to the investigation
Is the recipient a target of, or witness in, the investigation
Is the CID within the scope of the authorizing statute
Reasonableness of requested extension of time
Courts will generally enforce CIDs
Risks involved with challenging

Understand what the CID tells you



Insight into concerns and investigative focus
Use ongoing discussions about compliance to understand government’s
concerns and to educate government on issues
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ENGAGING THE GOVERNMENT: CONTROL
THE NARRATIVE
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Craft your substantive story and tell it early and
often
 Telling your story is not a substitute for, but a supplement
to, CID response
 Various ways to be effective, but likely will need to
submit a comprehensive writing
 Engage on the merits
 Ask for an in-person meeting to explain your written
submission
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FINAL THOUGHTS
1.
2.
3.

Credibility is your most important asset.
Credibility is key.
Did I mention that credibility is important?
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THANK YOU!

Lauren P. DeSantis-Then
Shareholder
Washington, D.C.
202.626.8323
LDeSantis@Polsinelli.com
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Polsinelli provides this material for informational purposes only. The material
provided herein is general and is not intended to be legal advice. Nothing
herein should be relied upon or used without consulting a lawyer to consider
your specific circumstances, possible changes to applicable laws, rules and
regulations and other legal issues. Receipt of this material does not establish
an attorney-client relationship.
Polsinelli is very proud of the results we obtain for our clients, but you should
know that past results do not guarantee future results; that every case is
different and must be judged on its own merits; and that the choice of a
lawyer is an important decision and should not be based solely upon
advertisements.
© 2016 Polsinelli PC. In California, Polsinelli LLP.
Polsinelli is a registered mark of Polsinelli PC
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Responding to HIPAA Subpoenas and CIDs
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Ingrid S. Martin

HIPAA Subpoenas
• Another investigatory tool used in federal health
care fraud investigations
• Similar to a Civil Investigative Demand
• Some critical distinctions
 Arises out of a statutory framework designed to
protect information
 May offer additional opportunities to push back
 Ability to prevent sharing
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HIPAA Subpoenas: Authority
In any investigation of:

(i) (I) a Federal health care offense; or (II) a Federal
offense involving the sexual exploitation or abuse of
children, the Attorney General …
may issue in writing and cause to be served a
subpoena requiring the production and testimony ...
18 U.S.C. § 3486(a)(1)(A)
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HIPAA Subpoenas vs. CIDs
• Both can signal a parallel civil and criminal activity
as both are tools for investigating “health care fraud”
 But see United States v. Scrushy, 366 F. Supp.2d
1134 (N.D. Ala. 2005)

• CIDs can demand interrogatory responses and
deposition testimony (31 U.S.C. § 3733(a)(1));
HIPAA subpoenas cannot
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HIPAA Privacy Rule
The Rule:
A “covered entity” may not use or disclose protected
health information, except as permitted under HIPAA
• Covered entities include: health care providers, health
plans, health information clearinghouses, and
business associates
• Protected Health Information (“PHI”): individually
identifiable health information that is stored or
maintained in any form, including electronically
45 CFR 160.103 (Definitions)
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HIPAA Privacy Rule: Key Principles
 PHI information must be safeguarded and only
disclosed to the extent permitted by law
 An entity providing PHI must make “reasonable
efforts to limit protected health information to the
minimum necessary to accomplish the intended
purpose of the use, disclosure, or request”
45 CFR 164.502(b)
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HIPAA: Disclosures to the Government
Government may obtain PHI if:

(1) The information sought is relevant and material
to a legitimate law enforcement inquiry
(2) The request is specific and limited in scope to
the extent reasonably practicable in light of the
purpose for which the information is sought;
and

(3) De-identified information could not reasonably
be used.
45 CFR 164.512(f)(1)(ii)
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DOJ Acknowledges HIPAA Principles
The US Attorneys’ Manual states that PHI
“should be maintained securely and access to
such information should be limited to those
persons with a legitimate need for access” and
“should either be destroyed, or returned to the
entity which originally disclosed it” as soon as
the need for the information has ended.
United States Attorneys’ Manual,
Criminal Resource Manual 978(VII)
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DOJ Acknowledges HIPAA Principles
October 15, 1998 Memorandum by
Deputy Attorney General Eric Holder:
“This Memorandum is being distributed to re-emphasize the
paramount importance of protecting the confidentiality of
individually identifiable health information and protecting the
privacy of individuals whose health information is received
by the Department in its law enforcement activities. While it
is often necessary and appropriate for us to obtain such
information in the area of law enforcement investigations, we
should make every effort to assure that individual privacy is
protected.”
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DOJ Acknowledges HIPAA Principles
“when defense requests are made for discovery or
production of health information in the possession of
the government, the presumption should be that it is
incumbent on the government to obtain a protective
order, either by consent or motion, which restricts the
further dissemination of health information, limits
access to such information to those individuals
necessary to the defense, and requires the destruction
or return of such information when it is no longer
needed”
 these protections should be a two-way street
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Sharing Information With Relators
 CID sharing language:

“Any information obtained by the Attorney
General or a designee of the Attorney General
under this section may be shared with any qui
tam relator if the Attorney or designee
determine it is necessary as part of any false
claims act investigation.” 31 U.S.C. § 3733
(a)(1)(D)
 Nothing comparable for HIPAA subpoenas
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Relators’ Use of Government Information
United States ex rel. Underwood v. Genentech,
Inc., 720 F. Supp. 2d 671 (E.D. Pa. 2010):
“… the authority Genentech offers precludes only
amendments to a qui tam complaint based on
discovery obtained directly from the qui tam
defendant. Genentech offers no authority – and I can
find none – barring amendments based on discovery
the relator obtained from the Government. In deed,
as I have discussed, courts have suggested just the
opposite…”
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Production Letter Language
This production includes documents which contain
“protected health information” as defined by the Health
Information Portability and Accountability Act of 1996
(“HIPAA”). 45 CFR 160.103. As such, Acme Medical
demands that HHS OIG and the U.S. Attorney’s office
take all necessary precautions to protect the PHI
contained in the documents produced by Acme
Medical. Acme Medical further demands that such
information not be shared with any third party without
first notifying and obtaining consent from Acme
Medical, or without an appropriate protective order
from the court.
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Demand Return or Destruction
Given that the government’s investigation of this matter has ended and it has
determined that it will not intervene as a litigating party, I am requesting the
prompt return or destruction of the protected health information (“PHI”),
including the Acme claims data, that was produced to you pursuant to the
HIPAA subpoena dated February 25, 2015.
The Health Insurance Portability and Accountability Act (“HIPAA”), requires
that PHI be safeguarded from disclosure. See e.g. 45 CFR § 164.105. Such
protected PHI was included in the Acme production, particularly on the claims
data spreadsheets, which included patients’ first and last names, dates of
service, and health plan beneficiary numbers, alongside the medical devices
those patients obtained through Acme.
As such, Acme requests that the materials produced in response to the
subpoena be returned to Acme and all copies destroyed. The claims data
should not, and cannot, be shared with any third parties. Please return all
claims data or confirm its destruction by April 14, 2017. See also United
States Attorneys’ Manual, Criminal Resource Manual 978(VII).
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Substance Abuse Treatment Records
Records of the identity, diagnosis, prognosis, or treatment of
any patient which are maintained in connection with the
performance of any program or activity relating to substance
abuse education, prevention, training, treatment,
rehabilitation, or research, which is conducted, regulated, or
directly or indirectly assisted by any department or agency
of the United States shall, except as provided in subsection
(e) of this section, be confidential and be disclosed only for
the purposes and under the circumstances expressly
authorized under subsection (b) of this section.
42 U.S.C. § 290dd-2(a)
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Substance Abuse Treatment Records

Government must obtain “an appropriate order of a
court of competent jurisdiction granted after
application showing good cause therefore, including
the need to avert a substantial risk of death or
serious bodily harm.”
42 U.S.C. § 290dd-2(b)(2)(A)-(C)
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Substance Abuse Treatment Records
Confidential communications “made by a patient to a program in the
course of diagnosis, treatment or referral for treatment” can only be
disclosed if:
(1) The disclosure is necessary to protect against an existing threat
to life or of serious bodily injury, including circumstances which
constitute suspected child abuse and neglect and verbal threats
against third parties;
(2) The disclosure is necessary in connection with investigation or
prosecution of an extremely serious crime, such as one which
directly threatens loss of life or serious bodily injury, including
homicide, rape, kidnapping, armed robbery, assault with a deadly
weapon, or child abuse and neglect; or
(3) The disclosure is in connection with litigation or an administrative
proceeding in which the patient offers testimony or other evidence
pertaining to the content of the confidential communication.
42 C.F.R. § 2.63(a)
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Practical Steps
 Advise the USAO in writing that you are producing
PHI
 Focus on HIPAA’s command to limit individually
identifiable information
 Negotiate based on the principle that HIPAA
demands the minimum possible disclosure
 Request return or destruction of materials

 Request notification prior to disclosure third parties,
including Relators
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Ingrid S. Martin

100 High Street, Boston
617-371-1000; imartin @collorallp.com

Ingrid Martin is a partner at Collora LLP
where she focuses her practice on the
intersection between criminal defense
and health care law.
She handles all types of federal and
state government investigations faced
by health care providers. These include
investigations by the United States
Department of Justice, the FDA, the
DEA, and the Office of the Inspector
General of Health & Human Services,
as well as state Medicaid Fraud Units.
She also assists clients with contractual
and business litigation matters where
her familiarity with the complex health
care regulatory environment can be a
critical asset.
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