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Sound Quality
If you are listening via your computer speakers, please note that the quality
of your sound will vary depending on the speed and quality of your internet
connection.
If the sound quality is not satisfactory, you may listen via the phone: dial
1-866-869-6667 and enter your PIN when prompted. Otherwise, please send us
a chat or e-mail sound@straffordpub.com immediately so we can address the
problem.
If you dialed in and have any difficulties during the call, press *0 for assistance.
Viewing Quality
To maximize your screen, press the F11 key on your keyboard. To exit full screen,
press the F11 key again.
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For CLE purposes, please let us know how many people are listening at your
location by completing each of the following steps:
•

In the chat box, type (1) your company name and (2) the number of
attendees at your location

•

Click the SEND button beside the box

If you have purchased Strafford CLE processing services, you must confirm your
participation by completing and submitting an Official Record of Attendance (CLE
Form).
You may obtain your CLE form by going to the program page and selecting the
appropriate form in the PROGRAM MATERIALS box at the top right corner.
If you'd like to purchase CLE credit processing, it is available for a fee. For
additional information about CLE credit processing, go to our website or call us at
1-800-926-7926 ext. 35.
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If you have not printed the conference materials for this program, please
complete the following steps:
•

Click on the ^ symbol next to “Conference Materials” in the middle of the lefthand column on your screen.

•

Click on the tab labeled “Handouts” that appears, and there you will see a
PDF of the slides for today's program.

•

Double click on the PDF and a separate page will open.

•

Print the slides by clicking on the printer icon.

Discoverability of Social Media

Lawrence Morales II, The Morales Firm
lawrence@themoralesfirm.com

Option #1:
Request Evidence From the Social Media
Provider
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Option #2:

Request Litigant to Produce Relevant Social Media
Evidence (Self-Review)

• Discovery Request

– “All photographs posted, uploaded, or otherwise
added to any social networking sites or blogs,
including but not limited to Facebook.com,
Myspace.com, Twitter.com, or any similar websites
posted since the date of the accident alleged in the
Complaint. This includes photographs posted by
others in which Plaintiff has been tagged or otherwise
identified therein.”

• Objection: Not Reasonably Calculated;
Overbroad; Invasion of Privacy
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Option #2:
Request Litigant to Produce Relevant Social
Media Evidence (Self-Review)

• Ruling: Motion to Compel Granted In Part, Denied in Part
• Reasoning

– “Generally, [social networking sites] content is neither privileged
nor protected by any right of privacy.”
– Nevertheless, requests must still be reasonably tailored to
issues in case
– Plaintiff’s physical condition and “quality of life” are at issue
– Court ordered “Plaintiff to produce any photographs depicting
her, taken since the date of the subject accident, and posted to
a SNS, regardless of who posted them.”

• Cite: Davenport v. State Farm, 2012 U.S. Dist. LEXIS 20944
(M.D. Fl. Feb. 21, 2012)
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Option #3:
Request Authorization for Provider to Release Social
Media

• Case: Slip and Fall
• Discovery Requests
– Defendant requested Plaintiff sign authorizations
for the release of records from her Facebook
account.

• Objection: Not Reasonably Calculated;
Overbroad; Invasion Privacy
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Option #3:
Request Authorization for Provider to Release Social
Media

• Ruling: Motion to Compel Denied
• Reasoning

– “I agree that material posted on a “private” Facebook page, that
is accessible to a selected group of recipients but not available
for viewing by the general public, is generally not privileged, nor
is it protected by common law or civil law notions of privacy.”
– “Nevertheless, the Defendant does not have a generalized right
to rummage at will through information that Plaintiff has limited
from public view.”
– The public portions of Plaintiff’s FB page “are not inconsistent
with Plaintiff’s claim of injury or with the medical information
she has provided.”

• Cite: Tompkins v. Detroit Metro. Airport, Case No. 1010413, 2012 U.S. Dist. LEXIS 5749 (E.D. Mich. Jan. 18, 2012).
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Option #4:
Request Court to Conduct In Camera Review
• Discovery Requests
– Request to produce entire contents of Plaintiff’s
Facebook and MySpace Accounts
– Parties requested Court to conduct in camera
review

• Objection: Not Reasonably Calculated;
Overbroad; Invasion of Privacy
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Option #4:
Request Court to Conduct In Camera Review
• Ruling: Motion to Compel Granted In Part, Denied In Part
• Reasoning

– Court’s in camera review “reveals that the information and
material contained within Plaintiff’s Facebook account are
unrelated in any way to the events that give rise to the cause of
action in this case, and are largely irrelevant, or not likely to lead
to the discovery of admissible evidence.”
– Court required production of certain postings potentially
inconsistent with Plaintiff’s claims.
– Court admonished parties for requiring court to conduct a
relevance review.

• Cite: Offenback v. L.M. Bowman, Inc., Civil Action No. 1:10cv-1789, 2011 U.S. Dist. LEXIS 66432, (M.D. Penn. June 22,
2011).
12

Option #4:
Request Litigant’s Email Address and Password
• Case: Chauvin v. State Farm, Case No. 10-11735, 2011 U.S. Dist. LEXIS
121600 (E.D. Mich. Oct. 20, 2011)
• Discovery Requests

– Production of Plaintiff’s e-mail address and Facebook account

• Objection: Not Reasonably Calculated; Overbroad; Invasion Privacy
• Ruling: Denied, and Costs Awarded to Plaintiff.

– “The discovery requested is available to Defendant through less intrusive, less
annoying and less speculative means that this, even if it were deemed
relevant. There is no indication that granting access to Plaintiff’s private
Facebook account would be reasonably calculated to lead to the discovery of
admissible information.”
– Not enough to avoid sanctions that other courts have permitted discovery of
social media evidence.
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Preserving Social Media Evidence
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Preserving Social Media Evidence
• Gatto v. United Air Lines, Inc., 2013 U.S. Dist. Lexis 41909 (D.N.J.
March 25, 2013)

– Defendants requested documents and information related to social
media accounts

– Plaintiff provided signed authorizations to all social media accounts,
EXCEPT FACEBOOK
– Defendant filed motion to compel; court ordered Plaintiff to change
his Facebook password to “alliedunited”
– Plaintiff deactivated his Facebook account
– Pursuant to Facebook’s procedures, the data was automatically
deleted after 14 days
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Preserving Social Media Evidence
• Gatto v. United Air Lines, Inc., 2013 U.S. Dist. Lexis 41909 (D.N.J. March 25,
2013)
– “Litigants in federal court have a duty to preserve relevant evidence that they
know, or reasonably should know, will likely be requested in reasonable
foreseeable litigation, and the Court may impose sanctions on an offending
party that has breached this duty.”

– “Even if Plaintiff did not intend to permanently deprive the defendants of the
information associated with his Facebook account, there is no dispute that
Plaintiff intentionally deactivated the account.”
– “In doing so, and then failing to reactivate the account within the necessary
time period, Plaintiff effectively caused the account to be permanently
deleted.”
– Court gave adverse inference instruction to jury.
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Caution: Lawyer Suspended 5 Years
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Strafford Live Webinar
November, 25, 2013
Richard N. Lettieri, Esq.
E-Discovery Counsel

Threshold Question or Issue:
Is social media genuine? Is it what it purports to be?

OR
Is it a Fraud? Has it been falsified?

20



Studies indicate that social media data is 10-14%
false or duplicative (Gartner Group estimate is 410%)



Examples of this falsification: spoofing, phishing,
catfishing



In June, 2012, Facebook VP/Security, Joe Sullivan
testified before The Securities and Exchange
Commission that of their 855M users, 8.7% or 83M
were duplicative, false or spread spam or false
information
21





Federal and State Courts have reached vastly different and inconsistent
conclusions. There is currently no national standard.
However, Judge Paul W. Grimm, U.S. District Court, Maryland, (and a national EDiscovery authority), indicates that there are two basic approaches*:

Court attempts to make
a definitive determination
that the evidence is authentic

•
•

Court “conditionally admits”,
if there is enough evidence for a
reasonable jury to conclude that
the evidence is authentic

* Griffin v. State
(Md. Ct. Appeals, 2010)

* Tienda v. State

* State v. Eleck
(Conn. App.Ct. 2011)

* State v. Assi

(Texas Crim App.Ct. 2012)
(Ariz. Ct. App.2012)

“Authentication of Social Media Evidence” American Journal of Trial Advocacy, 36 Am J. Trial Advoc 43, Spring, 2013
Presentation: 2nd Annual Educational Summit of State Court Judges: Unlocking E-Discovery, Denver,Colorado, Sept 2013
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Judge Grimm concludes:
Although the law is very muddled at this time, best approach is to admit/exclude if
it’s obviously one or the other; or to “conditionally admit” the evidence if a
reasonable jury could conclude that the evidence is authentic.

In other words; social media authenticity is a
factual determination for the jury to decide.
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How to Authenticate (to improve chances of admission)::
1. Get social media owner to admit authorship
2. Provide circumstantial evidence (cumulatively – the more the better).(There is a
wide divergence among courts regarding how much is enough).
- user ID consistent with nickname
- email address registered to the account
- user ID #
- stated location accurate
- communications with other suspects
- numerous postings with pictures and associated date & time stamps
3. Use technology to strengthen your circumstantial evidence:
- captures objective metadata like device sent from and file level hash values
- use forensic examination to determine if website was accessed by author’s
computer
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How to Fight Admittance of Social Media Evidence:
1. Stress the inability of opposing counsel to provide the testimony of the author.
2. If forensic collection was not made, stress that opposing counsel significantly
weakened their case by not doing so. (i.e. their own fault)
3. Educate the jury regarding how duplicative/false/manipulated social media is,
stressing disturbing facts about social media reliability:
- Studies indicate that social media data is 10-14% false or duplicative
- Gartner Group estimate is 4-10%
- In June, 2012, Facebook executive, Joe Sullivan testified before Securities
and Exchange Commission that of their 855M users, 8.7% or 83M were
duplicative, false or spread spam or false information
4. If it exists, show that someone had a motive and an opportunity to falsify the
social media data in question. (Show more that it merely could have happened)
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Preservation


Because social media is transients, you must move quickly to ensure
preservation.

Collection


The method of collection is critical when collecting social media
because:
1. current collection techniques are immature (expect this to improve over time)
2. self-collection techniques (i.e. capturing “screen shots” and using “web crawlers”),
do NOT capture metadata or MD5 hash values very helpful to ensure authentication,
especially in the absence of owner testimony
3. forensic collection provides metadata and MD5 hash values, which courts have ruled
are crucial circumstantial evidence that enhances the chances for admission



Social media metadata includes: create time, unique ID # of the person making the post,
the device from which the post was made, log report indicating every time a page was
touched.



While a forensic collection of social media evidence enhances the case for
admissibility, it also increases the costs.
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Authentication/Admissibility:
1. Current Law is muddled and unsettled, and no national
standard has yet emerged.
2. Social media data is notoriously unreliable. (remember that
this can be used for or against you)
3. Two basic ways to authenticate: Courts have ruled that an
author may admit ownership; or cumulative, circumstantial
evidence may suffice.
4. Objective metadata gained from forensic collections can be
decisive.
5. Although case law is currently muddled, experts agree that
authentication/admissibility is a factual issue best
determined by a jury.



Proper Preservation and Collection Methods
6. Required to improve the capture of critical circumstantial
evidence that can sometimes ensure admissibility.
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SOCIAL MEDIA EVIDENCE IN
PERSONAL INJURY LITIGATION:
ADMISSIBILITY CHALLENGES

STRAFFORD LIVE WEBINAR
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ROBERT J. BOGDANOWICZ III, ESQ.
rob@deanslyons.com

The Numbers Are Staggering!
200+ million videos

850+ million users

200+ million users

200+ million members
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The Numbers Are Staggering!
Users upload 100 hours of video to
YouTube every minute.
Each month, over 30 billion pieces of
content are generated and shared on
Facebook.
In December 2010 alone, Americans spent
49.3 billion minutes on Facebook.
Twitter processed 5,000 “tweets” a day in 2007;
by 2011, that figure had soared to over 75
million a day.
30

So, You’ve Hit the Jackpot. Now What?
Today, the pervasiveness of
social media can provide
lawyers with a digital treasure
trove of information:
Incriminating photos
Incriminating statements or wall
posts
Status updates
Mood indicators
List of “friends”
Logon/logoff records
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Everybody is doing it…
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Relevancy Hurdles
FED. R. EVID. 401
Evidence is relevant if:
(a) It has any tendency to make a fact
more or less probable than it would be
without the evidence; and
(b) The fact is of consequence in
determining the action.
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“Undue/Unfair Prejudice” Hurdles
FED. R. EVID. 403
The court may exclude relevant evidence
if its probative value is substantially
outweighed by a danger of one or more of
the following: unfair prejudice, confusing
the issues, misleading the jury, undue
delay, wasting time, or needlessly
presenting cumulative evidence.
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“Relevant” Cases
Mackelprang v. Fidelity National Title
D. Nevada (2007)
(Defendants entitled to relevant content
from Plaintiff’s MySpace pages in sexual
harassment case)
EEOC v. Simply Storage Management
S.D. Ind.(2010)
(Defendants in sexual harassment case
entitled to Plaintiffs’ MySpace and Facebook
content, including privacy-restricted
information)
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“Relevant” Cases
Romano v. Steelcase, Inc.
Suffolk County Supreme Court (NY) (2010)
(Defendant in product liability case entitled to entire
content of Plaintiff’s social networking pages, including
what Plaintiff had deleted)
McMillen v. Hummingbird Speedway, Inc.
Jefferson County (PA) (2010)
(Defendant in personal injury action entitled to the
login names and passwords for Plaintiff’s social
networking accounts; judge rejects notion of a “social
networking privilege”)
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Recommendations
1.

Know your Court (and Judge).

2.

Tailor your discovery requests appropriately.

3.

Prevent spoliation.

4.

Avoid the “habit” path.

5.

Don’t be afraid of in camera inspections.
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