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Overview of Responses to
Trademark Infringement by
Social Media Sites

Response by Social Media
Operators
 Major social media sites have developed formal
trademark claims procedures
 Policies of sites are evolving, as services develop,
and based upon specific types of issues encountered
in each service
 Trademark infringement, user name squatting and
impersonation issues are often treated separately
 New social media services may lack in-house legal
support or formalized procedures for responding to
claims
 Delays and inconsistent results
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Facebook®
 Facebook outlines its procedures for reporting
claims of trademark infringement on its site at
Reporting Trademark Infringements.
https://www.facebook.com/help/www/44068486
9305015?rdrhc
 The Facebook trademark claim procedure
permits claimaints to submit claims without a
registered trademark.
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Twitter®
 Terms of Use incorporate the Twitter rules which
contain the following
 “Trademark: We reserve the right to reclaim
usernames on behalf of businesses or individuals
that hold legal claim or trademark on those
usernames. Accounts using business names and/or
logos to mislead others may be permanently
suspended.
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Twitter®
 Username Squatting: You may not engage in
username squatting. Accounts that are inactive for
more than six months may also be removed without
further notice.”
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Twitter®
 Twitter has a specific trademark policy which is
posted on its site. Unlike the Facebook policy it
appears to only be available to trademark
owners who own federal or international
trademark registrations.
http://support.twitter.com/articles/18367trademark-policy
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Twitter®
 There is a separate username squatting policy
http://support.twitter.com/groups/33-report-aviolation/topics/148-policyinformation/articles/18370-name-squattingpolicy# and parody, commentary and fan
account policy
http://support.twitter.com/groups/33-reportaviolation/topics/148-policyinformation/articles/106373-parodycommentary-and-fanaccounts-policy#.
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Pinterest®
 The Pinterest Trademark policy states that
accounts with usernames, Pin Board names, or
any other content that misleads others or
violates another's trademark may be updated,
transferred or permanently suspended.
 http://about.pinterest.com/trademark/
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Instagram®

 “It’s our policy to disable the accounts of people who
repeatedly infringe others’ intellectual property rights
when appropriate. …”

 An online form is available to report trademark
infringement.
http://help.instagram.com/188234407991837
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Trademark Infringement in Social Media:
Enforcement Issues and Case Law
Britt L. Anderson
Palo Alto, CA
britt.anderson@klgates.com

Should a Suit Be Filed?
 The “Streisand Effect”
 Term coined around 2003, after Barbra Streisand sued a
website that posted a photo of the California coast that
included her home
 At the time of suit, image of her house had been
downloaded from the website six times
 Following the suit, the website and photo became an
internet sensation, allegedly attracting 500,000 views

 Lesson learned: trademark owners should
weigh potential adverse publicity against
benefits of any suit
15

Social Media Enforcement and Brand Image

16

Coventry First Case
 Coventry First aggregates life insurance policies for investors
around the world.
• Twitter account @coventryfirst : "sure, maybe health ins. companies
want u to die fast once you get sick but they want u healthy for a
long time first. Coventry wants u dead NOW!" and "the faster
people die the more coventry first profits! Not even cig companies
want their customers to die as fast.”
 Coventry First sued to obtain the records on the defendant from
Twitter alleging trademark infringement, false advertising and
cybersquatting claims (Coventry First, LLC v. Does 1-10, No. 113700 (E.D. Pa. June 7, 2011).
 According to poster’s attorney, Coventry First dropped the suit
"when it learned what argument we were going to make in seeking
sanctions against its lawyer and getting the case dismissed.”
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Trademark Suits Involving Facebook
• Hasbro eliminated the online word game
Scrabulous, a Facebook application created by
RJ Wares, based on allegations that the name
infringed Hasbro’s SCRABBLE trademark.
Hasbro Inc. v. RJ Softwares, No. 2008-6567
(S.D.N.Y. July 23, 2008).
• Ninewest sued the creators of a Facebook
account named “ninewestshoes” that solicited
the submission of photographs from models.
Nine West Development Corp. v. Does 1-10,
No. 07-7533 (S.D.N.Y. 2007).
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Trademark Suits Against Twitter
• Plaintiff Oneok brought a case against Twitter
regarding use of the ONEOK name and design
mark in connection with a Twitter account.
Oneok Inc. v. Twitter Inc., No. 09-597 (N.D.
Okla. Sept. 15, 2009).
• In the same year, in La Russa v. Twitter Inc.,
No. 09-2503 (N.D. Cal. June 5, 2009), the
Major League Baseball manager Tony La
Russa sued Twitter after an imposter created a
fake Twitter account with the handle
“@TonyLaRussa”
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Identifying the Defendant
 In trademark infringement and false advertising
cases, determining the primary defendant is not
difficult
 they need to publicize who they are in order to take
advantage of your trademark or a false statement

 However, when the speaker is anonymous,
investigation is often necessary to determine the
responsible party
 Further, naming the party primarily responsible may be
preferable to claims of contributory or vicarious liability
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Anomymous Authors
 An author’s decision to publish anonymously,
even if motivated by the fear of paying the
consequences of infringement or defamation is
protected by First Amendment
 See, e.g., McIntyre v. Ohio Elections Comm’n, 514 U.S. 334
(1995)

 But right is not absolute
 Party harmed may file suit naming defendant simply as
“John Doe” and then seek discovery from online service
provider to determine authors identity
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“Doe” Suits – Defendant’s Identity

 Courts balance author’s First Amendment rights
against plaintiff’s need for redress for injury
 Plaintiff must make threshold showing of proof regarding its
claims and inability to obtain information from another
source

 Compare Century Int’l, Ltd. v. John Does 1-37, No. 12 C 1057
(N.D. Ill. March 30, 2012) (Court granted motion to compel
identification information based on IP address where allegations
supported infringement), with Dendrite International Inc. v. John
Doe No. 3 (2001) 342 N.J. Super. 134, 775 A.2d 756 (Corporate
plaintiff must set forth sufficient evidence to establish prima
facie cause of action).

22

Seeking Contents of Social Media
Posts
 Relevant evidence may be stored behind privacy
settings on a site such as LinkedIn or Facebook.
 Request to the social media site may be
prohibited pursuant to the Stored
Communications Act, 18 U.S.C. § 2702(a)(1)
(“SCA”):
… person or entity providing an electronic
communications service to the public shall not knowingly
divulge to any person or entity the contents of a
communications while in electronic storage by that
service ….
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Stored Communications Act
 Crispin v. Christian Audigier, Inc., 717 F.Supp. 2d 965
(S.D. Cal. 2010)(Court quashed subpoena on Facebook
that sought contents of communications).
 In re Request for Order Requiring Facebook, Inc. to
Produce Documents and Things, Case No. 12-80171
(N.D. Cal., Sept. 20, 2012) (Decedent’s parents served
subpoena on Facebook seeking contents of account;
Court granted Facebook’s motion to quash under SCA,
because even with parent’s authority to disclose, SCA
does not mandate disclosure).
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Types of Infringement Risks Arising from
Social Networking Sites
Britt L. Anderson
Palo Alto, CA
britt.anderson@klgates.com

Traditional Trademark Law
• While social media is a new source of problems, the
backdrop is traditional trademark law
 15 U.S.C. § 1114


Social media users may infringe registered marks

 15 U.S.C. § 1125(a)


Users may infringe common law rights or make false advertising
claims (false designation of origin; false description or advertising)

 15 U.S.C. § 1125(c)


Social media uses may dilute or tarnish trademark rights
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Earlier “New Media”
•

Similar IP protection challenges arose with:




•

Radio
Movies
Television

And, although in the copyright context, more recently
with:


VCR’s
•



Sony Corporation v. Universal City Studios, Inc. (1984)

P2P File-sharing
•

Metro-Goldwyn-Mayer Studios, Inc. v. Grokster, Ltd. (2005).
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Definition of Social Media Misuse
•

Defined as infringing activities that may injure your
trademark’s strength, reputation, or goodwill
•
•
•

•

Harmful information about your goods/services can spread within
seconds
Not including legitimate commentary or criticism or in accurate
comparative advertising
Some uses may not meet “use in commerce” requirement in
Lanham Act

Improper suggestion of affiliation or sponsorship
between goods/services
•

Potential counterexamples:
•

The user names “fifa” (https://twitter.com/fifa) and “vuitton”
(https://twitter.com/vuitton) are currently active personal Twitter accounts
that appear to have no connection to soccer (football) or fashion goods
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Types of Social Media Misuse
• Keyword advertising
 Social media service providers sell display advertising based
on keywords in users’ activities, interests, and group
membership
 Advertisement text or images may infringe your trademarks
• User name -“squatting” or “vanity” URLs
• “Fan” and “brand discussion” pages
 Misleading commentary or criticism
 Deceptive postings by unauthorized trademark users
• “Virtual” versions of real brands reflecting marks or trade dress sold
on gaming or virtual world sites such as SecondLife.com
• Additional issues related to use and display of trademarks and
trade dress, sale of counterfeit goods, and diversion of customers
29
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Types of Social Media Misuse
 Improper comparative advertising
 False and/or misleading advertising
 Express or implied claims

 Competitors may use each other’s trademarks to compare
goods but cannot mislead the public

 Impersonation of company employees
 Identities may be hidden by poster through use of Internet
cafes or third party sites
 Imposters may assert a parody defense. Twitter policies
permit parody impersonation but it must be clear “that the
profile is a fake.”
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Political Commentary

31

Parody
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glennbeckrapedandmurderedayounggirlin1990.com
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Trademark Rights and Social Media

Ian C. Ballon
Greenberg Traurig LLP
(310) 586-6575
(650) 289-7881
Ballon@GTLaw.com
Google+, Facebook, Twitter, LinkedIn: Ian Ballon
www.IanBallon.net
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Secondary Liability of Social
Network Sites, Services and
Users
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Comparative Secondary Liability and Safe Harbors for User Conduct & Content


Copyright and the Digital Millennium Copyright Act





But for analysis: UMG Recordings, Inc. v. Shelter Capital Partners LLC, 718 F.3d 1006 (9th Cir. 2013)





The DMCA insulates “Service Providers” from liability for material “stored at the direction of a user”
Mavrix Photographs, LLC v. LiveJournal, Inc., 853 F.3d 1020 (9th Cir. 2017)
Shifting burdens of proof: Capitol Records, LLC v. Vimeo, LLC, 826 F.3d 78 (2d Cir. 2016)
New registration requirement for 2017




Trademark Law


Direct, contributory , possibly vicarious (agency) and inducement liability

Likelihood of confusion or dilution (use is not enough)

Fees – Octane Fitness, LLC v. ICON Health & Fitness, Inc., 134 S. Ct. 1749 (2014) (citing approvingly to Fogherty)
No DMTA or Sony safe harbor but increasing de facto recognition for notice and takedown

Tiffany (NJ) Inc. v. eBay, Inc., 600 F.3d 93 (2d Cir.), cert. denied, 131 S. Ct. 647 (2010)

1-800-Contacts, Inc. v. Lens.com, Inc., 722 F.3d 1229 (10th Cir. 2013) (alleged affiliate misconduct)
Publishers exemption - 15 U.S.C. § 1114(2)(B)-(C)
Fair use





Direct, contributory, vicarious liability and inducement
BWP Media USA, Inc. v. T&S Software Associates, Inc., 852 F.3d 436 (5th Cir. 2017)




Patent Law



Direct, contributory and inducing patent infringement
Blazer v. eBay, Inc., 2017 WL 1047572 (N.D. Ala. 2017)

CDA/ Potential Preemption of IP claims - 47 U.S.C. § 230 (the Communications Decency Act)









230(c)(1): No provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provided by
another information content provider

NO But For analysis: Doe No. 14 v. Internet Brands, Inc., 824 F.3d 846 (9th Cir. 2016)
Preempts inconsistent state laws (including defamation, privacy) and some federal claims
Excludes: fed. criminal claims; claims under ECPA or “any similar state law”; “any law pertaining to intellectual property.”
State IP claims: Ninth Circuit law vs. district courts in other circuits




New – Defend Trade Secrets Act

Do the same rules apply to content or conduct in the cloud, on social media, or on mobile devices?
–

The DMCA applies to “Service Providers” as defined in 17 U.S.C. § 512(k)(1)






Perfect 10, Inc. v. Ccbill, 488 F.3d 1102 (9th Cir.), cert. denied, 552 U.S. 1062 (2007) (right of publicity claim).
Doe v. Friendfinder Network, Inc., 540 F. Supp. 2d 288 (D.N.H. 2008)
Atlantic Recording Corp. v. Project Playlist, Inc., 603 F. Supp. 2d 690 (S.D.N.Y. 2009) (Chin)

(A) As used in subsection (a), the term “service provider” means an entity offering the transmission, routing, or providing of connections for digital online communications,
between or among points specified by a user, of material of the user’s choosing, without modification to the content of the material as sent or received.
(B) As used in this section, other than subsection (a), the term “service provider” means a provider of online services or network access, or the operator of facilities therefor,
and includes an entity described in subparagraph (A).

–

The CDA applies to interactive computer services

–

Compare – The Telephone Consumer Protection Act, the CAN-SPAM Act

–
–

Use online complaint procedures
Address disputes directly with other users



“interactive computer service” means any information service, system, or access software provider that provides or enables computer access by multiple
users to a computer server, including specifically a service or system that provides access to the Internet and such systems operated or services offered
by libraries or educational institutions.

Better practices –
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Fair Use

38

Trademark Fair Use
 Trademark – anything that identifies goods or services
– Use “other than as a mark” under 15 U.S.C. 1115(b)(4)
 KP Permanent Make-Up, Inc. v. Lasting Impressions I, Inc., 543 U.S. 111
(2004)

– Dilution defenses
 “Any fair use, including a nominative or descriptive fair use, or facilitation
of such fair use, of a famous mark by another person other than as a
designation of source for the persons own goods or services, including
use in connection with” (i) comparative advertising or (ii) parody, criticism
or commentary
 All forms of news reporting and commentary
 Noncommercial use of a mark

– Nominative fair use
 New Kids on the Block v. News America Publishing, Inc., 971 F.2d 302 (9th Cir.
1992)
- Playboy Enterprises, Inc. v. Welles, 279 F.3d 796 (9th Cir. 2002).
 Century 21 Real Estate Corp. v. Lendingtree, Inc., 425 F.3d 211 (3d Cir. 2005)

 Logos vs text (and are the rules the same for mobile?)
 Consumer criticism / gripes
39

Fair use


Louis Vuitton Malletier, S.A. v. My Other Bag, Inc., 674 F. App’x 16 (2d Cir. 2016)
(pet. for cert. filed 7/17)

40

Copyright Fair use
 Multipart balancing test available when a work is used “for purposes
such as criticism, comment, news reporting, teaching . . . Scholarship
or research”
– Courts must consider:
 The purpose and character of the use, including whether it is of a commercial nature or is
for nonprofit educational purposes;
– Commercial
– Transformative

 The nature of the work (creative works are closer to the core of intended copyright
protection than informational or functional works)
 The amount and substantiality of the portion used in related to the copyrighted work as a
whole
 The effect of the use upon the potential market for or value of the copyrighted work

– Courts may consider other criteria

– VCR recordings
 Sony Corp. of America v. Universal City Studios, Inc., 464 U.S. 417 (1984)

– Louis Vuitton Malletier, S.A. v. My Other Bag, Inc., 674 F. App’x 16 (2d Cir. 2016)
(pet. for cert. filed 7/17)

– Data mining/ Google books
– Displaying an image in connection with a critical blog post
 Katz v. Google, Inc., 802 F.3d 1178 (11th Cir. 2015)
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Copyright Fair use
 Multipart balancing test available when a work is used “for purposes
such as criticism, comment, news reporting, teaching . . . Scholarship
or research”
– Courts must consider:
 The purpose and character of the use, including whether it is of a commercial nature or is
for nonprofit educational purposes;
– Commercial
– Transformative

 The nature of the work (creative works are closer to the core of intended copyright
protection than informational or functional works)
 The amount and substantiality of the portion used in related to the copyrighted work as a
whole
 The effect of the use upon the potential market for or value of the copyrighted work

– Courts may consider other criteria

– VCR recordings
 Sony Corp. of America v. Universal City Studios, Inc., 464 U.S. 417 (1984)

– Louis Vuitton Malletier, S.A. v. My Other Bag, Inc., 674 F. App’x 16 (2d Cir. 2016)
(pet. for cert. filed 7/17)

– Data mining/ Google books
– Displaying an image in connection with a critical blog post
 Katz v. Google, Inc., 802 F.3d 1178 (11th Cir. 2015)
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Fair Use and the Art of
Richard Prince

45

Richard Prince. Art and Instagram
– Cariou v. Prince, 714 F.3d 694 (2d Cir. 2013)
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Gripes, Complaints and
Disparaging Uses

50

 Claims against the platforms – essentially impossible against legitimate platform
providers
 Claims against individuals – subpoenas and satellite litigation
 Streisand effect – Katz v. Google, Inc., 802 F.3d 1178 (11th Cir. 2015)
 Lanham Act – Fair Use, non trademark use, false endorsement
– Roberts v. Bliss, 229 F. Supp. 3d 240 (S.D.N.Y. 2017) (10 Hours Walking in NYC as a Woman)

 The First Amendment
 CDA/ 230(c)(1): No provider or user of an interactive computer service shall be
treated as the publisher or speaker of any information provided by another information
content provider
–
–
–

Scope: Defamation, privacy, most state civil and criminal claims, federal civil (but not criminal) claims.
Preempts inconsistent state laws.
Excludes: federal criminal claims, claims under the ECPA or “any similar state law” and “any law
pertaining to intellectual property.”

 Gripe sites and user generated criticism cases:
–
–
–
–
–

–
–

Caraccioli v. Facebook, Inc., _ F. App’x _, 2017 WL 2445063 (9th Cir. 2017)
Kimzey v. Yelp! Inc., 836 F.3d 1263 (9th Cir. 2016)
Doe No. 14 v. Internet Brands, Inc., 824 F.3d 846 (9th Cir. 2016)
Silver v. Quora, Inc., 666 F. App’x 727 (10th Cir. 2016)
Nemet Chevrolet, Ltd. v. Consumeraffairs.com, Inc., 591 F.3d 250 (4th Cir. 2009) (commercial gripe site;
8 posts allegedly written by the defendant) (JOP)
 “immunity is an immunity from suit rather than a mere defense to liability and is effectively lost if a
case is erroneously permitted to go to trial”
Ascentive, LLC v. Opinion Corp., 842 F. Supp. 2d 450, 476 (E.D.N.Y. 2011)
DeVere Group GmbH v. Opinion Corp., 877 F. Supp. 2d 67 (E.D.N.Y. 2012) (dismissing claims based on
use of DeVere’s trade name in text on PissedConsumer.com and in the DeVere.PissedConsumer.com
subdomain; applying Second Circuit law in finding initial interest confusion inapplicable in this case)


 A

But see Amerigas Propane, L.P. v. Opinion Corp., Civil Action No. 12-713, 2012 WL 2327788 (E.D. Pa. June 19,
2012)
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 Claims against the platforms – essentially impossible against legitimate platform
providers
 Claims against individuals – subpoenas and satellite litigation
 Streisand effect – Katz v. Google, Inc., 802 F.3d 1178 (11th Cir. 2015)
 Lanham Act – Fair Use, non trademark use, false endorsement
– Roberts v. Bliss, 229 F. Supp. 3d 240 (S.D.N.Y. 2017)

 The First Amendment
 CDA/ 230(c)(1): No provider or user of an interactive computer service shall be
treated as the publisher or speaker of any information provided by another information
content provider
–
–
–

Scope: Defamation, privacy, most state civil and criminal claims, federal civil (but not criminal) claims.
Preempts inconsistent state laws.
Excludes: federal criminal claims, claims under the ECPA or “any similar state law” and “any law
pertaining to intellectual property.”

 Gripe sites and user generated criticism cases:
–
–
–
–
–

–
–

Caraccioli v. Facebook, Inc., _ F. App’x _, 2017 WL 2445063 (9th Cir. 2017)
Kimzey v. Yelp! Inc., 836 F.3d 1263 (9th Cir. 2016)
Doe No. 14 v. Internet Brands, Inc., 824 F.3d 846 (9th Cir. 2016)
Silver v. Quora, Inc., 666 F. App’x 727 (10th Cir. 2016)
Nemet Chevrolet, Ltd. v. Consumeraffairs.com, Inc., 591 F.3d 250 (4th Cir. 2009) (commercial gripe site;
8 posts allegedly written by the defendant) (JOP)
 “immunity is an immunity from suit rather than a mere defense to liability and is effectively lost if a
case is erroneously permitted to go to trial”
Ascentive, LLC v. Opinion Corp., 842 F. Supp. 2d 450, 476 (E.D.N.Y. 2011)
DeVere Group GmbH v. Opinion Corp., 877 F. Supp. 2d 67 (E.D.N.Y. 2012) (dismissing claims based on
use of DeVere’s trade name in text on PissedConsumer.com and in the DeVere.PissedConsumer.com
subdomain; applying Second Circuit law in finding initial interest confusion inapplicable in this case)


 A

But see Amerigas Propane, L.P. v. Opinion Corp., Civil Action No. 12-713, 2012 WL 2327788 (E.D. Pa. June 19,
2012); Jones v. Dirty World Entertainment Recordings, LLC, 840 F. Supp. 2d 1008 (E.D. Ky. 2012).
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Flickr/juaniraola

A. Register trademark with each
website
©2017 Warner Norcross & Judd LLP. All rights reserved.

WNJ.com

B. Understand basic terms of service of each
website

©2017 Warner Norcross & Judd LLP. All rights reserved.
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C. Consider registering each name
associated with your brand

©2017 Warner Norcross & Judd LLP. All rights reserved.
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D. Monitor websites to determine if trademark
is being used without permission

©2017 Warner Norcross & Judd LLP. All rights reserved.
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E. Report alleged infringement to social
networking website

©2017 Warner Norcross & Judd LLP. All rights reserved.
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F. Develop and implement anti-counterfeiting
programs

©2017 Warner Norcross & Judd LLP. All rights reserved.

64

G. Insurance considerations
1. Know Your Policies
2. Evaluate Pending & Potential Claims
› Assess and Fill Gaps Before a Claim is
Filed!

3. Choose Your Words Carefully
4. Notify Promptly
5. Insist on Full Coverage
6. Provide Regular Updates
Flickr/Alan Cleaver
©2017 Warner Norcross & Judd LLP. All rights reserved.
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Questions & Answers
Thank you!
Brian D. Wassom
Warner Norcross & Judd LLP
2000 Town Center, Ste 2700, Southfield MI 48075
bdwassom@wnj.com

These materials are for educational use only. This is not legal advice and does not create an attorney-client relationship.
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